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OFFICE OF THE STATE AUDITOR
KERRI L. HUNTER, CPA, CFE * STATE AUDITOR

February 19, 2024
Members of the Legislative Audit Committee:

Included herein is the Statewide Single Audit of the State of Colorado for the Fiscal Year Ended June 30, 2023.
The audit was conducted pursuant to Section 2-3-103, C.R.S., which authorizes the State Auditor to conduct

audits of all departments, institutions, and agencies. The purpose of this report is to present the results of the
Statewide Single Audit for the Fiscal Year Ended June 30, 2023.

The report includes our Independent Auditor’s Report on Internal Control Over Financial Reporting and on
Compliance and Other Matters Based on an Audit of Financial Statements Performed in Accordance with
Government Auditing Standards, our Independent Auditor’s Report on Compliance for Each Major Federal Program
and on Internal Control Over Compliance Required by the Uniform Guidance; and our Report on the Schedule of
Expenditures of Federal Awards Required by Uniform Guidance. This report also contains our findings, conclusions,
and recommendations, and the responses of the respective state departments, institutions, and agencies. Our
opinion on the State’s financial statements is presented in the State’s Annual Comprehensive Financial Report for
the Fiscal Year Ended June 30, 2023, which is available under separate cover. In accordance with the federal
Single Audit Act, this report includes all findings and questioned costs related to federal awards that came to our
attention through either the Statewide Single Audit or other audits.

Government Auditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be omitted if the omission is disclosed because
of the potential damage that could be caused by the misuse of this information. We consider the specific technical
details of certain findings, and their related responses and auditor’s addenda, to be sensitive in nature and not
appropriate for public disclosure and have provided the details of these findings, and their related responses and
auditor’s addenda, to management in a separate, confidential memorandum. Findings with omitted information

include a disclosure of this omission.

This report is intended solely for the use of management and the Legislative Audit Committee and should not be
used for any other purpose. This restriction is not intended to limit distribution of the report, which, upon release

by the Legislative Audit Committee, is a matter of public record.

o it
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Report Highlights Z

Statewide Single Audit, Fiscal Year Ended June 30, 2023 OFFICE OF THE STATE AUDITOR
State of Colorado e Financial Audit e February 2024 e 2301F C o L O R A D O
Overview

This report presents the results of our financial audit and Statewide Single Audit, including federal compliance audit work of
the State of Colorado for Fiscal Year 2023.

This report may not include all financial- and compliance-related findings and recommendations from separately issued
reports on audits of state departments, institutions, and agencies. However, in accordance with the federal Single Audit Act,
this report includes all findings and questioned costs related to federal awards that came to our attention through our audit,
including separately-issued reports on audits of state departments, institutions, and agencies.

In this report, we made 161 recommendations to state departments and higher education institutions resulting from our audit.

Financial Statement Findings

e The State’s financial statements covered $62.7 billion e The State expended approximately $19.5 billion in
in total assets and $48.7 billion in total expenditures federal funds in Fiscal Year 2023. The five largest
for Fiscal Year 2023. federal programs were:

e We have issued unmodified, or “clean” opinions on 0 Medicaid Cluster: $8.6 billion

M b
the financial statements of the State’s governmental o Supplemental Nutrition Assistance Program

activities, bgsiness—type activities, each major .fund, (SNAP) Cluster: $1.6 billion
aggregate discretely presented component units, and
the aggregate remaining fund information for the 0 Research and Development Cluster: $1.3 billion

Fiscal Year Ended June 30, 2023. This means that
these financial statements are presented fairly, in all
material respects, and that the financial position,

o Student Financial Assistance Programs Clustet:
$1.1 billion

results of all financial operations, and cash flows are o Highway Planning and Construction Cluster:
in conformance with generally accepted accounting $629.2 million
principles.

e We identified 63 internal control issues related to
e We identified 108 internal control weaknesses over requirements applicable to major federal programs.
financial reporting, including 42 material weaknesses
and 66 significant deficiencies, as well as one issue
that is not related to internal controls, at 20 state
departments and higher education institutions.

Authority, Purpose, and Scope Recommendations

This audit was conducted under the authority of Section 2-3-103, C.R.S., which authorizes the State Made
Auditor to conduct audits of all departments, institutions, and agencies of state government. The audit
was conducted in accordance with auditing standards generally accepted in the United States of
America and with Government Auditing Standards issued by the Comptroller General of the United States. 1 6 1
We performed our audit wotk during the petiod of April 2023 through February 2024. The purpose of
this audit was to:
e  Express an opinion on compliance for each of the State’s major federal programs for the RESPOI’ISES
Fiscal Year Ended June 30, 2023.

Express an opinion on the State’s Schedule of Expenditures of Federal Awards for the Fiscal Year
Ended June 30, 2023.

Review internal accounting and administrative control procedures, as required by generally Partially Agree: 14

Agree: 146

accepted auditing standards and Government Auditing Standards. .
. . ) i ) Disagree: 1
Evaluate compliance with applicable state and federal laws, rules, and regulations.

Evaluate progtess in implementing prior audit recommendations.

Colorado Office of the State Auditor I-1



Internal Controls Over Financial Activity and Financial Reporting

State departments are responsible for reporting financial activity accurately, completely,
and in a timely manner; and for having adequate internal controls in place to ensure
compliance with laws and regulations, and with management’s objectives. Some of the
areas where we identified a need for improvement included the following, by state
department:

¢ Department of Personnel & Administration’s Office of the State Controller
(OSC).

o Statutory Compliance and Internal Controls over Financial Reporting. We
identified several issues, including:

= The OSC approved the posting of a significant number of transactions
totaling $16.4 billion for State entities in CORE after the statutorily-required
August 4, 2023, deadline. While the OSC has historically posted some
adjustments after the deadline, the amount posted after the deadline was
significant and indicated that entities were continuing to finalize their
accounting as late as January 2024, which does not appear to meet the intent
of the 35-day statutorily-required closing deadline.

= The OSC did not review and reconcile State entities-submitted Exhibit Js,
Financial Statement Reconciliation, in a timely manner. Specifically, the OSC
provided their completed Exhibit Js reconciliation over 4 months after the
Exhibit Js were due to the OSC and after the OSC prepared the Annual
Financial Statements.

= (lassification: Material Weakness.

o Errors in Compiling the State’s Schedule of Excpenditures of Federal Awards (SEFA).
The OSC requires State entities to prepare and submit an Exhibit K1, Schedute of
Federal Assistance, to report federal program information for preparing the State’s
SEFA. We identified several issues with the OSC’s SEFA preparation, including:

= The OSC failed to report on the SEFA a total of 416 individual lines that
were reported by the State entities on their Exhibit K1s as COVID-19
federal expenditures, as required.

= The OSC did not ensure that the federal Assistance Listing Number (ALN)
was propetly reported on the SEFA for total of 77 of 7497 individual lines
representing 39 federal programs on the SEFA.

= The OSC did not report the program name associated with the ALN
properly on the SEFA for 17 federal program titles.

= A total of 974 ALNs reported on the SEFA did not match ALNs reported
by departments and institutions of higher education on their Exhibit K1s.

= (lassification: Material Weakness.

o System and Otrganization Control Reports. The OSC failed to update its
procedures to include a required completeness check of I'T systems based on
OSC staff knowledge and expertise and did not follow up with State entities to
obtain missing information for IT systems. Classification: Material Weakness.

o Treatment of Health Insurance Affordability Enterprise Revenue Under the
Taxpayer’s Bill of Rights. The OSC did not include $13 million in premium tax
monies recorded in the Enterprise Fund as TABOR non-exempt revenue in its
Fiscal Year 2023 TABOR Report, although the funds resulted from and were
collected as taxes specifically subject to TABOR.

Classification: Significant Deficiency.

-2 Colorado Office of the State Auditor

Professional standards define
the following three levels of
financial-related internal control
weaknesses. Prior to each
recommendation in this report,
we have indicated the
classification of the finding.

A Material Weakness is the
most serious level of internal
control weakness. A material
weakness is a deficiency, or
combination of deficiencies,
such that there is a reasonable
possibility that a material
misstatement of the entity’s
financial statements will not be
prevented, or detected and
corrected, on a timely basis.

A Significant Deficiency is a
moderate level of internal
control weakness. A significant
deficiency is a deficiency, or
combination of deficiencies, in
internal control that is less
severe than a material weakness,
yet important enough to merit
attention by those charged

A Deficiency in Internal
Control is the least setious level
of internal control weakness. A
deficiency in internal control
exists when the design or
operation of a control does not
allow management or
employees, in the normal course
of performing their assigned
functions, to prevent, or detect
and correct, misstatements on a
timely basis. Deficiencies in
internal control generally are
reported to agencies in separate
management letters and,
therefore, would not be
included in this report.



Department of Labor and Employment. Internal Controls Over Financial

Reporting. We identified errors with the Department’s exhibits and payroll process, Our opinion on the financial

including the following: statements is presented in the

State’s Annual Comprehensive

Financial Report for Fiscal Year
2023, which is available

0 The Department overstated its prior period adjustments by almost $7.0 million. electronically from the Office of

0 The Department overstated its fiscal year-end estimates on its Exhibit P, Major
Acconnting Estimates in Excess of §5 million, by $266.2 million.

0 The Department did not complete its payroll reconciliations in a timely manner. tae iz Loniolles websie 2t

In addition, the Department issued 17 manual, or “CHOP,” checks totaling
$30,000 that only had one person preparing and reviewing them.

https://osc.colorado.gov/
financial-operations/
o Classification: Material Weakness. financial-reports/acfr

Department of Military and Veteran’s Affairs. Compliance with Spending
Authority. The Department spent nearly $2.7 million from the Real Estate Proceeds
Cash Fund from Fiscal Years 2021 through 2023 ($1.9 million of the $2.7 million was spent in Fiscal Year 2023)
without obtaining the General Assembly’s approval through the appropriations process. Classification: Material
Weakness.

Department of Transportation. Accounting Controls. The Department lacked adequate financial accounting
controls for Fiscal Year 2023, as follows:

0 The Department posted $877.3 million of journal entries after August 4, 2023 that the Department should have
identified and recorded as part of the Department’s closing process prior to that time.

o The Department overstated one expenditute transaction by over $1.7 million.

0 The Department made errors on its Exhibit K1, Schedule of Federal Assistance, in the initial submission filed on
September 28, 2023, totaling $17.1 million.

o Classification: Significant Deficiency.

Department of Higher Education. Internal Controls Over Financial Reporting. We experienced extreme delays in
receiving requested supporting documentation for purposes of testing the accuracy and completeness of the
Department’s accounting records as well as the effectiveness of its internal controls. In addition, we identified the
following errors:

0 The Department posted 56 entries to the State’s financial accounting system, CORE, totaling approximately $81.5
million between 3 and 90 days after the OSC’s closing deadline of August 4, 2023.

0 The Department submitted 2 of their 5 exhibits 13 and 50 days after their respective due dates.

o Classification: Material Weakness.

Department of Public Health and Environment. Internal Controls Over Inventory Adjustments. The Department
overstated its inventory balance in CORE by over $50.3 million in comparison to the actual amount of inventory held
by the Department. Classification: Significant Deficiency.

Department of Public Safety. Internal Controls Over Financial Reporting. The Department did not have adequate
financial reporting controls and did not comply with applicable accounting standards related to the Disaster
Emergency Fund. As a result, the Department inappropriately recorded $73.2 million in FEMA disaster
reimbursements. Classification: Material Weakness.

Colorado Office of the State Auditor 1-3



Internal Controls Over Information Technology Systems

State departments, often in cooperation with the Governor’s Office of Information Technology (OIT), are responsible for
implementing, operating, maintaining, and adequately securing the State’s computer systems. During our Fiscal Year 2023 audit,
we determined that some state departments’ and OI'T’s internal controls did not comply with IT and information security related
standards and/or the Colorado Information Security Policies (Secutity Policies) and OIT Cyber Policies. Some of the issues wete

identified at the following departments and agencies (and related systems):

e Office of the Governor (OIT).

o GenTax Information Security—Access Management. Classification: Material Weakness.

o GenTax and DRIVES Information Security—Access Management. Classification: Material Weakness.

o Colorado Automated Tax System Information Security. Classification: Material Weakness.

o Secure Configuration Exception Request Procedure and Documentation. Classification: Significant
Deficiency.

o State Data Center Physical Access. Classification: Significant Deficiency.

o Governance and Oversight. Classification. Significant Deficiency.

o Colorado Payroll and Personnel System—Information Security. Classification: Significant Deficiency.

o Colorado Automated Tax System—Disaster Recovery Plan. Classification: Significant Deficiency.

o IT Governance and Access Management. Classification: Significant Deficiency.

¢ Department of Health Care Policy and Financing.

(0]

(0]

CBMS, interChange, and BIDM—Information Security. Classification: Significant Deficiency.

Internal Controls Over CBMS. Classification: Significant Deficiency.

¢ Department of Human Services.

(0]

Internal Controls Over CBMS. Classification: Significant Deficiency.

¢ Department of Labor and Employment.

(0}

Colorado Automated Tax System—Disaster Recovery Plan. Classification: Significant Deficiency.

¢ Department of Personnel and Administration — Office of the State Controller.

(0}

Colorado Payroll and Personnel System—Information Security. Classification: Significant Deficiency.

¢ Department of Revenue.

(0]

GenTax and DRIVES—IT Governance, Information Security, and Computer Operations. Classification:
Significant Deficiency.

¢ Department of Transportation.

(0}

IT Governance and Access Management. Classification: Significant Deficiency.

I-4 Colorado Office of the State Auditor



Professional standards define the following three levels
of internal control weaknesses over compliance
related to federal programs. Prior to each
recommendation in this report, we have indicated the
classification of the finding.

A Material Weakness is the most serious level of
internal control weakness. A material weakness is a
deficiency, or combination of deficiencies, in internal
control over compliance, such that there is a
reasonable possibility that material noncompliance
with a compliance requirement of a federal program
will not be prevented, or detected and corrected, on
a timely basis.

A Significant Deficiency is a moderate level of
internal control weakness. A significant deficiency is a
deficiency, ot a combination of deficiencies, in internal
control over compliance with a compliance
requirement of a federal program that is less severe
than a material weakness in internal control over
compliance, yet important enough to metit attention by
those charged with governance.

A Deficiency in Internal Control is the least setious
level of internal control weakness. A deficiency in an
entity’s internal control over compliance exists when
the design or operation of a control does not allow
management or employees, in the normal course of
petforming their assigned functions, to prevent, ot
detect and correct, noncompliance with a compliance
requirement of a federal program on a timely basis.

Federal Grant Programs
Internal Control Weaknesses
Fiscal Year 2023

30 Recommendations
48%

Federal Program Findings

We identified:

e 03 internal control issues related to requirements
applicable to major federal programs.

e Approximately $341,840 in known questioned costs
related to federal awards granted to the State. Of these
questioned costs, $334,425 related to COVID-19 funding,.
Federal regulations require auditors to report questioned
costs identified through the audit, which are federal grant
expenditures made in violation or possible violation of the
related grant requirements, and/or federal expenditures
that lack adequate supporting documentation.

The following summarizes our report on the State’s
compliance with requirement, such as activities allowed or
unallowed, allowable costs, cash management, eligibility,
reporting, subrecipient monitoring, and special tests and
provisions, that are applicable to major federal programs. and
internal controls over compliance with federal Uniform
Guidance.

Internal Controls Over Federal Programs

The following chart shows the breakdown of levels of internal
control weaknesses over compliance with federal
requirements that we identified during our Fiscal Year 2023
audit. Prior to each recommendation in this report, we have
indicated the classification of the finding.

33 Recommendations
52%

B significant Deficiency I Material Weakness

Colorado Office of the State Auditor 1-5



Some of the areas where we identified a need for improvement included the following, by state department:

¢ Department of Health Care Policy and Financing. Overall, we identified issues with the Department’s compliance
with requirements for Medicaid and the Children’s Basic Health Plan (CBHP). In total, we identified approximately
$77,224 in known questioned costs. For example, we found the following:

0 Medicaid Controls Over Eligibility Determinations. In 3 of the 60 Medicaid case files tested (5 percent), we
identified at least one error related to eligibility. Classification: Material Weakness.

o  Children’s Basic Health Plan Controls over Eligibility Determinations. In 6 of 60 case files tested (10 percent), we
identified at least one error related to eligibility. In 2 of these 6 samples, we identified two ineligible beneficiaries.
Classification: Material Weakness.

0 Medicaid Eligibility—Social Security Numbers Associated with Multiple State 1Ds. The Department did not have
adequate internal controls in place during Fiscal Year 2023 to monitor and correct any instances of multiple State
IDs associated with the same SSN. Classification: Material Weakness.

o Presumptive Eligibility for Medicaid and CBHP. The Department did not fully comply with federal and state
regulations regarding Medicaid and CBHP presumptive eligibility during Fiscal Year 2023. In 4 out of 40 Medicaid
(10 percent) and 3 out of 37 CBHP (8 percent) presumptive eligibility cases reviewed, the Department did not end
presumptive eligibility as required by federal regulation. In addition, in 1 of 40 Medicaid cases (3 percent), the
Presumptive Eligibility Site determining eligibility did not notify the county within five business days that the
applicant was presumptively eligible, as required by federal regulation. Classification: Material Weakness.

e Department of Public Safety.

o Disaster Grants (Presidentially Declared Disasters) Subrecipient Monitoring. The Department did not comply with
federal regulations or its own policies and procedures related to subrecipient monitoring. Specifically, we identified
issues with 16 of the 17 (94 percent) subrecipients we tested. Classification: Material Weakness.

o Internal Controls Over Exhibit K1 FEMA Disaster Grants Program Reporting, Activities Allowed or Unallowed
and Allowable Costs/Cost Principles. The Department did not have adequate internal controls over financial
reporting, and did not comply with applicable accounting standards. Specifically, the Department could not
provide sufficient supporting documentation for $29.2 million of the $166.2 million of FEMA Disaster Grants
Program expenditures reported on its Fiscal Year 2023 Exhibit K1, Schedule of Federal Assistance, related to funds
expended by another state department—Colorado Department of Public Health and Environment (CDPHE). In
addition, we identified issues with 28 of the 64 (44 percent) CDPHE pass-through expenditures reported on the
Department’s Exhibit K1 that we selected for testing, which resulted in total of $10, 053 in known questioned
costs. Classification: Material Weakness.

o Disaster Grants — Public Assistance (Presidentially Declared Disasters) Federal Reporting. The Department did
not accurately report certain amounts on any of the 8 (100 percent) Federal Financial Status Reports (FFR) tested.
Specifically, the Department overreported the amount of the cumulative-to-date recipient share of expenditures by
a total of approximately $26.2 million. In addition, the Department understated the amount reported as Federal
Funds Disbursed by a total of approximately $8.8 million. The Department also did not report any Disaster Grant
subawards in the Federal Funding Accountability and Transparency Act (FFATA) Subaward Reporting System for
Fiscal Year 2023 and, therefore, did not comply with FFATA reporting requirements. Classification: Material
Weakness.

¢ Department of Labor and Employment. Rehabilitation Services — Vocational Rehabilitation Grants to
States—Federal Reporting. We identified one or more issues with all four (100 percent) federally-required financial
reports we tested for the Department’s Division of Vocational Rehabilitation (Division). For example, in total, the
Division was unable to provide documentation to support over $25 million in expenditures reported by the Division.
Classification: Material Weakness.

e Department of Public Health and Environment. Compliance with Federal Procurement and Suspension and
Debarment Requirements. The Department could not provide documentation to support that suspension and
debarment verification procedures were performed for 1 of the 23 (4 percent) transactions we reviewed. In addition,
the Department could not provide documentation of a purchase order or a state contract for 1 of the 9 (11 percent)
procurement transactions tested. The Department paid that vendor $184,433 during the year ended June 30, 2023. This
error resulted in known questioned costs of $184,433. Classification: Significant Deficiency.

-6 Colorado Office of the State Auditor



e Department of Early Childhood. Colorado Child Care Assistance Program (CCCAP). The Department did not fully
comply with federal and state CCCAP requirements, related to parent fee calculations. Specifically, we identified errors

that resulted in a total of $1,543 in known questioned costs. Classification: Significant Deficiency.

¢ Department of Human Services. Internal Controls Over Exhibit K1, Schedule of Federal Assistance. The Department
misreported federal expenditures for two federal programs on its Exhibit K1. Specifically, the Department incorrectly
identified $12.2 million of expenditures for one program and $323,000 of expenditures for another program as indirect
and direct expenditures rather than expenditures passed through to subrecipients on its Exhibit K1. Classification:

Significant Deficiency.

Summary of Progress in Implementing Prior Recommendations

The following table includes an assessment of our disposition of Financial and Federal audit recommendations, including
IT recommendations, reported in previous Statewide Single Audit Reports. Prior years’ recommendations that were fully

implemented in Fiscal Year 2022 or eatlier are not included.

Statewide Single Audit Report Recommendation Status as of Fiscal Year 2023 by Fiscal Year

Total

Implemented 132
Partially Implemented 36
Not Implemented 23
Deferred 20
No Longer Applicable 20
TOTAL 231

Note: The table above includes each recommendation subpart as an individual recommendation.

2022 2021 2020
60 47 22
18 12 6
15 6 2
17 2 1

2 11 2
112 78 33

2019

3
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Financial Statements

Type of auditor’s report issued: Unmodified

Internal Control Over Financial Reporting

Yes No
Material Weaknesses Identified? v
Significant deficiencies identified that are
not considered to be material weaknesses? v
Noncompliance material to financial
statements noted? v
Federal Awards
Internal Control Over Major Programs
Yes No
Material Weaknesses Identified v
Significant Deficiencies identified that are
not considered to be material weaknesses? v

Type of auditor’s report issued on compliance for major programs:

Unmodified for all major programs, except for Disaster Grants — Public Assistance (Presidentially

Declared Disasters), which has an adverse opinion, and the following major programs, which were

qualified:
e Child Care and Development Fund (CCDF) Cluster e  Minerals Leasing Act
e Children’s Health Insurance Program e Unemployment Insurance
e Toster Care Title IV-E e Workforce Innovation and Opportunity
e Medicaid Cluster Act (WIOA) Cluster
Yes No

Any audit findings disclosed that are

required to be reported in accordance with v

2 CFR 200.516(a) (Audit Findings) of Uniform

Guidance

Dollar threshold used to distinguish between type A and B programs: $30 million.

Yes No

Auditee qualified as low-risk auditee? v

1-10 Colorado Office of the State Auditor



Identification of Major Programs

Assistance
Listing
Number

10.542

10.551

10.561

10.553
10.555
10.556
10.559
10.582

10.557

10.558

10.565
10.568

12.401
14.231

15.437

17.207
17.801

17.225

17.258
17.259
17.278

20.205

20.509

20.933
21.023
21.026
21.027

Name of Federal Program or Cluster
COVID-19 — Pandemic EBT Food Benefits

Supplemental Nutrition Assistance Program (SNAP) Cluster
Supplemental Nutrition Assistance Program, COVID-19 — Supplemental
Nutrition Assistance Program

State Administrative Matching Grants for the Supplemental Nutrition
Assistance Program, COVID-19 — State Administrative Matching Grants For
the Supplemental Nutrition Assistance Program

Child Nutrition Cluster

School Breakfast Program

National School Lunch Program

Special Milk Program for Children

Summer Food Service Program for Children
Fresh Fruit and Vegetable Program

WIC Special Supplemental Nutrition Program For Women, Infants, and
Children

Child and Adult Care Food Program

Food Distribution Cluster
Commodity Supplemental Food Program

Emergency Food Assistance Program (Administrative Costs), COVID-19 —
Emergency Food Assistance Program (Administrative Costs)

National Guard Military Operations and Maintenance (O&M) Projects

Emergency Solutions Grant Program, COVID-19 — Emergency Solutions
Grant Program

Minerals Leasing Act

Employment Service Cluster
Employment Service/Wagner-Peyser Funded Activities
Jobs For Veterans State Grants

Unemployment Insurance

WIOA Cluster

WIOA Adult Program

WIOA Youth Activities

WIOA Dislocated Worker Formula Grants

Highway Planning and Construction, COVID-19 — Highway Planning and
Construction

Formula Grants For Rural Areas and Tribal Transit Program, COVID-19 —
Formula Grants For Rural Areas and Tribal Transit Program

National Infrastructure Investments
COVID-19 — Emergency Rental Assistance Program
Homeowner Assistance Fund, COVID-19 — Homeowner Assistance Fund

COVID-19 — Coronavirus State and Local Fiscal Recovery Funds

Colorado Office of the State Auditor
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Assistance
Listing
Number  Name of Federal Program or Cluster

84.126 Rehabilitation Services Vocational Rehabilitation Grants To States
84.425 COVID-19 — Education Stabilization Fund
93.558  Temporary Assistance For Needy Families

93.566  Refugee and Entrant Assistance State/Replacement Designee
Administered Programs

93.568 Low-Income Home Energy Assistance, COVID-19 — Low-Income Home
Energy Assistance

CCDF Cluster

93.575  Child Care and Development Block Grant, COVID-19 — Child Care and
Development Block Grant

93.596  Child Care Mandatory and Matching Funds of the Child Care and
Development Fund

93.658 Foster Care Title IV-E

93.767  Children’s Health Insurance Program, COVID-19 — Children’s Health
Insurance Program

Medicaid Cluster
93.775 State Medicaid Fraud Control Units

93.777  State Survey and Certification Of Heath Care Providers and Suppliers (Title
XVIII) Medicare

93.778 Medical Assistance Program, COVID-19 Medical Assistance Program

93.959 Block Grants for Prevention and Treatment of Substance Abuse,
COVID-19 - Block Grants for Prevention and Treatment of Substance
Abuse

Disability Insurance/SSI Cluster

96.001  Social Security Disability Insurance

Disaster Grants — Public Assistance (Presidentially Declared Disasters),
97.036  COVID-19 — Disaster Grants — Public Assistance (Presidentially Declared
Disasters)

1-12 Colorado Office of the State Auditor



Classification of Recommendations
State of Colorado Statewide Single Audit
Fiscal Year Ended June 30, 2023

Material Weakness Significant Deficiency
(Most Serious) (Moderately Serious)
Federal Federal
Financial Program Financial Program
Agency Reporting Compliance  Reporting  Compliance Grand Totals

Agriculture 1 - - - 1
Early Childhood - 1 - 1 - 2
Education - - - 2 - 2
Office of the Governor 5 - 19 4 - 28
Health Care Policy and Financing - 7 3 3 - 13
Higher Education
Department of Higher Education 3 - - - -
Adams State University 1 - 4 - -
Auraria Higher Education Center 2 - - - -
Colorado Communit o
College Syster: ! i 3 4 8
Colorado School of Mines - - 1 - - 1
Colorado State University - - 2 - -
Metropolitan State ) i 1 i ) 1
University of Denver
University of Colorado 1 - - - - 1
Western Colorado University - - 3 - - 3
Human Services 2 3 1 6 - 12*
Labor and Employment 5 7 9 5 1 27*
Military and Veterans Affairs 2 - - - - 2
Personnel & Administration 12 - 6 - - 18
Public Health and Environment 3 3 1 2 - 9*
Public Safety 3 8 - 1 - 12*
Revenue 1 - 7 - - 8
Transportation - - 6 2 - 8
Treasury - 4 - - - 4
Grand Totals 42 33 66 30 1 172

Note: The table above includes each subpart as an individual recommendation.

*Some recommendations are classified as both financial reporting and federal program compliance internal control weaknesses.
Therefore, the total number of recommendations reported in this table does not equal the total number of recommendations in the
report.

There were no recommendations classified as a Deficiency in Internal Control, the least serious deficiency level, included in this report.
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Department of Agriculture

The Department of Agriculture (Department) regulates, promotes, and supports agriculture
activities throughout Colorado. Department personnel perform a wide range of services including
regulatory and inspection services; agricultural-related policy analysis; efforts to encourage the
standardizing, grading, inspection, labeling, handling, storage, and marketing of agricultural products;

and administration of the State Fair and fairgrounds. The Department comprises the following:

o Commissioner’s Office and Administrative Services
e Agricultural Services

e Agricultural Markets Division

e Brand Board

e Colorado State Fair Authority

e Conservation Board

For Fiscal Year 2023, the Department was appropriated approximately $71.5 million and 310 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Agriculture Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Federal Funds
$3.9

Reappropriated Funds

General Fund
$2.6

$14.8

Cash Funds
$50.2

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Agriculture Fiscal Year 2023 Full-Time
Equivalent Staff by Major Areas

Conservation
Colorado State Board
Fair Authority 5
27 / Commissioner's Office
and Administrative
Services

21

Brand Board
59

Agricultural
Services

Agricultural ____— 154

Markets Division
44

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Ifinang‘ial CProglram Ifinan;:'ial CProglram
Agriculture eporting ompliance eporting ompliance

1 - - - - 1

Finding 2023-001
Internal Controls Over Financial Reporting

The Colorado State Fair Authority’s (Authority) accounting staff are responsible for all of the
Authority’s financial accounting and reporting, including the accurate and timely entry of financial
transactions into the Colorado Operations Resource Engine (CORE), the State’s accounting system.
The Authority’s accounting staff are also responsible for reporting fiscal year-end accounting
information through forms, or exhibits, to the Office of the State Controller (OSC) for inclusion in
the State’s financial statements. The OSC collects information from state departments after each
fiscal year end through department-submitted exhibits to assist in its preparation of the State’s
financial statements and required note disclosures. This includes the Exhibits J1, Schedule Stand Alone
Financial Statement Reconciliation for the Statement of Net Position (Enterprise Funds) and ]2, Schedule Stand
Alone Financial Statement Reconciliation for the Statement of Revennes, Expenses, and Changes in Net Position
(Enterprise Funds).
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The OSC has established certain guidelines that require the Authority to be responsible for the
financial reporting of its property acquisitions through interagency agreements and related long-
term payable obligations. On June 2, 2023, the Authority entered into an interagency purchase
agreement with History Colorado, an agency within the State’s Department of Higher Education,
for the purchase of a building. Both entities are state entities that are reported within the State of
Colorado’s reporting entity’s financial statements. Based on this agreement, the Authority was
required to pay History Colorado a total of $1,140,000: a minimum of $285,000 during Fiscal Year
2023, a minimum of $285,000 during Fiscal Year 2024, a minimum of $285,000 during Fiscal Year
2025 and the remaining $285,000 balance before July 31, 2025. However, the Authority paid in
advance of the dates contained in this agreement and, as of June 30, 2023, had paid a total of
$770,000 to History Colorado, leaving a balance due of $370,000.

The Authority is required to prepare its financial statements in accordance with generally accepted
accounting principles (GAAP). The Governmental Accounting Standards Board (GASB)
establishes GAAP for state and local government entities through the issuance of GASB statements
and authoritative accounting guidance such as GASB implementation guides, which the Authority

must comply with when preparing its financial statements.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to obtain an understanding of the Authority’s internal
controls relevant to the audit in order to design audit procedures to issue an opinion on the
financial statements, which included assessing the adequacy of the Authority’s internal controls
over accounting and financial reporting activities, as well as to determine whether the Authority

complied with applicable accounting principles and standards during Fiscal Year 2023.

We obtained an understanding of the Authority’s internal controls over account balances,

financial processes, and fiscal year-end close processes. We specifically performed the following:

e Obtained and analyzed the Authority’s CORE transactional data related to other operating
expenses and the interagency agreement with History Colorado related to the building purchase.

¢ Inquired of Authority and OSC personnel to gain an understanding of the process for recording

interagency purchase agreements.

How were the results of the audit work measured?

We measured our audit results against the following:
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e GASB Statement No. 48, Sales and Pledges of Receivables and Future Revenues and Intra-Entity Transfers
of Assets and Future Revenues (GASB 48), paragraph 15 and Footnote 3, establishes criteria for the
transfer of capital and financial assets within the same financial reporting entity. Specifically,
GASB 48 indicates that the transferee should record the assets at the carrying value of the
transferor if both are within the same financial reporting entity and that the transferee should
also record an expense and classify the expense as a “transfer out” in the financial statements for

the amount paid for the building,.

e  GASB Statement No. 34, Basic Financial Statements—and Management's Discussion and Analysis—for
State and Local Governments (GASB 34) paragraph 112, Footnote 2, establishes guidance for
reporting interfund services provided and used and establishes that sales and purchases of goods
between funds for a price approximating their external exchange value should be reported as
revenues in seller funds and expenditures or expenses in purchaser funds. This criteria was a
possible consideration for recording the activity if a sale and purchase of goods was being made
between History Colorado and the Authority. This section also establishes that unpaid amounts
should be reported as interfund receivables and payables in the fund balance sheets or fund

statements of net assets.

e The OSC’s Fiscal Procedures Manunal, Chapter 1, Section 3.3, State of Colorado Accounting Organization
Olyjectives, states that one of the objectives of the State of Colorado reporting includes
“maintaining accounting records in accordance with Generally Accepted Accounting Principles
(GAAP) and in compliance with Governmental Accounting Standards Board (GASB)

pronouncements.”

o State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state agencies “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the

accounting transaction (substance rather than form).”

e The OSC has adopted the Standards for Internal Control in the Federal Government (Green Book),
published by the Government Accountability Office, as the State’s standard for internal controls,
which all state agencies must follow. Green Book, Paragraph OV2.14, Roles in an Internal Control
System, states that management is responsible for designing an internal control system which
includes controls over the preparation of financial reporting in accordance with professional

standards and applicable laws and regulations.

What problem did the audit work identify?

We determined that the Authority initially recorded $770,000 in “other operating expense” that should

have been recorded as a “transfer out” and did not record a $370,000 long-term interagency payable
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due to History Colorado, as well as the offsetting $370,000 in related transfers out to History Colorado,

to record the remaining unpaid amount due on the agreement as of June 30, 2023.

After we worked with the Authority to determine the proper accounting treatment for this
agreement, Authority staff made an adjustment to the accounting records and the financial
statements to accurately record the interagency payable as of June 30, 2023 and related transfer out
in Fiscal Year 2023.

Why did this problem occur?

The Authority did not have sufficient internal controls in place to ensure it properly records and
reports unusual and significant accounting transactions. This transaction was related to an unusual
interagency agreement and the Authority did not have a process in place to ensure that staff were
appropriately trained or performed sufficient research of applicable accounting guidance to record
the transaction appropriately and in accordance with standards. Authority staff indicated that they
reached out to the Department and the OSC for guidance due to the uncertainty and that they were
provided with guidance that they followed. However, due to the complexity of this transaction, we
obtained GASB’s technical guidance and determined that a payable and a transfer of the asset should
have been recorded by the Authority in Fiscal Year 2023, as the transaction was effectively a
financing agreement to purchase a building that was executed during Fiscal Year 2023. Because the
Authority ultimately is responsible for ensuring its accounting transactions are recorded accurately, it
needs to ensure it conducts sufficient research, including reaching out to GASB for technical

guidance as necessary, when accounting for unusual transactions.

Why does this problem matter?

Because Authority staff did not properly apply relevant accounting principles and guidance, liabilities
and expenditures that were recorded in the Authority’s financial statements were materially
understated, as the additional $370,000 represented 3 percent of overall expenditures. Additionally,
without adequate internal controls in place over financial reporting to ensure that all unusual and
significant transactions are recorded properly, the Authority cannot ensure the accuracy and
completeness of its reported financial information, and ultimately, the State’s financial statements.
The post-closing entry required the Authority to submit an amended Exhibits J1 and J2 to the OSC
on November 20, 2023—3 months after the exhibits were due.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-001

The State Fair Authority (Authority) should strengthen its internal controls over financial reporting
to ensure unusual and significant accounting transactions are correctly recorded and reported, either
through Authority staff’s own research or, when appropriate, working together with other resources

within the State to seek technical guidance from the Governmental Accounting Standards Board.

Response
Colorado State Fair Authority

Agree
Implementation Date: January 2024

The State Fair Authority is responsible for the recording of all transactions according to GAAP and
reflect the underlying realities of the accounting transaction. The State Fair Authority currently has a
process in place to identify transactions that are unique and require additional expertise or
advisement from State resources such as the Department of Agriculture and the State Controller's
Office. We have modified this process to include seeking advice and confirmation from external

expert resources before the transaction is recorded.
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Office of the Governor

The Office of the Governor (Office) is solely responsible for carrying out the directives of the

Governor of the State of Colorado. In addition to the Governor’s Office, the Office also comprises:

e Office of the Lieutenant Governor
e Office of State Planning and Budgeting
e Office of Economic Development Programs

e Office of Information Technology

For Fiscal Year 2023, the Office was appropriated approximately $486.5 million and 1,286 full-time
equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Office for Fiscal Year 2023.

Office of the Governor Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Federal Funds

$6.8 _\ Cash Funds
$94.6

General Fund

Reappropriated $57.1

Funds
$328.0

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Office of the Governor Fiscal Year 2023 Full-Time
Equivalent Staff by Major Areas

Office of State Planning and Office of the
Budgeting Lieutenant
22 Governor
Office of the -_ 9
Governor

85

Office of Economic
Development
Programs

67

Office of
Information
Technology
1,103

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Office of the Financial Program Financial Program
Governor Reporting Compliance™  Reporting ~ Compliance™

4 - 6 2 - 12

“*See Section llI: Federal Awards Findings

Office of Information Technology

During the 2008 Legislative Session, the Governor’s Office of Information Technology (OIT) was
created through the enactment of Senate Bill 08-155—commonly referred to as the IT
Consolidation Bill. This bill, along with other I'T-related bills for the past nearly 15 years, have been
codified under state statutes [C.R.S. Title 24, Article 37.5, Parts 1-9], which consolidated I'T
operations under OIT for most of the Executive Branch, but excluded the Departments of
Education, Law, State, and Treasury, State-supported institutions of higher education, as well as the
Judicial and Legislative branches. Overall, OI'T’s statutory authority provides the following
responsibilities:
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e Delivering innovative and information technology (IT) to state agencies.
¢ Coordinating with state agencies to provide assistance, advice, and expertise.

o Assisting the General Assembly’s Joint Technology Committee (JTC), as necessary, to facilitate
the JTC’s oversight of OIT.

e Establishing, maintaining, and keeping an inventory of I'T-owned assets by or held in trust for

every state agency.
e Establishing, maintaining, and enforcing I'T oversight and standards.
e Reviewing and submitting budget requests for all I'T resources to be used by state agencies.

e Ensuring I'T purchases adhere to standards for data technology, architecture, and security and

oversight of IT vendors.

e Overseeing the installation, services, maintenance, and retirement of all state applications, as well

as IT infrastructure and hardware.

Finding 2023-002
GenTax Information Security—Access Management

Government Aunditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and response have been provided to the Department and OIT

in separate, confidential memoranda.

The Department of Revenue is the business owner of GenTax, the State’s tax system, which
processes all State-collected estate, sales, severance, business, and individual and corporate income
taxes. Most users in the system work for the Department of Revenue’s Division of Taxation, but
other divisions within the Department of Revenue have a variety of access that allows for and

addresses reporting, accounting, monitoring, and/or other data sharing needs.

The Department of Revenue shares the responsibility for the reliability and availability of the
GenTax system with OIT. Specifically, OIT primarily provides logical access and system security
support for the GenTax operating system and application. As part of providing this support, OIT’s
access control team is responsible for provisioning user access for the system, which includes
ensuring that unauthorized employees do not retain access to the operating system and that inactive

accounts are disabled within the documented requirements.

GenTax contains Federal Tax Information (F'TT) that is subject to the IRS’s Publication 1075, Tax
Information Security Guidelines for Federal, State and 1.ocal Agencies.
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What was the purpose of the audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether OIT implemented our
Fiscal Year 2022 recommendation to address information security problems identified with the
GenTax system, in which the associated recommendation was originally made, in part, in Fiscal Year

2014. We performed our audit work through inquiry of OIT management and staff.

How were the results of the audit work measured?

We measured the results of our audit work against Publication 1075 and the S7andards for Internal
Control in the Federal Government (Green Book), published by the U.S. Government Accountability
Office (GAO).

What problem did the audit work identify?

During our Fiscal Year 2023 audit, we found that OIT did not implement our prior audit

recommendation related to improving information security for the GenTax system.

Why did this problem occur?

OIT stated that staff were unable to implement the Fiscal Year 2022 recommendation due to its
identity and access management team currently working on a list of prioritized updates and

configuration changes that should address the identified problems.

Why does this problem matter?

The deficiencies noted increase the risk of unauthorized access and could, therefore, threaten the
confidentiality, integrity, and availability of the GenTax system and its data. Ultimately, if GenTax
information security processes and controls are not in place and operating effectively, the State’s
ability to conduct tax processing operations in a secure manner, as well as the risk to the reliability of

GenTax data used in and related to the State’s financial reporting, could be adversely impacted.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendation 2022-004.
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Recommendation 2023-002

The Governor’s Office of Information Technology should implement the recommendation related

to GenTax information security as noted in the confidential finding.

Response
Governor’s Olffice of Information 'Technology

Agree
Implementation Date: June 2024

The Governor's Office of Information Technology will implement the recommendation noted in

the confidential finding.

Finding 2023-003
GenTax and DRIVES Information Security—Access Management

Government Anditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and responses have been provided to the Department and OI'T

in separate, confidential memoranda.
Responsibility for the availability and reliability of the GenTax and Driver License, Record,
Identification and Vehicle Enterprise Solution (DRIVES) systems is shared between the

Department of Revenue, the business and data owner, and OIT, its I'T service provider.

OIT’s Identity and Access Management (IAM) team provides information security support for the
GenTax and DRIVES network and applications.

What was the purpose of the audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether OIT implemented our
Fiscal Year 2022 recommendation related to the GenTax and DRIVES systems.
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How were the results of the audit work measured?

We measured the results of our audit work using the Colorado Information Security Policies
(Security Policies) and the IRS’s Publication 1075.

What problem did the audit work identify?

During Fiscal Year 2023, we found that OIT did not implement our prior audit recommendation
related to GenTax and DRIVES.

Why did this problem occur?

OIT staff stated that it is continuing to work with the OIT IAM team to review and update the
processes and security controls to implement the recommendation and to determine an approach

with the Department of Revenue to comply with Security Policies and Publication 1075.

Why does this problem matter?

The identified problem elevates the risk of system compromise and can affect the confidentiality,
integrity, and availability of the GenTax and DRIVES systems, among others. In turn, if GenTax
and DRIVES information security processes and controls are not appropriately implemented and
managed, this can adversely impact the reliability of data that is processed, stored, and generated by

the systems, as well as the automated application controls that are built into them.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendations 2022-003A and 2022-003B.

Recommendation 2023-003

The Governor’s Office of Information Technology should prioritize staffing to strengthen
information security controls over the GenTax and Drivers’ License, Record, Identification, and

Vehicle Enterprise Solution systems by

A. Implementing the recommendation as noted in Part A of the confidential finding.

B. Implementing the recommendation as noted in Part B of the confidential finding.
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Response
Governor’s Office of Information Technology

A. Agree
Implementation Date: June 2024

The Governor's Office of Information Technology will implement the recommendation as
noted in the Part A of the confidential finding.

B. Agree
Implementation Date: June 2024

The Governor's Office of Information Technology will implement the recommendation as
noted in Part B of the confidential finding.

Finding 2023-004
Colorado Automated Tax System Information Security

Government Auditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and response have been provided to the Department and OIT

in separate, confidential memoranda.

The Colorado Automated Tax System (CATYS) is utilized by the Department of Labor and
Employment to track unemployment taxes collected from Colorado employers for payments to
unemployed individuals through the Department of Labor and Employment’s Unemployment
Insurance program. Responsibility for the reliability and availability of CATS is shared between the
Department of Labor and Employment and OIT, the CATS IT service provider.

The Department of Labor and Employment and OIT have been engaged in the modernization of
CATS since Fiscal Year 2022, and have indicated that they expect the functionality of CATS to
become part of the MyUI+ system—the Department of Labor and Employment’s unemployment
benefit system—in the Fall of 2023. After the successful implementation, the Department of Labor
and Employment and OIT are slated to decommission the legacy CATS.

OIT’s Security Policies define the information security requirements that the Department of Labor

of Employment, as business owner, and OIT, must implement for CATS. The Security Policies

outline business owner-specific requirements and OIT-specific requirements.
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What was the purpose of the audit work and what work was
performed?

The purpose of our audit work was to determine OIT’s progress in implementing our Fiscal Year
2021 audit recommendations related to CATS, specifically for IT governance and information
security. We performed our audit procedures through inquiries of OIT staff and review of OI'T’s

documentation.

How were the results of the audit work measured?
We measured our audit work against the following:
e OIT’s Security Policies

e The GAO’s Green Book

What problems did the audit work identify?

During our Fiscal Year 2023 audit, we found that OIT did not implement our prior audit

recommendations for CATS.

Why did these problems occur?

OIT staff stated that they did not implement the prior audit recommendations because of an

oversight.

Why do these problems matter?

The identified information security problems increase the IT risks that could adversely impact the
confidentiality, integrity, and availability of the systems and their data, as well as create the potential

for misstatements to the financial statements.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendations 2022-006A, 2022-0068,
2022-006F, and 2022-006G.
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Recommendation 2023-004

The Governor’s Office of Information Technology should implement the recommendation as noted

in the confidential finding.

Response
Governor’s Office of Information Technology

Agree
Implementation Date: December 2023

The Governor’s Office of Information Technology agrees with this finding and will have the

recommendation noted in the confidential text implemented by December 31, 2023.

Finding 2023-005
Secure Configuration Exception Request Procedure and
Documentation

The State’s Chief Information Security Officer (CISO) heads the Office of Information Security
(OIS) within OIT. One of the CISO’s statutorily-defined responsibilities is to develop and issue
information security policies that aid in managing risks associated with access, use, storage, and

sharing of sensitive citizen and state information, and related resources.

In Fiscal Year 2022, OIT and the CISO formally outlined a security exception process in OIT’s
Security Policies, in which the business owner—typically a state agency with the authority to
authorize or deny access to data contained within an information system—could accept the risk
associated with (a) deviation(s) from Security Policy safeguards. OIT also has established an internal
Standard Operating Procedure outlining the Security Configuration Exception Request (Exception
Request SOP) process.

At a high level, OIT’s established security exception process is as follows:

1. Identification of security policy safeguard deviations(s), by the business owner and/or OIT.

2. Business owner, in coordination with OIT, can request assistance from the OIS’s Security,
Risk & Compliance (SRC) Team, in completing the Secure Exception Configuration Request
(Exception Request) form.

3. Business owner or OIT submits the Exception Request to OIS.

4. Exception Request is reviewed by the OIS’s Security Architecture Lead.
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5. Exception Request is reviewed by the CISO.
Acceptable responses from the Security Architecture Lead and CISO are: Approve; Deny; or

Conditional Approval that may require enhanced or other security measures be in place.

Statutorily, OIT retains I'T oversight and serves as the I'T service provider for certain Executive
Branch agencies. Thus, any Exception Requests from these agencies would be routed through OIT

for review and approval.

Another OIS responsibility is to monitor and track OIT’s progress toward remediating audit
recommendations. OIS Management has assigned this process to its SRC Team, which tracks audit
recommendations and obtains implementation statuses and documentation from OIT’s various

divisions to support OI'T’s dispositions, and provides them to the external auditors.

What was the purpose of our audit work and what work was
performed?

During Fiscal Year 2023, the purpose of our audit work was to determine OIT’s progress in
implementing our Fiscal Year 2022 audit recommendation related to updating the Exception
Request SOP for delegating review and approval responsibilities by (a) requiring documentation for
instances in which the CISO delegates responsibilities of Exception Requests to other OIT staff; (b)
defining and documenting either specific staff or the appropriate qualifications for whomever,
within OIT, can be delegated the review and approval responsibilities; and (c¢) documenting and
ensuring that staff identified as part of recommendation Part B are not also able to assist business
owners in completing the Exception Request, to eliminate any conflict of interest and maintain
segregation of duties between operational and authorization activities. Our audit work was

performed through review of documentation and inquiries of OIT staff.

How were the results of the audit work measured?

We measured the results of our audit work against the following:
e The Green Book specifies:

o Paragraphs 3.07 and 3.08, Assignment of Responsibility and Delegation of Authority, states that key
roles—those typically assigned to senior management—can be further assigned
responsibility for internal control to roles below them in the organization structure, but
retain ownership for fulfilling the overall responsibilities assigned to the unit. When
delegating authority, management should evaluate the delegation for proper segregation of

duties within the unit and in the organizational structure.
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o Paragraph 4.04, Expectations of Competence, states that personnel need to possess and maintain
a level of competence that allows them to accomplish their assigned responsibilities and

management evaluates competence of personnel across the entity.

o Paragraph 10.03, Design of Appropriate Types of Control Activities, states that management should
clearly document internal controls and other significant events in a manner that allows the

documentation to be readily available for examination.

o Paragraph 10.13, Segregation of Duties, states that management should ensure duties are
segregated in relation to authority and operation activities, to reduce the risk of overriding
existing or established controls and preventing abuse, through potential collusion, in the

internal control system.

o Paragraph 16.04, Internal Control System Monitoring, states that management should monitor the

internal control systems through ongoing monitoring.

o Paragraph 17.06, Corrective Actions, states that management completes and documents

corrective actions to remediate internal control deficiencies on a timely basis.

e The Office of the State Controller’s Signature Authority Delegation policy, which we applied as

a best practice, states that agencies shall document all delegations.

What problems did the audit work identify?

During our Fiscal Year 2023 audit, we found that OIT worked with Human Resources to identify a
specific position within the SRC Team that could be delegated the review and approval of Exception
Requests, but the process was not completed by June 30, 2023. In addition, OIT reported that the
other parts of the recommendation were also partially implemented, but upon review of the
documentation staff provided to support the disposition, we found that OI'T’s remediation process

was prompted by and conducted after our initial July 2023 request.

Why did these problems occur?

OIT’s audit recommendation tracking and monitoring process was not effective for ensuring the
remediation of these recommendations by the implementation dates provided throughout Fiscal
Year 2023. Overall—and by the end of our fieldwork in October 2023—OIT extended the
implementation dates related to ensuring its information security I'T controls over the Exception
Request process and Exception Request SOP from the original and revised dates of November 2022
and June 2023, respectively, with the most recent dates of September 2023. In addition, the

documentation to support OIT’s progress toward implementation of Part B of our Fiscal Year 2022
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recommendation, was provided in November 2023, which was 4 months after our initial July 2023

request and 1 month after our fieldwork was concluded.

Why do these problems matter?

Without proper monitoring controls, management cannot ensure that prior audit recommendations
are addressed and resolved in a timely manner. In addition, without controls in place to ensure
delegations are documented, competencies are established, and duties are segregated, Exception
Request approvals may lack transparency of the individual’s extent of authority, understanding of
security risks, and relationship of the delegated task to the individual’s usual responsibilities.
Ultimately, the lack of controls increases the risk to the confidentiality, integrity, and availability of
the impacted systems and the associated data.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-002A,
2022-002B, and 2022-002C.

Recommendation 2023-005
Governor’s Olffice of Information 'Technology

The Governor’s Office of Information Technology (OIT) should improve internal controls—
including information security I'T controls—and remediate the problems identified in our Fiscal
Year 2022 Recommendation 2022-002 by:

A. Ensuring its audit recommendation tracking and monitoring process is effective so that OIT

implements audit recommendations in a timely manner.

B. Requiring documentation for instances in which the Chief Information Security Officer

delegates responsibilities of Secure Configuration Exception Requests to other OIT staff.

C. Completing the process of defining and documenting either specific staff or the appropriate

qualifications for whom, within OIT, can be delegated the review and approval responsibilities.

D. Documenting and ensuring that staff identified as part of recommendation Part B, are not also
able to assist business owners in completing the Secure Configuration Exception Request, to
eliminate any conflict of interest and maintain segregation of duties between operational and

authorization activities.
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Response
Governor’s Office of Information Technology

A. Agree
Implementation Date: June 2024

The Governor’s Office of Information Technology agrees with the finding. As part of OIT’s
IT Transformation Project, we have been working to implement ServiceHub, which provides us
with various tools to provide better customer service and its Governance Risk and Compliance
(GRC) module will specifically aid in automating our tracking and remediation of audit findings
and recommendations. While our GRC module was implemented in April 2023, ongoing work
occurred to populate and evolve our understanding. Because of this ongoing work, we agree
that we were unable to execute an effective tracking and remediation process for the Fiscal Year
2022-02 recommendation. We believe we have a better handle on our GRC module and we
should be able to increase our effectiveness in tracking and remediating audit finding and

recommendations going forward.

B. Agree
Implementation Date: November 2023

The Governor’s Office of Information Technology agrees with the finding. We have updated
our Secure Configuration Exception Request (SCER) Standard Operating Procedure to
document that the Office of Information Security’s directors will be the Chief Information

Security Officer’s (CISO) designee for reviewing and approving SCERs, in the CISO’s absence.

C. Agree
Implementation Date: November 2023

The Governor’s Office of Information Technology agrees with the finding. As stated in our
response to Part B, we have documented that the Office of Information Security’s directors will
be the Chief Information Security Officer’s (CISO) designee for reviewing and approving
SCERs, in the CISO’s absence. The Director of the Security, Risk & Compliance (SRC) Team
has further determined to delegate this responsibility to the SRC Senior Manager, as the
Director’s designee, which was finalized through a memo in July 2023.

D. Agree
Implementation Date: November 2023

We have updated our Secure Configuration Exception Request (SCER) Standard Operating

Procedure to remove from the roles and responsibilities section for the Security, Risk &

Compliance (SRC) team to provide assistance to the business owner in completing the SCER

Colorado Office of the State Auditor [I-19



form. The SRC team will provide the business owner with a link to the SCER form, will answer
questions about the exception process, and will provide the Colorado Information Security

Policy requirement(s), for which the exception is being requested.

Finding 2023-006
State Data Center Physical Access

Government Anditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. "T'herefore, the details of the following finding and responses have been provided to OIT in a separate,

confidential memorandum.

OIT maintains two data centers throughout the State. The purpose of these data centers is to
centrally manage the servers and computers that store critical information for various state agency
systems. OI'T’s primary Data Center physically houses the I'T infrastructure assets that support and
maintain state systems. These IT assets—including computer servers, networking equipment, and
media—are housed within multiple rooms at the Data Center, each having specific access restriction

requirements.

During Fiscal Year 2023, the Data Center housed financially significant systems, such as the State’s
tax processing system, GenTax, and the State’s payroll system, the Colorado Personnel Payroll

System (CPPS). Also at the Data Center, OIT manages the state’s network connection between the
Colorado Operations Resource Engine (CORE), the State’s accounting system, and CORE’s third-

party vendor.

What was the purpose of our audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether OIT:

e Designed and implemented physical security I'T general controls at the Data Center to ensure

that the State’s IT infrastructure is secure from unauthorized access.

e Implemented our Fiscal Year 2022 physical security recommendation, in which we first
identified I'T control deficiencies at the Data Center during our Fiscal Year 2017 audit.

We performed our audit work to gain an understanding of OI'T’s physical security controls at the

Data Center by conducting inquiries of OIT Data Center management staff; performing a physical
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walkthrough of the Data Center; and requesting, obtaining, and reviewing documentation provided
by OIT.

What problems did the audit work identify and how were the
results of the audit work measured?

During our Fiscal Year 2023 audit, we continued to identify physical security problems at the Data
Center through our walkthrough and determined that OIT did not fully implement our Fiscal Year
2022 audit recommendation. We measured the results of our audit work against OI'T’s Security
Policies and the GAO’s Green Book.

Why did the problems occur?

OIT Data Center management staff stated the following causes for the physical security access
problems we identified in Fiscal Year 2023:

e Data Center management believes the likelihood of the problem we identified becoming an issue

is minimal and that they have an alternative approach in place.

e Tor the second half of Fiscal Year 2023, OIT management prioritized completing the removal of
state I'T assets that had been housed at a contracted secondary data center over fully

implementing the prior audit recommendations.

Why do these problems matter?

In combination, these deficiencies increase the risk of inappropriate or unauthorized physical access,
as well as the risk to the confidentiality, availability and integrity of state systems, and the associated
data, housed at the Data Center. Ultimately, if physical access to the Data Center is not managed
appropriately, it could adversely impact the accuracy and completeness of information relevant to

the State’s financial reporting activities.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-005A and 2022-0058B.

Recommendation 2023-006

The Governor’s Office of Information Technology should improve physical access I'T general

controls at the State’s data center and comply with Colorado Information Security Policies by:
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A. Implementing the recommendation as noted in Part A of the confidential finding.

B. Implementing the recommendation as noted in Part B of the confidential finding.

Response
Governor’s Olffice of Information 'Technology

A. Agree
Implementation Date: September 2024

The Governor's Office of Information Technology agrees to the recommendation as described
in the confidential finding.

B. Agree
Implementation Date: October 2024

The Governor's Office of Information Technology agrees to the recommendation as described
in the confidential finding.

Audit of Cybersecurity Resiliency at the Governor's Office of
Information Technology—Public Report

During Fiscal Year 2023, the Office of the State Auditor (OSA) conducted the Audit of

Cybersecurity Resiliency at the Governor's Office of Information Technology—Public Report (June
2023) IT performance audit. Finding 2023-007 was contained in that report, number 2250P-IT.

Finding 2023-007
Governance and Oversight

The Chief Information Officer (CIO) is the state executive who leads the Governor’s Office of
Information Technology (OIT) and is ultimately responsible for the security of state systems and
information [Section 24-37.5-106, C.R.S.]. As of July 1, 2008, Colorado State law required the
consolidation of much of the State’s I'T resources, personnel, and equipment under OIT. This
consolidation effort included the IT personnel and IT equipment previously residing within most

executive branch departments, excluding the State’s institutions of higher education.

The Chief Information Security Officer (CISO) within OIT reports to the CIO and serves as the
point of contact for all information security initiatives in the State of Colorado, informing the CIO
and executive agency leadership on security risks and impacts of policy and management decisions
on IT-related initiatives [Section 24-37.5-403, C.R.S.]. The CISO leads OIT’s Office of Information
Security (OIS), which includes offices for I'T Governance & Cybersecurity, Security Architecture,
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and Security Risk & Compliance. In addition, the CISO has oversight of the budgets for the OIT
Security Operation Center (SOC) team and Identity and Access Management team. The OIS is
responsible for developing and maintaining state security policies [including the Colorado

Information Security Policies (CISPs)] and providing leadership for state security initiatives.

Agencies establish a business owner for each IT system. The business owner has a key role in the
implementation and management of security for an individual system. The CISPs state that, “The
Agency or entity that is the Data Steward is the business owner. The business owner has the
authority to authorize or deny access to the data, and is responsible for the accuracy, integrity, and
timeliness of the data.” The role and responsibilities of business owners expanded significantly with
the most recent version of the CISPs, which were released in March 2022. With these latest CISPs,
OIT has shifted the majority of security-related decisions to the business owners.

OIT has not consistently or clearly used the term “business owner,” see problens 4 below. To avoid
confusion, throughout this report, where this term is intended to refer to an individual designated by
OIT as their primary point of contact for the system at an agency, we have indicated this as

“business owner (individual).”

What audit work was performed and what was the purpose?

To conduct our assessment and support our conclusions, we conducted interviews with OIT
management and staff and a selection of staff within a sample of five consolidated agencies, to

understand the policies and practices in place for governance and oversight. Specifically, we:

e Compared OIT and CISO policies, procedures, and practices to the CISO roles and

responsibilities, as outlined in Colorado Revised Statute.
e Analyzed the strategies and methods OIT has established to prioritize systems.

e FEvaluated the processes and procedures for the release, communication, distribution, and review
of CISPs and OIT Technical Standards.

e FExamined roles and responsibilities for information security across OIT and the 5 selected

consolidated agencies and compared these to actual activities taking place.

e Assessed the security roles and responsibilities for the 15 selected systems across 5 selected

consolidated agencies.
The purpose for the audit work performed was to evaluate OI'T’s design and implementation of

control activities related to its governance and oversight of the State’s information security activities,

and the impact on OIT’s cyber resiliency.
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What problems did the audit work identify, how were the
results measured, and why did they occur?

We identified the following problems at OIT regarding governance and oversight, along with why
the problems occurred:

1. The CISO has not clearly defined OI'T’s security roles and responsibilities to align with those
outlined in Colorado Revised Statutes. Through the CISPs, OIT has defined its roles and
responsibilities as those of a service provider to consolidated agencies. However, the role of a
service provider is inconsistent with the breadth of OI'T’s responsibilities as outlined in
Colorado Revised Statutes.

The March 2022 version of the CISPs define OIT’s role as a service provider to state agencies
and, in fact, the role OIT assigns themselves in these CISPs is that of an I'T Service Provider
(I'TSP). The following are definitions of a “Service Provider” from several leading organizations
in the Information Technology industry:

A managed service provider (MSP) delivers services, such as network, application, infrastructure and
security, via ongoing and regular support and active administration on customers’ premises, in the
MSP’s data center (hosting), or in a third-party data center. — Gartner (www.gartner.com)

An organization responsible for managing and delivering services to another organization, as per their
requirement, is called a managed service provider (MSP). Traditionally, an MSP was used to manage
or deliver information technology (IT) services like infrastructure, security, networking and
applications. — Forbes (wwiw.forbes.com)

In these definitions, the key attribute of a service provider is that they deliver services. This

delivery role is at the heart of the relationship between a service provider and its customers.

However, while OIT’s role does have a delivery component, the Colorado Revised Statutes that
establish the role of a statewide CISO and outline their duties and responsibilities [Section 24-
37.5-403, C.R.S.] does not focus on—or even mention—service delivery. Consider the following
excerpts of duties and responsibilities for the CISO from this statute (bo/d added for emphasis):

¢ Develop and update information security policies, standards, and guidelines for public
agencies.

e Promulgate rules containing information security policies, standards, and guidelines.

¢ Ensure the incorporation of and compliance with information security policies,
standards, and guidelines.
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¢ Direct information security audits and assessments in public agencies in order to ensure

program compliance and adjustments.

e Establish and direct a risk management process to identify information security risks in

public agencies and deploy risk mitigation strategies, processes, and procedures.

e Approve or disapprove and review annually the information security plans of public

agencies.

Rather, the required activities for OIT described in statute, as noted above, are not consistent
with the role of a service provider. This misalignment of roles and responsibilities is further
illustrated in the next table, which lists common IT security activities. The checkmarks identify
where we either typically find each activity to be the responsibility of a Service Provider or
Internal IT Department. The shaded cells represent where, based on our understanding, OIT
has defined their role. Where the checkmarks and shaded cells are not aligned, there is greater
risk of ownership not being defined and security activities not being implemented or conducted

effectively and/or in compliance with statute.

Service Internal IT

IT Security Activity Provider Department

Perform vendor oversight v

Create and manage information security
policies

Perform risk assessments
Develop security awareness training material

Ensure security awareness training is received
by all users

Perform or initiate audits of user access

<\
D N N N N NN

Define or enforce minimum audit log
requirements

Require all users to sign an Acceptable Use
Agreement annually

<

Ensure individuals are screened prior to
authorizing access to information systems

<

Ensure all organizational units have a continuity
of operations plan

<

Establish and maintain an inventory of active
user accounts

Manage physical access to IT assets
Perform vulnerability scans v

Establish and test incident response plan

AN N N RN

Establish and test a disaster recovery plan
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Throughout our audit, OIT has provided mixed responses on its role as an I'T Service Provider
vs. an I'T department for consolidated agencies. Multiple times, OIT personnel stated they are
simply a service provider that provides IT services to agencies and that OIT is not responsible

for whether agencies follow or comply with CISPs.

OIT has not provided an explanation for why they have not formally agreed upon their role.
Throughout conversations with OIT they have stated that, at the end of the day, it is up to the
agency to comply with CISPs and any regulations that may apply to the agencies’ information
systems. However, as described previously, Colorado Revised Statutes state that the CISO shall
ensure the compliance of all CISPs, and if a control or service is not being managed by OIT,
OIT still has the responsibility to review and ensure the controls are in place to protect the

State’s data and resources.

Section 24-37.5-401(1)(e), C.R.S., states that information security policies must be implemented throughont
public agencies to ensure the development and maintenance of minimum information security controls to protect

communication and resources that support the operations and assets of those agencies.

Section 24-37.5403(2)(c and d), C.R.S., states that the CISO shall (c) ensure compliance with information
security policies in the information security plans developed by public agencies and (d) direct information security

andits and assessments in public agencies in order to ensure compliance and adjustments.

Standards for Internal Control in the Federal Government (Green Book) Principle 14.3 states that management
should communicate quality information down and across reporting lines to enable personnel to perform key roles
in achieving objectives, addressing risks, and supporting the internal control system. In these communications,

management assigns the internal control responsibilities for key roles.

2. OIT had not established an effective and holistic approach for the prioritization of information
systems across the State’s I'T enterprise. While OIT had worked, in conjunction with business
owners, to identify critical and essential systems for each consolidated agency, the current
number of critical and essential systems across all consolidated agencies is over 200. Additional
analysis and coordination are needed to prioritize the list of critical and essential systems across
all agencies to enable OIT to focus its limited resources on those activities and initiatives that are
most critical to the State’s mission and priorities. A clear understanding of cross-agency priorities
would serve to focus and improve all aspects of OIT’s responsibilities and services. Fundamental
security and operational activities, such as planning and executing disaster recovery, responding
to incidents, patching and updating systems, resolving helpdesk tickets, conducting risk
assessments, and developing system security plans, could all be approached by OIT with greater

focus and assurance.

OIT has not provided a formal explanation for why they have not established an effective and

holistic approach for the prioritization of information systems across the State’s I'T enterprise.
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NIST 800-53 Section Contingency Plan | Identify Critical Assets, CP-2(8) states that organizations should
identify critical system assets supporting mission and business functions. The identification of critical information

assets also facilitates the prioritiation of organizational resources.

NIST 800-53 Section Security Categorization | Impact-level Prioritization, RA-2(1) states that organizations
should conduct an impact-level prioritization of organizational systems to obtain additional granularity on system

mpact levels.

NIST 800-53 Section Criticality Analysis, RA-9 states that organizations identify critical system components
and functions by performing a criticality analysis for information systems at organization-defined decision points in

the system development life cycle.

OIT had not effectively communicated the release of updated security policies to those who
were responsible for their implementation and execution. Staff we interviewed at the sample of
consolidated agencies indicated that the OI'T’s only notification to consolidated agencies of the
updated March 2022 CISP updates was sent out via email on the day the CISPs were released
and went into effect. When we talked to staff in September 2022—6 months after these policies
went into effect—4 of the 5 consolidated agencies interviewed were not aware of updates made
to CISPs, which included significant changes to agency responsibilities. Below are some of the
responses we received from various levels of agency management at the consolidated agencies,
when we discussed the release of these updated CISPs:

e When we asked consolidated agency staff about receiving an email from OIT announcing
the new policies, they responded, “I remember receiving an email from OIT but there’s been

no follow up.”

e When we explained to consolidated agency staff that OIT has released new versions of the
CISPs in March 2022, they responded, “We assume they would tell us what to do because
that's the model that was established when OIT was created.”

e When we asked consolidated agency staff if anyone at their agency received training on their
responsibilities outlined in these updated policies they responded, “I guarantee that didn't
happen.”

The one agency that stated they were aware of the recent updates to the CISPs acknowledged
that they were made aware of these updates through another OSA state audit. They further
explained that, once they had reviewed the updated CISPs, their perspective was that “we don't

know how to operate in this new world,” and that they, “...chose to follow the old policies.”

In addition, 6 months after these policies had gone into effect, OIT had still not established an

approach for communicating expectations to agencies or their contractors. In an interview with
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one IT director, they stated that “Vendors don't know that the policies have changed. It would

have been up to the agency to inform their vendors.”

OIT has not provided a formal explanation for why the deployment of CISP updates was not
properly communicated to all users, especially business owners and their vendors. In discussing
shortcomings in the rollout of the March 2022 CISPs with representatives of the Governance
and Cybersecurity Team within the OIS, who oversaw their development and communication,

they explained that they, “...are not policy experts.”

Section 24-37.5401(1)(e), C.R.S., requires that information security policies must be implemented thronghont
public agencies, such as the 5 consolidated agencies selected for testing, to ensure the development and maintenance
of minimum information security controls to protect communication and resources that support the operations and

assets of those agencies.

Section 24-37.5403(2)(b, ¢ and d), C.R.S., states that the CISO shall promulgate rules pursuant to
information security policies, standards, and guidelines; ensure the compliance with information security policies in
the information security plans developed by public agencies; and direct information security andits and assessments
in public agencies in order to ensure compliance and adjustments.

Standards for Internal Control in the Federal Government (Green Book Principle 14.3 states that management
should commmunicate quality information down and across reporting lines to enable personnel to perform key roles
in achieving objectives, addressing risks, and supporting the internal control system. In these communications,

management should assign the internal control responsibilities for key roles.

4. OIT had not consistently defined who or what constitutes a business owner. OIT used the role
of and term “business owner” haphazardly throughout many of its policies, procedures, and
other formal documents. Further, OIT had not differentiated between enterprise-level, agency-
level, and system-level ownership when referring to the business owner, leading to confusion on

who is responsible or how a control is applied. Consider the following example:

The CISP for IT Security Planning (CISP-017) defines the Enterprise Cyber Security Plan
(ESCP) as, “...an annual information security plan created by the Office of Information
Security (OIS), within OIT, for the Consolidated Agencies. The plan includes an
assessment of current risk, covers the incident response capabilities, disaster tecovery
capabilities, and a plan of action and milestones that describe current gaps in the security
program and summarizes the goals of the OIT to address those gaps over the coming
fiscal year.” This policy goes on to state that OIT, “...with input from the Business
Owner, shall develop an enterprise cyber security plan (ECSP) for Business Owner [sic|.”

In this instance, where an enterprise-wide plan is being developed, it is unclear who

should be regarded as the business owner—an individual, an agency, or all consolidated
agencies.
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OIT has not provided a formal explanation for why there are inconsistencies in who or what

constitutes a business ownet.

Standards for Internal Control in the Federal Government (Green Book) Principle 3.06 states that, to achieve
the entity’s objectives, management should assign responsibility and delegate anthority to key roles throughout the
entity.

Federal Information System Controls Andit Mannal (F1ISCAM) Control SM-3.1 states that security-related
responsibilities of offices and individuals throughout the entity that should be clearly defined include those of
information resource owners and users. Senior management and information resource management have ultimate
responsibility for providing direction and ensuring that information security responsibilities are clearly assigned and
carried out as intended. Security plans should clearly establish who “owns” the various computer resources,
particularly data files, and what the responsibilities of ownership are. If a resource bas multiple owners, policies

should clearly describe whether and how ownership responsibilities are to be shared.

Business owners (individuals) were not formally identified for a population of 384 applications
managed by OIT, including 73 critical and essential systems. Where business owners
(individuals) had been identified by OIT, our examination of system security plans, inspection of
system inventories, and interviews with personnel at both OIT and consolidated agencies

discovered inaccuracies and inconsistencies in who was acknowledged as the actual business

owner. The table below provides several examples of these inaccuracies and inconsistencies.

System Name Identification of Business Owner (Individual)

Example 1 Our discussions with agency staff and our review of the SSP
Application from the identified two different business owners (individuals). In addition,
Colorado Department of the OIT system inventory did not identify a business owner
Natural Resources (CDNR) (individual).

Example 2 Our review of the SSP and the OIT system inventory identified two
Application from the different business owners (individuals).

Colorado Department of
Human Services (CDHS)

Examples 3 and 4 Our discussions with OIT staff and our review of the SSP and OIT
Applications from the system inventory identified three different business owners
Colorado Department of (individuals).

Labor & Employment

(CDLE) Our review of the SSP and OIT system inventory identified two

different business owners (individuals).

OIT has not provided a formal explanation for why business owners (individuals) were not
formally defined for some applications. OIT did explain that they are currently building the
inventory of all software assets and implementing processes across the participating agencies,

suggesting that this new asset inventory would help ensure consistency in defining system roles.
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The CISP Glossary states that, “.. .the agency or entity that is the Data Steward is also the Business Owner.
The Business Owner has the authority to anthorize or deny access to the data, and is responsible for the accuracy,
integrity, and timeliness of the data.”

Federal Information System Controls Andit Mannal (F1ISCAM) Control SM-3.1 states that security-related
responsibilities of offices and individuals throughout the entity that should be clearly defined include those of
information resource owners and users. Senior management and information resource management have ultimate
responsibility for providing direction and ensuring that information security responsibilities are clearly assigned and
carried out as intended. Security plans should clearly establish who “owns” the various computer resources,
particularly data files, and what the responsibilities of ownership are. If a resource bas multiple owners, policies

should clearly describe whether and how ownership responsibilities are to be shared.

6. Tor the 15 systems we tested during this audit, OIT was unable to provide documentation of the
security decisions that were made by the systems’ respective business owners. The CISPs that
were developed and released by OIT in March 2022 include 166 security decisions or
responsibilities that were assigned to business owners—a significant increase over previous
CISPs. These changes warranted an intentional communication and education plan by OIT to
ensure information security policies had been implemented throughout consolidated agencies.
OIT has not provided a formal explanation for why they could not provide documentation or
evidence of the security decisions made by system business owners. However, it was noted that
OIT had not established a process or approach for educating business owners on changes to
their responsibilities and the security decisions business owners would need to make that
resulted from the changes in the CISPs. The documented decisions are necessary for OIT to
ensure that those decisions are referenced when implementing security controls as the IT service

provider for the various business owners.

Section 24-37.5-401(1)(e), C.R.S,, states that information security policies must be implemented
throughout public agencies to ensure the development and maintenance of minimum
information security controls to protect communication and resources that support the

operations and assets of those agencies.

7. OIT had not established minimum security requirements for key security activities — for
example, audit logging, session time outs, user account reviews, data backup frequency, and
security training. While OIT has established a set of best practices or guidelines in the CISP
Supplemental Guidance, these are not requirements and do not ensure a consistent, minimum level

of security across the enterprise.

OIT has not provided a formal explanation for why minimum-security requirements for key
security activities have not been established. However, members of the CISO’s Governance and
Opversight team explained that their purpose in not establishing minimum-security requirements

is to allow individual business units to tailor security to their needs.
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OIT’s Enterprise Cyber Security Plan, in outlining roles and responsibilities, states that OLS' sets minimum security

requirements for all public agencies.

Section 24-37.5401(e), C.R.S., states that information security standards, policies, and guidelines must be
promulgated and implemented thronghont public agencies to ensure the development and maintenance of minimum
information security controls to protect communication and information resources that support the operations and

assets of those agencies.

8. 21 of the 28 (75 percent) Technical Standards published by OIT had not been reviewed in over
5 years and only 1 of the 28 (4 percent) Technical Standards had been reviewed in the past 12
months. While we noted this as a problem during our audit, we also recognize that OIT has a
current I'T Governance finding and recommendation from the OSA’s Fiscal Year 2021
Statewide Financial and Compliance audit that is outstanding, with a December 2022
implementation date provided by OIT. We have nevertheless included this as an issue in our
report because it impacts OI'T’s cyber resiliency when aggregated with the other problems we

found.

OIT explained that the Technical Standards are individually owned and that efforts had been
made in recent weeks to reach out to the respective Technical Standards” owners to conduct

reviews of these standards, but without significant response.

Section 8 of each Technical Standard states that the standard is to be reviewed every 6 to 12

months by the document owner and remains in effect until otherwise noted.

Why do these problems matter?

Many of the problems identified relate to practices that form the foundation of an organization’s IT
security program, including the setting of standards and the defined roles and responsibilities. Since
perceptions and understanding of security vary, these activities provide guidelines and expectations
to those responsible for implementing and managing security to ensure consistency throughout the
enterprise. Without these aspects of governance and oversight, I'T security may be erratically applied

across organizations or systems.

Without clear and decisive direction of its role with consolidated agencies, OIT cannot provide
effective I'T services. Further, as a result, overall security is reduced as there is confusion on who is
responsible for security-related controls and oversight when you have undocumented agreed-upon

responsibilities shared across OIT, agencies, and third-party service providers.
Finally, without prioritization of information systems, OIT cannot ensure it effectively utilizes its

time and resources across all its initiatives. Examples of this would be a large-scale outage where

multiple critical and essential systems need to be restored. Without agreed-upon prioritization, all
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agencies will demand their information systems are most critical and expect services to be restored
first. Another example would be a situation where an update or patch needs to be implemented
immediately to all systems. Even relatively less-urgent, but no-less impactful activities, such as
developing system security plans or conducting system risk assessments, will continue to be a

struggle for OIT to accomplish without proper system prioritization.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-007

The Governor’s Office of Information Technology (OIT) should improve governance and oversight
controls by:

A. Complying with Colorado Revised Statutes by fulfilling the duties and responsibilities of the
Chief Information Security Officer, as outlined in statute, including ensuring incorporation of
and compliance with information security policies. If determined necessary, OIT should work
with the General Assembly to more clearly define OI'T’s role as a provider of security services to
consolidated agencies, and to clarify the intent of the General Assembly regarding OIT’s role in
the State’s information technology framework.

B. Formalizing an approach and strategy to prioritize information systems across all consolidated
agencies. This prioritization should be based upon the processes and services that are most
critical to the State’s mission and objectives. As such, coordination and involvement of
leadership at the State and Agency levels should be a key component of this prioritization
process. Once completed, OIT should utilize the list to prioritize activities and initiatives, such
as conducting risk assessments, developing of system security plans, and testing of disaster

recovery/ incident response plans.

C. Formalizing standard operating procedures for the release of new or updated security policies,
including the communication and education of all impacted parties. These procedures should
include proactive communications to notify users of upcoming changes, multiple forms of
communications (including, but not limited to, emails, posts, presentations, and face-to-face, and
posting of updated communications to ensure users retain information. In addition, OIT should
consider an implementation period for when new or updated security policies are communicated
and issued, prior to the effective date.

D. Setting, documenting, and communicating a clear and consistent definition for the role of
business owner throughout the State’s information security programs, policies, and plans. In
addition, the definition should differentiate between enterprise-level, agency-level, and system-
level ownership when referring to the roles and responsibilities of a business owner.
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E. Implementing Recommendation Parts A and B within the confidential Asset Management
finding, then working with agencies to identify business owners for all applications managed by
OIT and ensuring these roles are consistently defined in system security plans and system
inventories.

F. Formalizing a process or approach for defining the security requirements, decisions, and
responsibilities of business owners, especially those outlined in the Colorado Information
Security Policies released in March 2022. Once a process or approach is established, formalizing
a training program for all business owners that outlines their roles and responsibilities.

G. Establishing minimum security requirements for key security activities, including but limited to,
audit logging, session time outs, user account reviews, data backup frequency, and security
training. These minimum-security requirements would act as a baseline, and business owners
could adopt more stringent security requirements to meet management’s expectations and risk

tolerances.

H. Continuing its effort to review its Technical Standards and establishing a process to have these
standards reviewed by appropriate personnel, at minimum, on an annual basis.

Response
Governor’s Olffice of Information 'Technology

A. Disagree
Implementation Date: N/A

The Governor's Office of Information Technology (OIT) disagrees with this finding. CISO
continues to work off of existing interpretation of statute; 24-37.5-403 which states in part (4)
The chief information officer may promulgate as rules pursuant to article 4 of this title 24, all of
the policies, procedures, standards, specifications, guidelines, or criteria that are developed or
approved pursuant to section 24-37.5-105 (4). CISO will reach out to General Assembly to
more clearly define OIT’s role as a provider of security services to consolidated agencies, and to
clarify the intent of the General Assembly regarding OIT’s role in the State’s information
technology framework.

Auditor’s Addendum

Our recommendation does not dispute OI'T’s statutory anthority and responsibility to promulgate (i.c., promote or
mafke widely known) policies, procedures, standards, etc. Rather, as noted in the finding, statute further assigns
responsibilities to OIT that align with an entity responsible for directing consolidated entities’ overall I'T posture,
such as ensuring compliance with information security policies and establishing and directing an I'T risk
management process to identify security risks and deploy risk mitigation strategies. OIT’s defining of its roles and
responsibilities through its CLSPs as those limited to a service provider role do not appear to align with its

Statutory responsibilities.

Colorado Office of the State Auditor 11-33



B. Partially Agree
Implementation Date: March 2024

The Governot's Office of Information Technology (OIT) partially agrees with this finding. As
mentioned below, there is an existing formal approach and strategy in place for prioritizing,
hence the partial agreement. The ePMO gating process includes rating the overall system
classification (Essential, Critical, Business Priority) in the Discovery phase of project gating. The
Technology Planning Workbook (TPW) processes involves prioritizing information systems,
which is a partnership with the agency business owners and technical offices of OIT. Also, we
are transitioning from: Three Levels Critical, Essential and Business Priority to four tiers:

Tier 1, Tier 2, Tier 3, Tier 4.

Essential + --> Tier 1

Essential --> Tier 2 (life and limb takes highest priority)
Critical --> Tier 3

Business Priority --> Tier 4

Currently, we don't have any Tier 1 systems noted yet, but they will have a recovery window of
less than 4 hours. We'll officially ask agency business owners and technical offices of OIT for
this criticality data to be refreshed next in the first quarter of 2024 to update the Configuration
Management Database (CMDB), but agencies can update this any time in TPWs. Once the tiers
are implemented in the CMDB, current processes will reflect the changes.

Auditor’s Addendum

As noted in the finding, althongh OIT has a system classification process, its process does not adequately consider
the priority of systems within each classification tier, such as by most to least critical, in order to provide essential
direction for system recovery efforts when a major incident or disaster occurs, or when systems need security updates
or security risk assessments. OITs current process of organizing thousands of state systems into a bandful of large
groups only provides a small insight into which systems are more critical than others.

C. Agree
Implementation Date: July 2023

The Governor’s Office of Information Technology (OIT) agrees with this finding. With regards
to communicating changes to users via email, we have added a "Do Not Delete" label for all
customer notification emails. In the past, users would inform OIT that the change was not
communicated. Since the email retention policy deleted emails, OIT had no way to refute the
claim. With the Do Not Delete label, OIT can now go back to all sent notifications and confirm
user(s) received the notification. When Office of Information Security (OIS) updates the
policies, they will keep a copy of the Service Desk notice and who it will be sent to for future
record. Security Governance will update it's internal SOP to reflect the change by 7/1/2023.
OIT security governance is developing a security communications plan with OIT's
communications team as well as the OIT Service Desk to ensure changes to policy or process
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that impact customers are communicated effectively and timely to ensure user awareness of the
updates. This will include open office hours to answer questions with stakeholders, lunch
learning sessions, tracking of communications sent out, and seeking feedback from our
customers about the notices we send out. Updates to the process to improve this flow will be
communicated internally with OIT staff as well to ensure awareness around the importance of
tracking the communications sent out.

Auditor’s Addendum

The response provided by OIT does not adeguately address all aspects of our recommendation. Specifically, as
OIT enacts policies related to the communication of new or updated security policies, OIT should consider an
approach to ensure an appropriate implementation period is provided prior to the policy effective date.

. Agree
Implementation Date: July 2024

The Governor’s Office of Information Technology (OIT) agrees with this finding. Project is
currently underway, however no time line currently exists for completion. The system
identification component is not completed yet and a completion date has not been identified yet.
OIT security is working with it's partners to review and provide better clarity around roles and
responsibilities as well as better defining those roles. Often times, a business owner might be an
agency, or a program, or line of business within a program. This leads to confusion. OIT will
accomplish this not later than July 1st 2024. In the ensuing time OIT is working to provide more
clarity and guidance for each role in the service delivery model. Your example about the ECSP is
correct, it's not clear. Business owner in the case of the ECSP means each agency and should say
that. Additionally, OIT is revamping it's ECSP/ACSP process and requitements based on some
of the audit finding contained herein.

. Agree
Implementation Date: May 2024

The Governor’s Office of Information Technology (OIT) agrees with this finding. Project is
currently underway, however no time line currently exists for completion. The system
identification component is not completed yet and a completion date has not been identified yet.
Once the software asset management system is up and running, along with the application
portfolio management module, they will work together to identify service and asset owners. The
software asset management module is set to be 100% functional around January 2024. The
application portfolio management module has yet to be launched, which is why this item cannot
be completed just yet.
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F. Partially Agree
Implementation Date: June 2024

The Governort's Office of Information Technology (OIT) partially agrees with this finding. The
disagree is that OIT does work with agencies to document how security controls are
implemented. This is first introduced in the Project Life Cycle and then in the work we do with
the agency in the development of their System Security Plans. We agree that OIT needs to work
on the automation of the work flow, auto selection of architectural reference models, selection
of logging requirements based on the system data classification. These are all components being
created and adopted in ServiceNow. This is a multi-phased project that will occur over the next
few years.

Auditor’s Addendum

As discussed in the finding, for a majority of systems we tested, OI'T conld not provide an updated, current SSP
or provide evidence that conversations with business owners on security related controls had taken place. By not
working with business owners to document their security requirements, OIT is unable to ensure that they are
compliant with CLSPs. If systems do not comply with security requirements, there is an increased risk of a cyber
incident.

G. Partially Agree
Implementation Date: June 2024

The Governor's Office of Information Technology (OIT) partially agrees with this finding. We
fundamentally disagree that we don't establish a security baseline. CISPs cover baselines for
backups, session timeouts, reviews. These are the minimums. How that baseline is
implemented/established is up to the organization that the policy applies to. We specifically state
in security policy that the agency may and will most likely have additional security requirements
beyond the CISP's baseline security requirements. As an example, security screen lock timeout -
this is required in policy. What's not in policy is what the minimum length of that timeout is.
That is a SHARED decision between OIT and the agency to decide based on their unique
business requirements, regulatory requirements, and risk tolerance with input from OIT security
SME's. System health and performance issues are all baselined and reportable via application and
system logging. However, from OIS's Security Governance perspective, OIT lacks a
comprehensive logging strategy. Governance will work with internal teams and stakeholders to
draft a logging standard and put it forward for approval and adoption. Governance will have a
draft of the logging standard by OCT 2023. I'T Ops teams to implement logging standard by end
of FY24. All other components listed in the finding are actively being done as part of day to day
administration practices and documented for the enterprise in the form of a document data
backup strategy, COOP, security training for users. Logging is addressed in this response
because the auditor used logging as an example. We responded to your example by illustrating
our approach on the topic.
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Auditor’s Addendum

We acknowledge and agree that the CLSPs establish the existence of security requirements. However, they do not
establish the minimum requirements that wonld constitute a security baseline. By OIT simply providing
departments with general security requirements with no mininum standard or expectation, there is a risk that the
departments involved in defining security activities for a system may adopt a standard that does not conform to
industry best practices or expose the State to unnecessary risk. This problem is further exacerbated becanse OIT
does not currently have a formal process to document business owner requirements (see Part F of the
recommendation above). Since OIT has the expertise in and responsibility for cybersecurity, it is in the State’s best
interest for OIT to define and enforce minimum security standards.

H. Agree
Implementation Date: September 2023

The Governor’s Office of Information Technology (OIT) agrees with this finding. Once we
deploy PSDS (Public Service Digital Service) module in ServiceHub, we will have the ability to
set annual reminders and also share the standards to external customers. Current time line is
September of 2023 as we just procured this ServiceHub module and will need to work with
Communications and Technical Standards owners on the new process.

Finding 2023-026
Colorado Automated Tax System—Disaster Recovery Plan

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to OIT and the Colorado Department of Labor and Employment related to the
Colorado Automated Tax System Disaster Recovery Plan. This finding and recommendation, and
the responses of these agencies, are included in the Colorado Department of Labor and
Employment chapter within this report. See Recommendation 2023-026.

This recommendation is classified as a Significant Deficiency.

Finding 2023-030
Compliance with Spending Authority

The primary role of the Governor’s Office of State Planning and Budgeting (OSPB) is to provide
the Governor with timely and compete information and recommendations so he can make sound
public policy and budget decisions. During Fiscal Year 2023, we conducted audit work that resulted
in a finding and recommendation addressed jointly to OSPB, the Department of Military and Veterans
Affairs, and the Department of Personnel & Administration’s Office of the State Controller related to
internal controls over the appropriation process for the Real Estate Proceeds Cash Fund. This
finding and recommendation, and the responses of these agencies, are included in the Department
of Military and Veterans Affairs chapter within this report. See Recommendation 2023-030.

This recommendation is classified as a Material Weakness.
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Finding 2023-037
Colorado Payroll and Personnel System—Information Security

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to OIT and the Department of Personnel & Administration’s Office of the State
Controller related to CPPS Information Security. This finding and recommendation, and the
responses of these agencies, are included in the Department of Personnel & Administration chapter

within this report. See Recommendation 2023-037.

This recommendation is classified as a Significant Deficiency.

Finding 2023-048
IT Governance and Access Management

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to OIT and the Department of Transportation related to governance and access
management over the SAP system. This finding and recommendation, and the responses of these
agencies, are included in the Department of Transportation chapter within this report. See
Recommendation 2023-048.

This recommendation is classified as a Significant Deficiency.
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Department of Health Care
Policy and Financing

The Department of Health Care Policy and Financing (Department) is responsible for developing
financing plans and policy for publicly funded health care programs. The principal programs the
Department administers are (1) Health First Colorado, Colorado’s Medicaid program (Medicaid)
which provides health services to eligible needy persons, and (2) the federal Children’s Health
Insurance Program, which is known in Colorado as the Children’s Basic Health Plan (CBHP).
CBHP furnishes subsidized health insurance for low-income children aged 18 years or younger and

pregnant women 19 and older who are not eligible for Medicaid.

For Fiscal Year 2023, the Department was appropriated approximately $14.7 billion and 745 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Health Care Policy and Financing Fiscal Year 2023
Appropriations by Funding Source (In Millions)

Cash Funds
$1,856.8

Federal Funds

$9,054.7 General Fund

$3,652.1

\ Reappropriated

Funds
$95.0

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Health Care Policy and Financing Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas
Executive

Director's Office
699

Other Medical Services
6

Office of Community Living

40

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financial Program Financial Program
Health Care Policy Reporting  Compliance™ Reporting Compliance™
and Financing

'
H
[E
N

'
~

“*See Section IlI: Federal Awards Findings

Finding 2023-008
CBMS, interChange, and BIDM—Information Security

Government Anditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the responses and anditor’s addenda, to be sensitive in nature and not
appropriate for public disclosure. Therefore, the details of the following finding and response have been provided to the

Department in separate, confidential memoranda.

The Department utilizes three systems with unique functions that aid the Department’s
administration and management of certain federal programs, such as the Medicaid program:

(1) Colorado Benefits Management System (CBMS), which determines eligibility for numerous
federal programs, including Health First Colorado; (2) Colorado interChange (interChange), which
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processes provider enrollment and payments; and (3) the Business Intelligence and Data
Management system (BIDM), which provides data analytics and reporting functions. The
Department is the business owner for interChange and BIDM, and the co-business owner, with the

Department of Human Services, for CBMS.

Each of these three systems are managed by third-party service organizations who are required to
provide the State with an American Institute of Certified Public Accountant (AICPA)-specific
examination performed by an independent service auditor, which results in one of three versions of
System and Organization Controls (SOC) reports. For example, a SOC 1, Type II (SOC 1) report
provides the service auditor’s opinion as to whether the service organization’s management has fairly
presented its description of its system of internal controls over financial reporting and whether the
internal controls have been suitably designed, and are operating effectively, to achieve the related

control objectives, over a specified period of time.

Service organizations will also state that there are certain internal controls, referred to as
Complementary User Entity Controls (User Controls), that must be designed, implemented, and
operating effectively at the user entity—in this case at the Department—for the controls listed in the
SOC 1 report that are supported by the service organization to be fully relied upon by the user
entity. These User Controls are also listed in the SOC 1 reports.

It is essential for the Department to ensure that its service organizations have strong controls in

lace related to its systems’ security.
p y

What was the purpose of our audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to gain an understanding of and determine
whether the Department had designed and implemented information security processes and controls
to address the User Controls identified by the CBMS third-party service organization and included
in its CBMS SOC 1 report. We obtained and reviewed the most recent CBMS SOC 1 report;
inquired and discussed the User Controls with Department staff to gain an understanding; and
reviewed related documentation supplied by Department staff. We also inquired with the CBMS
service organization, which is a division (CBMS Division) within the Governor’s Office of
Information Technology (OIT).

What problems did the audit work identify and how were the
results of the audit work measured?

The Department was unable to demonstrate that adequate security processes and controls were
implemented and operating effectively, and that they complied with the listed CBMS User Controls.
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We measured our work against OI'T’s and the Department’s June 2022 delegation agreement,
pursuant to Section 24-37.5-105.4, C.R.S.; Colorado Information Security Policies, developed and
published by OIT; State contract provisions with the BIDM service organizations; and the Standards
Sfor Internal Controls in the Federal Government (Green Book), published by the U.S. Government
Accountability Office.

Why did these problems occur?

Overall, Department staff continue to exhibit the inability to effectively understand and manage
their service organizations and associated SOC 1 reports, as well as ensure processes and controls
are designed, implemented, and operating effectively to address User Controls. As is the case for our
Fiscal Year 2023 audit, we have noted similar problems and identified consistent reasons for those
problems, as we reported in five prior findings in Fiscal Years 2017, 2019, 2020 (two findings), and
2021.

In the prior findings, we identified the following:

e The Department did not hold its service organizations accountable to contractual requirements
or Security Policies (Fiscal Years 2017 and 2020).

e Key IT general controls were missing from the scope of the SOC 1 reports (Fiscal Years 2017
and 2019).

e The Department did not design and implement effective processes and controls to address User
Controls (Fiscal Year 2021).

In relation to our Fiscal Year 2023 audit, we identified the following:

e Department staff lacked a sufficient understanding of its CBMS, interChange, and BIDM service
organizations’ control environments or the service organizations’ impacts on the Department’s
own system of internal control.

e Department staff failed to understand the scope of the interChange and BIDM SOC 1 reports
and did not consider the service organizations’ lack of certain security controls to be a gap that
should be addressed.

e The Department failed to comply with the OIT/Department delegation agreement.

In discussing the reasons these problems occurred with the Department, staff specifically stated:

e They were unaware of the CBMS User Controls and that the Department was also not

responsible for ensuring that these same User Controls were designed, implemented, and
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operating effectively at the Department. However, the Department agrees that it is a user entity
and the co-business owner of CBMS with the Department of Human Services and OIT, which,
again, places responsibility on the Department to understand the CBMS Division’s control

environment, the impact on the Department’s system of internal control, and addressing the
CBMS User Controls.

e The CBMS User Control in question is not a requirement for the interChange and BIDM SOC 1
reports. However, during our fieldwork, Department staff indicated that related standards for
interChange and BIDM may be found within these systems’ respective SOC 1 reports that
would address the CBMS User Control, showing their lack of understanding about the controls
that interChange and BIDM have in place.

e The interChange and BIDM security standards are reviewed by the Department and OIT to
ensure compliance with Security Policies. However, the system-specific documentation provided
by the interChange service organization and the annual security assessments conducted by OIT’s
Security, Risk & Compliance Team do not verify or provide any type of certification or opinion
as to whether the standards are implemented and operating effectively, as would be the case if

the related controls were included as part of the systems’ SOC 1 reports’ scope.
Why do these problems matter?

Without strong I'T operational and general controls, including an adequate understanding and

oversight of its service organization, the Department cannot ensure that:

e It would be able to address deficiencies or determine whether there are gaps in its service
organizations’ SOC 1 reports, in order to determine the impact on its own system of internal

controls, and more importantly mitigating the associated IT risks in a timely manner.

e Certain security control requirement expectations between the service organization managed
systems—CBMS, interChange, and BIDM—would meet security standards imposed by internal
and external regulatory agencies, and increases the risk that sensitive data—PHI, Protected
Health Information, and PII, Personally Identifiable Information—could be unintentionally

disclosed or maliciously intercepted and disclosed.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-008

The Department of Health Care Policy and Financing should improve its I'T operational and general
controls related to the Colorado Benefits Management System (CBMS), interChange, and the
Business Intelligence and Data Management (BIDM) system SOC 1, Type 1I reports, by:

A. Implementing the recommendation as stated in Part A of the confidential finding.
B. Implementing the recommendation as stated in Part B of the confidential finding.

C. Implementing the recommendation as stated in Part C of the confidential finding.

Response
Department of Health Care Policy and Financing

A. Partially Agree
Implementation Date: November 2024

The Department will assure the designated agency for managing the CBMS SOC creates a
process to ensure the CBMS SOC requirements for the systems HCPF does manage (MMIS and
BIDM) are developed to ensure that the recommendation in Part A of the confidential finding is

completed.

Auditor’s Addendum

The confidential anditor’s addendum has been included in the confidential finding to address the Department’s
“Partially Agree” response.

B. Partially Agree

Implementation Date: Department did not provide.

The Department will assure the designated agency for managing the CBMS SOC creates a
process to ensure the CBMS SOC requirements for the systems HCPF does manage (MMIS and
BIDM) are developed to ensure that the recommendation as stated in Part B of the confidential

finding is completed.

The Department can provide an implementation date when it confirms the CBMS SOC
requirements are added to MMIS and BIDM SOC's.

Auditor’s Addendum

The confidential anditor’s addendum has been included in the confidential finding to address the Department’s
“Partially Agree” response.
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C. Partially Agree
Implementation Date: Department did not provide.

The Department will assure the designated agency for managing the CBMS SOC creates a
process to ensure the CBMS SOC requirements for the systems HCPF does manage (MMIS and
BIDM) are developed to ensure that the recommendation as stated in Part B of the confidential
finding is completed.

The Department can provide an implementation date when it confirms the CBMS SOC
requirements are added to MMIS and BIDM SOC's.

Auditor’s Addendum

The confidential anditor’s addendum has been included in the confidential finding to address the Department’s
“Partially Agree” response.
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Department of
Higher Education

The Department of Higher Education (Department) was established under state statute [Section 24-
1-114, C.R.S.] and includes all public higher education institutions in the state. It also includes the
Auraria Higher Education Center; the Colorado Commission on Higher Education; the Colorado
Student Loan Program, dba College Assist; Collegelnvest; History Colorado; and the Division of

Private Occupational Schools.

State public institutions of higher education are governed by 10 different boards. The governing

boards and the schools they oversee are as follows:

¢ Board of Regents of the University of Colorado

University of Colorado Boulder

University of Colorado Denver Anschutz Medical Campus
University of Colorado Denver

University of Colorado Colorado Springs

¢ Board of Governors of the Colorado State University System

Colorado State University—Fort Collins
Colorado State University—Pueblo
Colorado State University—Global Campus

e Board of Trustees for the University of Northern Colorado

University of Northern Colorado

e Board of Trustees of the Colorado School of Mines
Colorado School of Mines

e State Board for Community Colleges and Occupational Education

Arapahoe Community College Northeastern Junior College
Colorado Northwestern Community College Otero Junior College
Community College of Aurora Pikes Peak Community College
Community College of Denver Pueblo Community College
Front Range Community College Red Rocks Community College
Lamar Community College Trinidad State Junior College

Morgan Community College
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e Board of Trustees for Adams State University

Adams State University

¢ Board of Trustees for Colorado Mesa University

Colorado Mesa University

e Board of Trustees for Metropolitan State University of Denver

Metropolitan State University of Denver

e Board of Trustees for Western Colorado University

Western Colorado University

e Board of Trustees for Fort Lewis College

Fort Lewis College

For Fiscal Year 2023, the Department was appropriated approximately $5.5 billion and 26,489 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Higher Education Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Federal Funds
$25.9

Reappropriated
Funds
$1,070.5

Cash Funds
$3,054.0

General Fund
$1,362.6

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Higher Education Fiscal Year 2023 Full-Time
Equivalent Staff by Major Areas

Colorado
History Colorado Commision on
146 Higher Education
105
Auraria Higher Division of
Education Center Occupational
211 Education
32
Various
Schools/Universities
25,995

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the Department. Findings for
the institutions of higher education are not included within this table.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financial Program Financial Program
Higher Education Reporting Compliance  Reporting  Compliance

1 - - - - 1

Finding 2023-009
Internal Controls Over Financial Reporting

The Department of Higher Education’s (Department) accounting staff are responsible for all of the
Department’s financial reporting, including the accurate entry, review, and approval of financial
transactions in the Colorado Operations Resource Engine (CORE), the State’s accounting system.
The Department is required to prepare its financial information in accordance with Generally
Accepted Accounting Principles (GAAP). The Governmental Accounting Standards Board (GASB)
establishes GAAP for state and local government entities through the issuance of GASB
pronouncements, which the Department must comply with when preparing accounting transactions.
Accounting staff are also specifically tasked with appropriately classifying revenues in accordance
with the provisions of the Taxpayer’s Bill of Rights (TABOR) and providing the Office of the State
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Controller (OSC) a TABOR variance analysis. TABOR requires any state tax collections in excess of
the limit (defined as inflation plus population growth) to go back to taxpayers.

Department accounting staff are also responsible for reporting fiscal year-end accounting
information through forms, or exhibits, to the OSC for inclusion in the State’s financial statements.
The OSC collects information from state departments and institutions of higher education after
each fiscal year end through submitted exhibits to assist in its preparation of the State’s financial
statements, required note disclosures, and the Schedule of Expenditures of Federal Awards (SEFA).

In order for the OSC to meet its statutorily-required timeframes for the creation of the State’s
financial statements and SEFA, the OSC establishes various periods with specific closing dates in
CORE for department accounting entries. For example, for Fiscal Year 2023, Period 13—which
closed on August 4, 2023—was available for departmental entry of adjustments and represented the

OSC’s closing of the State’s official accounting records.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department had adequate internal
controls in place and complied with the OSC’s policies and procedures related to financial
accounting and reporting processes and requirements, and complied with applicable accounting
standards during Fiscal Year 2023.

As part of our audit testing, we walked through the Department’s internal controls over revenue and
receipts, expenditures, and appropriations, and requested documentation related to the
Department’s internal control processes. We also analyzed the Department’s CORE transactional
data recorded after the OSC’s Fiscal Year 2023 closing date of August 4, 2023 to identify the
number and dollar amount of transactions that the Department processed after this date, and to
determine if the Department was in compliance with the OSC’s closing of the State’s official
accounting records. We also reviewed the Department’s exhibits submitted to the OSC for Fiscal
Year 2023 and determined whether the Department’s accounting staff prepared the exhibits in
accordance with the OSC’s Fiscal Procedures Manunal (Manual) and the related instructions. Along with
examining the Department’s exhibits, we also reviewed the Department’s timeliness and accuracy of
the exhibits. We also reviewed the Department’s TABOR-related exhibits and variance analysis
provided to the OSC.

How were the results of the audit work measured?

We measured the results of our audit work against the following:
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e The OSC’s Manual, Chapter 1, Section 1.4, Opening and Closing Calendar, outlines that the posting
of Fiscal Year 2023 year-end adjustments were required to be completed by August 4, 2023. As
of this date, all departments’ adjusted financial activity was required to be entered in CORE. Any
Fiscal Year 2023 CORE entries made after that date required OSC approval.

e The OSC’s Manual, Chapter 1, Section 1, Introduction and Letter from the Controller, establishes a
deadline for the TABOR variance analysis of August 18, 2023.

e Section 24-30-204(3), C.R.S,, requires that, “The official books of the state shall be closed no
later than thirty-five days after the end of the fiscal year. As of this date, all adjusted revenue,
expenditures, and expense accounts shall be closed into the state accounting system in order to
divide the financial details of the state into comparable periods.” The OSC’s closing date of
August 4, 2023 aligns with this statutory requirement.

e On an annual basis, the OSC provides due dates for submission of exhibits and financial
statements in order to ensure it has complete and timely information necessary to prepare the
State’s financial statements in accordance with state statute [Section 24-30-204(1), C.R.S.]. The
OSC required departments to submit most of their Fiscal Year 2023 exhibits by August 16,
2023. The OSC extended the date for submission to August 18, 2023.

e State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state departments “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the
accounting transaction (substance rather than form).” For example, internal accounting and
administrative controls include policies and procedures related to fiscal year end accounting

processes and exhibit reporting.

e The OSC has adopted the Standards for Internal Control in the Federal Government (Green Book),
published by the U.S. Government Accountability Office, as the State’s standard for internal
controls, which all state agencies must follow. Green Book, Paragraph OV2.14, Roles in an
Internal Control System, states that management is responsible for designing an internal control
system. This should include controls over the preparation of external financial reporting in

accordance with professional standards and applicable laws and regulations.

What problems did the audit work identify?

Based on our audit work, we identified issues with the Department’s financial accounting and

reporting for Fiscal Year 2023. Specifically, we found the following problems:

¢ Fiscal Year-End Department Close. The Department did not meet the OSC’s required
deadline for booking its financial transactions in CORE. Specifically, the Department posted 56
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entries totaling approximately $81.5 million between 3 and 90 days after the OSC’s closing
deadline of August 4, 2023. These entries should have been made at or before fiscal year end to

record a variety of financial transactions and corrections to prior entries.

e Exhibits. The Department’s exhibits were late or not submitted at all, or until we requested to
review them. Specifically, the Department submitted 2 of their 5 exhibits (40 percent) 13 and 50

days after their respective due dates.

o Exhibit I, Letter of Certification—As of January 17, 2024, the Exhibit I has not been submitted,
145 days after the August 25, 2024 due date.

o Exhibit W1, Changes in Capital Assets — Governmental and Internal Service Funds—The Exhibit
was submitted on October 5, 50 days after the August 16, 2023 due date.

o Exhibit K1, Schedule of Federal Assistance—The due date for the Exhibit K1 was September 29;
however, the exhibit was not submitted until October 12, 13 days after the due date.

o Exhibit F1, Principal & Interest Requirements to Maturity, Leases and SBI'TAs, Business-Type
Alctivities — Enterprise Funds and Exhibit F3, Leases & SBITAs — Other Disclosures, State of
Colorado as a I essee—These exhibits were prepared and submitted by the Department for
Fiscal Year 2022 but not for Fiscal Year 2023; therefore, we inquired with the Department
about the Fiscal Year 2023 applicability of these exhibits, but had not received an
explanation as of January 17, 2024.

TABOR. The Department did not complete the required journal entries to record TABOR revenue
before fiscal year-end close. We reviewed Fiscal Year 2022 to Fiscal Year 2023 TABOR variances
for the Department and noted a significant 99.6 percent decrease from the prior year in the “Other
Education Service Fees” account. The Department records fees received from the various
institutions of higher education in this account. After making inquiries of the Department, we found
that the Department had not recorded required journal entries, which was contributing to the
identified variance from the prior year. After the Department made a portion of the required journal
entries, the actual variance was reduced to 70.7 percent. The Department provided a reasonable

explanation for the remaining variance.

We also experienced extreme delays in receiving requested supporting documentation for purposes
of testing the accuracy and completeness of the Department’s accounting records as well as the
effectiveness of its internal controls. For example, our requests for supporting documentation for
revenue process internal controls testing were made in June 2023, but we had not received complete
information from the Department as of the end of our testing in mid-January 2024. The request for
revenue included a check log workbook used by the Department in its revenues and receipts
processes. We observed this workbook during a revenue and receipts process walkthrough with the

Department, but the Department did not provide a copy for our audit documentation.
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Why did these problems occur?

Overall, the Department did not have adequate internal controls—such as an appropriate
supervisory review process and training or cross-training of staff—in place for Fiscal Year 2023 to
ensure accurate and timely accounting and reporting. Specifically, the Department experienced
turnover in accounting staff, including its controller, during Fiscal Year 2023 and its existing
employees were not cross-trained to take on the required additional responsibilities, including those
related to OSC-required exhibits. This resulted in many transactions not being recorded timely, the
Department’s exhibits being submitted late, and the Department’s responses to our audit requests
(and providing of supporting documentation) being significantly delayed—and in some cases, never

provided.

On June 19, 2023, the Department identified that it had fallen victim to a cybersecurity breach of its
Information Technology (IT) systems that may have resulted in the theft of personal information
for a number of Colorado residents. As a result of the breach, the Department diverted time and
resources to the issue, which contributed to the accounting division being understaffed, as well as
delays in the Fiscal Year 2023 year-end close and required audit documentation not being provided.
During a December meeting with the Department, the audit team was informed that supporting
documents for certain audit requests could not be provided in a timely manner due to the delay

experienced by the accounting team as a result of the data breach.

Why do these problems matter?

Strong financial accounting internal controls—including documented policies and procedures over
financial accounting fiscal year-end closing processes and effective procedures in place to mitigate
the effects of staff turnover and the risk of data loss—are necessary to ensure that financial
information is reported accurately, in a timely manner, and in accordance with GAAP. Without
sufficient internal controls, the Department cannot ensure that it is providing timely, accurate, and
complete financial information to the OSC and, ultimately, that the State’s financial statements are
accurate. The identified issues also resulted with the financial audit testwork at the Department

being significantly delayed, which results in the delay in the State’s overall statewide audit.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-009

The Department of Higher Education should improve its internal controls over financial accounting

and reporting by:
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A. Developing and implementing policies and procedures for its accounting processes and exhibit
preparation and review to ensure timely and accurate submissions to the Office of the State
Controller.

B. Cross-training accounting personnel so that, in the event of staff turnover, the controls will
continue to operate as designed.

C. Providing appropriate staffing for the accounting division to ensure year-end closing activities
occur in a timely manner and appropriate documentation is maintained.

Response
Department of Higher Edncation

A. Agree
Implementation Date: December 2024

Utilizing Office of the State Controller (OSC) provided resources, including Fiscal Procedures
Manual, Year End training, Open/Close calendar, and seeking direct training from the
departments Financial Services Unit (FSU) representative at OSC, department will develop
turnover resilient documentation outlining step-by-step procedures to efficiently close year end
and submit financial statements (exhibits) timely. Procedures will be routed through appropriate
senior staff for review and approval before implementation. Implementation will be performed
through divisional training of all accounting staff.

B. Agree
Implementation Date: June 2025

Develop turnover resilient documentation that is survivable through gaps in positions critical to
Year End close and reporting effectiveness. Conduct divisional training with accounting staff on
approved policies and procedures developed to ensure practices are understood and survivable.

C. Agree
Implementation Date: June 2025

The Department’s delay in closing FY23 and responding to audit requests was due to staffing,
turnover, and lack of procedural documentation within the accounting division. The Department
is addressing this recommendation by (1) hiring a Director of Accounting with 5 years of state
experience to replace a position vacated in October 2023, this person is joining the department
in February 2024. (2) Controller and new Director of Accounting will digest State Fiscal Rules
and Fiscal Procedures Manual to develop department specific procedures and implement
through training. (3) The Department will leverage its relationship with the Office of the State
Controller's Financial Service Unit representative to implement lessons learned and best
practices from other state agencies. (4) The Department will investigate internally the
appropriate staffing level to ensure year-end closing activities occur in a timely manner.
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Adams State University

The Board of Trustees of Adams State University (Board of Trustees or Board) is the
governing board for Adams State University (ASU or University). The Board of Trustees has
oversight and responsibility in the areas of finance, resources, academic programs,

admissions, role and mission, and personnel policies.

The Board consists of nine members appointed by the Governor to serve 4-year terms.
Additionally, an elected member of the faculty of the University serves for a 2-year term and
an elected member of the student body of the University serves for a 1-year term. The
President of Adams State University is responsible for providing leadership for the
University and administering the policies and procedures of the Board of Trustees. The

Board conducts its business at regular monthly meetings, all of which are open to the public.

Adams State University is a liberal arts university with graduate programs in Teacher
Education, Business, Counseling, and Art. Section 23-51-101, C.R.S,, provides that Adams
State University shall be a general baccalaureate institution with moderately selective
admission standards. Adams State University is a regional educational provider approved to
offer limited professional programs, Hispanic programs, undergraduate education degrees,
masters' level programs, PH.D. level programs, and two-year transfer programs with a

community college role and mission, except for vocational education programs.

Full-time equivalent (FTE) student, faculty, and staff reported by the University for the last 3

fiscal years were as follows:

Adams State University Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023

Resident Students 1,519.3 1,526.5 1,440.1
Nonresident Students 821.7 805.6 789.3
Total Students 2,341.0 2,332.1 2,229.4
Faculty FTEs 194.6 173.2 171.3
Staff FTEs 131.6 134.3 151.3
Total Staff and Faculty FTEs 326.2 307.5 322.6

Source: Adams State University financial statements for the Fiscal Year Ended June 30, 2023.
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Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the University.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Adams State Ifinanc‘ial CProglram Ifinanc'ial CProglram
University eporting ompliance eporting ompliance

1 - 2 - - 3

Finding 2023-010
Fiscal Year-End Close

ASU’s accounting department is responsible for all of the University’s financial accounting and
reporting, including timely entry of year-end journal entries into its accounting system, which
interfaces with the Colorado Operations Resource Engine (CORE), the State’s accounting system;
submission of required exhibits to the Office of the State Controller (OSC); and preparation of the

University’s financial statements.

During Fiscal Year 2023, ASU implemented a new accounting system, Workday, effective January 1,
2023, and completed a full migration of data from the prior system, Banner, to Workday in June
2023.

The OSC is responsible for creating the State’s financial statements, which includes the financial
activity of the University. In order for the OSC to meet its statutorily-required timeframes for the
creation of the State’s financial statements, the OSC establishes various periods with specified
closing dates in CORE for department and institution of higher education (IHE) entries, including
ASU. For example, for Fiscal Year 2023, Period 13, which closed on August 4, 2023, was available
for departmental and institutional entry of adjustments and represented the OSC’s closing of the

State’s official accounting records.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine if ASU had adequate internal controls in place and
complied with state requirements and the OSC’s procedures related to the year-end close for Fiscal
Year 2023.

As part of our audit work, we reviewed ASU’s general ledger to identify the accounting transactions

posted after August 4, 2023, and annual exhibits prepared for the OSC. We inquired with ASU

management to determine why transactions were posted after August 4, 2023. Finally, we reviewed
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all transactions posted to the general ledger in periods 13 through 16 after August 4, 2023 and
subsequent to the close date, and assessed the related impact on the University’s ability to complete

and submit the Exhibit |, Financial Statement Reconciliation, to the OSC in a timely manner.

How were the results of the audit work measured?

We measured the results of our audit against the following:

The OCS’s Fiscal Procedures Manual, Chapter 1, Section 1.4, Opening and Closing Calendar, outlines that
Fiscal Year 2023 year-end adjustments were required to be completed by August 4, 2023. As of this
date, all departments’ entries (which includes ASU’s entries) were required to be entered into CORE.
Any entries made after that date required the OSC’s approval. The Opening and Closing Calendar also
outlined a target date of August 25, 2023 for the Exhibit |, Financial Statement Reconciliation, to be
submitted to the OSC.

Section 24-30-204(3), C.R.S., requires that, “The official books of the state shall be closed no later
than thirty-five days after the end of the fiscal year. As of this date, all adjusted revenue,
expenditures, and expense accounts shall be closed into the state accounting system in order to
divide the financial details of the state into comparable periods.” The OSC’s closing date of August
4, 2023 aligns with this statutory requirement.

State Fiscal Rule 1-2, Rule 3.5, requires that institutions of higher education shall “implement
internal accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the accounting

transaction (substance rather than form).”
What problem did the audit work identify?

We determined that ASU did not comply with the statutory close date of August 4, 2023 for the
State’s accounting records. Specifically, ASU posted 836 entries totaling approximately $215.2
million related to the migration of the accounting transactions from Banner to Workday, after the
August 4, 2023 required date for all transactions to be posted. These entries were posted between
August 10 and August 22.

The impact of posting transactions after August 4, 2023, and the delayed closing of the general

ledger and preparation of the financial statements, was that ASU submitted its final Exhibit | to the
OSC on December 1, 2023, which was approximately 100 days after the required due date.
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Why did this problem occur?

The University did not have adequate internal controls in place to ensure that all of its
transactions were posted in a manner to meet the OSC’s deadlines for statewide reporting and
the statutory deadlines. Specifically, the University did not ensure that it had appropriate staffing
levels assigned to ensure that the implementation of the financial accounting system would occur
timely in order to meet all OSC deadlines.

Why does this problem matter?

Without adequate internal controls in place over the financial reporting process to ensure that all
financial transactions are recorded in a timely manner, it may lead to delays in closing the State’s
financial records and ultimately, the preparation of the University and the State’s financial
statements. For the fiscal year ended June 30, 2023, the University’s preparation of its financial
statements was delayed as a result of the posting of transactions after August 4, 2023. ASU’s

financial statements were ready for audit testing after September 18, 2023.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-010

Adams State University should strengthen its internal controls over its financial reporting processes
by ensuring it has the necessary staffing so that it processes its accounting transactions in a timely

manner to ensure it meets statutorily- and Office of the State Controller-required deadlines.

Response
Adams State University

Agree
Implementation Date: August 2024

Adams State University completed CORE integration testing on multiple occasions to validate the
ability to deliver financial activity to the CORE system. Once Adams State University went live in
Workday, it was discovered that the integration itself had numerous glitches and errors causing the
balances in the Workday system to feed into the wrong CORE accounts. Adams State University

has completed the financial component of the transition to Workday and plans are in place to

complete the student financial aid component in fiscal year 2024. Since the financial component of
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the transition to Workday is complete, Adams State University anticipates being able to meet the
required deadlines for posting-closing transactions and Exhibit ] in the fiscal year 2024.

Finding 2023-011
IT Policies and Procedures

The development and maintenance of Information Technology (IT) policies and procedures is
critical for Adams State University (ASU or University) to ensure that their business and IT
objectives are being achieved, that they are able to respond to risks, and establish a strong I'T
governance structure. ASU’s management is responsible for documenting policies and procedures to
define its staff’s internal control responsibilities. With guidance from ASU’s management, each
internal ASU office’s policies should be based on ASU’s objectives and related risks. In most cases,
policies should have accompanying standards and procedures, which provide more granular details

on who is responsible for and how to implement ASU’s policies.

ASU management has established the ASU Information Security Program (ASU IS Program), which
utilized a combination of internal procurement guidelines, best practices, and policy requirements to

provide ongoing security risk assessments.

The campus IT environment is managed through two organizations that are also responsible for the
development of ASU’s IT policies and procedures: ASU’s Computing Services (CS) Department and
the Academic Instructional Technology Center (AITC). Both organizations work closely together to
meet the needs of the various campus constituencies, which includes developing and maintaining the

following:

e ASU Information Technology Policies (IT Policies). These IT Policies further define
information security requirements and responsibilities of ASU, as established in the ASU IS
Program. The applicability of these I'T Policies states that ASU will coordinate and deliver
information technology services in providing campus-wide assistance, advice, and expertise.
These IT Policies are developed and maintained by staff within ASU’s various offices, and are
coordinated through the following committees: Faculty Technology Advisory Committee,
Administrative Technology Advisory Committee, and Student Technology Advisory Committee.

e ASU Procedures. These procedures provide the granular details of how ASU is implementing
management’s expectations established in the I'T Policies. The procedures can provide a “road
map,” or a step-by-step checklist, of how, for example, to provide access to a specific system’s
network or operating systems or how to perform an access review of users to a specific system.
ASU procedures are developed and maintained by staff within ASU’s various offices.

Colorado Office of the State Auditor [I-59



What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether ASU had adequate IT processes and
controls in place during Fiscal Year 2023, and whether it ensured its various I'T policies and

procedures were reviewed and updated in accordance with ASU’s IS Program.

During our Fiscal Year 2023 audit, we conducted inquiries of ASU staff, as well as requested and
reviewed ASU’s policies and procedures. Additionally, we inspected these documents to determine
the most recent ASU documented review date and ascertained the time between the last
documented review and June 30, 2023 to determine whether the IT Policies and system specific

procedures had been reviewed within ASU’s established timeframe.

How were the results of the audit work measured?

We applied the following criteria when evaluating the effectiveness of ASU’s I'T Policies and

procedures:

e ASU’s IS Program established that the I'T Policies and procedures are to be reviewed on an

annual basis and updated, as necessary.

o Standards for Internal Control in the Federal Government (Green Book), published by the U.S.
Government Accountability Office, is a leading industry internal control framework. The Green
Book states in Paragraphs 3.09, Documentation of the Internal Control System, and 12.02, Documentation
of Responsibilities throngh Policies, that management is to develop and maintain documentation of its
internal control system and document in policies the internal control responsibilities of the
organization. Paragraph 12.05, Periodic Review of Control Activities, also states that management is to
periodically review policies and procedures for continued relevance and effectiveness in
achieving the entity’s objectives or addressing related risks. If there is a significant change in an
entity’s process, management reviews this process in a timely manner after the change to
determine that the control activities are designed and implemented appropriately. Finally,
Paragraph 14.03, Communication throughont the Entity, states that management communicates
quality information to enable personnel to perform key roles in achieving objectives, addressing
risks, and supporting the internal control system. In these communications, management assigns

the internal control responsibilities for key roles.

What problem did the audit work identify?

During Fiscal Year 2023, we found that the ASU had not regularly reviewed and updated its I'T
policies and procedures, as required by the ASU IS Program and industry leading standards. More
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specifically, we found that many of the I'T Policies and procedures had not been updated for more

than 5 years, as shown in the following table:

ASU Network Bandwidth Policy 1/01/2010
Administrative Policy Statement for Adams State College Voicemail System 1/22/2007
Information Technology Acceptable Use Policy 3/09/2019
Mobile Computing Policy 6/01/2007
Data Handling & Storage Policy 8/01/2007
IT Users Responsibility & Training 3/09/2019
IT Administrator Access Policy 3/09/2019
Unauthorized Downloading and File Sharing of Copyrighted Digital Materials 3/09/2019
Local Printer Policy 3/09/2018
Institutional Data Management and Protection 3/13/2019
Student Account Verification 3/19/2019
Electronic Security Systems 3/13/2019
Technology Research & Implementation Proposal 3/13/2019

Why did this problem occur?

During Fiscal Year 2023, ASU was focused on a full-scale migration and implementation of the
financial and human capital management components of the University’s new enterprise resource
planning system. ASU management stated that it intended to update all policies and procedures after
the migration and implementation was substantially complete, which will extend into Fiscal Year
2024.

Why does this problem matter?

When IT policies and procedures are not maintained, updated, and communicated, ASU’s staff and
others who are subject to the requirements and processes may not be able to adequately manage or
consistently apply I'T policy requirements and processes to meet management’s objectives and
expectations, respond to risks appropriately, and ensure the confidentiality, integrity, and availability

of the ASU’s information systems.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-011

Adams State University (University) should improve its I'T governance by:
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A. Enforcing the University’s Information Security Program requirement for conducting annual
reviews of the University’s I'T Policies and procedures, and updating them as deemed necessary.
This enforcement should address those I'T Policies and procedures that are not directly related

to the implementation of the University’s enterprise resource planning system.

B. Reviewing and updating all I'T Policies and procedures, after the final module implementations
of the University’s new enterprise resource planning system to ensure they meet management’s

expectations.

C. Communicating to and training University staff on all applicable updates to the University’s IT

Policies and procedures that result from the implementation of Parts A and B.

Response
Adams State University

A. Agree
Implementation Date: June 2024

Adams State is required to provide an updated Higher Education Security Plan to the Colorado
Commission on Higher Education in July 2024, and as part of our update, all I'T policies will be
reviewed to determine necessary updates, deletion of obsolete policies, and identification of
policies that will be fully updated once the current Enterprise Resource Planning/Student
Information System (ERP/SIS) implementation is complete in FY25. ASU plans to enforce the
annual review of University I'T policies and procedures as outlined in the Higher Education
Security Plan through thorough IT staff evaluation of existing policies and procedures, making
necessary changes and updates to the policies and procedures, and then routing the policies
through ASU’s shared governance process for final implementation.

Furthermore, ASU will implement regular policy and procedure reviews and discussion in its
internal staff meetings, and as part of the monthly I'T Governance committee meetings to
prevent falling behind in future years. Policies and procedures that can be updated ahead of the
full implementation of the ERP/SIS are listed below and will be completed by the month end of
June 2024.

Policies:

e ASU Network Bandwidth Policy

¢ Administrative Policy Statement for Adams State College Voicemail System

e Mobile Computing Policy

e Data Handling & Storage Policy

e IT Administrator Access Policy

e Unauthorized Downloading and File Sharing of Copyrighted Digital Materials
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B. Agree
Implementation Date: June 2025

Adams State University will complete a thorough review of I'T policies and procedures with a
focus on clearly documenting any necessary changes to accommodate updates based upon the
full implementation of our new ERP/SIS system listed below. Policies and Procedures that will
be impacted by the ERP/SIS implementation completion will be updated by month end June

2025, as well as the associated policy dissemination and trainings as outlined in response A.

Policies:

e Information Technology Acceptable Use Policy
e IT Users Responsibility & Training

e Institutional Data Management and Protection
e Electronic Security Systems

e Technology Research & Implementation Proposal

C. Agree
Implementation Date: June 2025

Adams State University will communicate through multiple channels all applicable updates to
the University’s I'T policies and procedures that result from implementing recommendations A
& B. This includes through our formal shared governance structure which utilizes the
President’s Cabinet to disseminate policy updates, as well as multiple training methods including
in-person and virtual training, updated material in our training library, and ad-hoc one-on-one
training as appropriate. For those policies listed in response A, the noted policy dissemination
and training will occur by June 30, 2024, while those policies listed in response B will be
completed by June 30, 2025.
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Auraria Higher Education Center

Established by statute in 1974, the Auraria Higher Education Center (AHEC or Center) is governed
by a Board of Directors who oversee the centralized operations of the campus located in Denver.
The Board of Directors consists of nine voting members and two nonvoting members. Three of the
voting members are appointed by the Governor of the State of Colorado. In addition, the governing
boards of each of the three constituent institutions appoint a voting member, and the president or
chief executive officer of each of the constituent institutions also serves as a voting member. The
nonvoting members are appointed by the students and faculties of the constituent institutions. The
authority under which the Center operates is Article 70 of Title 23, C.R.S. Its mission is to plan,
manage, and operate the physical plant, facilities, buildings, and grounds of the Auraria Campus.

The Auraria Campus houses Metropolitan State University of Denver, the University of Colorado
Denver, and the Community College of Denver (the constituent institutions). The Center operates
shared facilities on the Auraria Campus that, in addition to classrooms and offices, includes the
Tivoli Student Union; the Health, Physical Education, and Recreation Facility; the Auraria Early
Learning Center; and various parking facilities. The Center provides a number of shared student and

administrative services to the constituent institutions.

Full-time equivalent (FTE) staff reported by the Center for the last 3 fiscal years were as
follows:

Auraria Higher Education Center Full-Time Equivalent (FTE) Staff
Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023

Total Staff FTEs 189 200 211

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the Center.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program

Auraria Higher Reporting Compliance  Reporting  Compliance

Education Center
1 - - - - 1
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Finding 2023-012
Internal Controls Over the Cash and Daily Receipt Parking
Revenue Reconciliation Process

The Auraria Higher Education Center’s (the Center) accounting staff are responsible for all of the
Center’s financial accounting and reporting, including the accurate entry, reconciliation, and
approval of financial transactions in the Center’s accounting system, Micro Information Products
(MIP).

The Center has three parking garages and surface lots that use pay-by-license plate machines. The
machines accept cash or a debit/credit card for payment. The machines produce a report showing
all parking revenue for the day. Parking staff use these reports to generate a Daily Sales Report
(DSR). The Director of Parking reviews, approves, and submits the final DSR to Accounting. The
Center’s accounting staff review the DSR and any supporting documentation daily and use it to
create a daily journal entry to record the parking revenue into MIP. The journal entry is reviewed by
the Auxiliary Services Business Analyst, Accounting Manager, or Controller, and then approved for

posting in MIP.

The Center uses a revenue account, as well as a general ledger cash account (Clearing Account) for
tracking Daily Receipt parking revenue. The Clearing Account was established as a holding account
for parking revenue that had been recorded from the DSRs, but not yet cleared the bank. Center
staff indicated that once the parking revenue cash clears the bank, the Clearing Account balance is

decreased and the funds are recorded to the appropriate bank account.

Cash reconciliations are prepared by accounting staff on a monthly basis, and are required to be
completed by the end of the following month. Once the reconciliations are complete, they are
reviewed by the accounting staff’s direct supervisor, and then again by the Auxiliary Services

Business Analyst, Accounting Manager, or Controller.

In total, the Center earned $9,676,000 in Auxiliary Parking revenue for Fiscal Year 2023.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to assess whether the Center had adequate internal controls in

place over the recording of its Daily Receipt parking revenue.
As part of our audit work, we requested a copy of the Center’s cash reconciliation for the Clearing

Account and the underlying detail for the Daily Receipt parking revenue balance on the general

ledger. We compared the cash reconciliation and revenue detail to the general ledger. In addition, we
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analyzed and performed testing over 1 parking revenue journal entry, totaling $56,150, of which
$8,105 pertained to after-hours/weekend parking revenue, recorded by the Center to determine if
the appropriate amount of revenue was recorded in the accounting system. We requested the DSR
and supporting documentation for our sample, and then compared the amounts reported on the

DSR to the amounts recorded in the journal entry posted to the accounting system.
How were the results of the audit work measured?
We measured the results of our audit against the following:

e The Office of the State Controller’s (OSC) Fiscal Procedures Mannal (Manual), Chapter 1, Section
3.3, State of Colorado Accounting Organization Objectives, states that one of the objectives of
the State of Colorado reporting is to “maintain accounting records in accordance with Generally
Accepted Accounting Principles (GAAP) and in compliance with Governmental Accounting
Standards Board (GASB) pronouncements.”

e GASB Statement No. 62, Codification of Accounting and Financial Reporting Guidance Contained in Pre-
November 30, 1989 FASB and AICPA Pronouncements, paragraph 23, states “revenue from
exchange transactions should generally be accounted for at the time a transaction is completed.”

Exchange transactions are considered reciprocal transfers between two parties.

o State Fiscal Rule 1-2, Internal Controls, Rule 3.5, requires State agencies and Institutions of Higher
Education to implement internal accounting and administrative controls that reasonably ensure
that financial transactions are accurate, reliable, confirm to the Fiscal Rules, and reflect the

underlying realities of the accounting transaction (substance over form).

e The Center’s cash reconciliation procedure outlines the step-by-step process on how to
complete reconciliations (i.e. print the bank statement and corresponding general ledger report,
what to compare and where to upload the completed reconciliation for further review, etc.). The
control process lists the specific cash general ledger accounts to be reconciled, and specifies that
cash reconciliations are to be prepared by the Reconciliations Specialist on a monthly basis. The
reconciliations are to be completed by the end of the following month. Once the reconciliations
are complete, they should be reviewed by the accounting staff’s direct supervisor and then again

by the Auxiliary Services Business Analyst, Accounting Manager, or Controller.

e The Center’s Daily Receipt parking revenue accounting procedure outlines that the DSR needs
reviewed and how to prepare the parking revenue journal entry. Once the entry is complete, it
should be reviewed by the Auxiliary Services Business Analyst, Accounting Manager, or

Controller, and approved for posting in MIP.
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What problems did the audit work identify?

The Center incorrectly recorded its Daily Receipt parking revenue (which is included in total
Auxiliary Revenue) as approximately $3.8 million for Fiscal Year 2023, instead of the correct amount
of $600 thousand, which resulted in revenue being overstated by $3.2 million. In addition, the
Center’s Clearing Account cash balance at June 30, 2023 was overstated by $3.2 million.

While researching the questions we had on the Clearing Account, management identified an issue
with the way the Daily Receipt parking revenue journal entries were recording after-hours/weekend
parking revenues. Management determined that after-hours/weekend parking revenues were double
booked into the accounting records since October 2021. After the error was identified, management
determined that $1.55 million of the $3.2 million revenue error should have been recorded as an
adjustment to Fiscal Year 2022 revenue, and the remaining $1.65 million was related to Fiscal Year
2023. Accounting staff posted a journal entry to reduce the cash Clearing Account and Daily Receipt
parking revenue balances by $3.2 million after fiscal year end.

Why did these problems occur?

The Center did not have adequate internal controls in place over its Daily Receipt parking revenue

and cash reconciliation procedures. Specifically:

e Although the Center’s Daily Receipt parking revenue procedure includes a requirement for the
Auxiliary Services Business Analyst, Accounting Manager, or Controller to review the journal
entry, it does not include specific details on what the Auxiliary Services Business Analyst,
Accounting Manager, or Controller should be looking at during their review. The Auxiliary
Services Business Analyst, Accounting Manager, or Controller followed the process and
reviewed the journal entries, but the review was not detailed enough to identify that the after-
hours/weekend parking revenue was being recorded twice within the manual journal entry to
record the Daily Receipt parking revenue. The after-hours/weekend parking revenue was
included as part of the total pay station revenue line as well as its own line within the total Daily
Receipt parking revenue entry. Management reported this was an oversight on their part when

reviewing the DSR line items that make up the total as well as the associated journal entry.

e The Centet's cash reconciliation procedure did not include a requirement to perform
reconciliations on the Clearing Account. As such, Center staff did not perform routine
reconciliations on the Clearing account and were unaware the account was overstated. Center
staff reported they were not completing a reconciliation for the account since the account wasn’t
included in the cash reconciliation control procedure and it was not associated with a bank

account.
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Why do these problems matter?

Strong internal control processes and procedures, including the importance of adequate review
processes, are necessary to ensure that the Center is reporting its financial information accurately
and in accordance with State Fiscal Rules. Without effective internal controls in place over the Daily
Receipt parking revenue and cash reconciliation procedures, the Center cannot ensure that financial
balances are accurately reported and potential material misstatements are identified and corrected on
a timely basis. In addition, if the Center does not perform and review bank reconciliations on the
Clearing Account, the Center increases its risk that misstatements related to cash transactions,

whether due to error or fraud, will occur and not be identified and corrected on a timely basis.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-012

The Auraria Higher Education Center (Center) should strengthen its internal controls in place over
its Daily Receipt parking revenue and cash reconciliation procedures by ensuring reconciliations are

performed and revenue is recorded accurately by:

A. Updating the Center’s Daily Receipt parking revenue procedure to include detail on what
specific procedures should be performed as part of the Daily Sales Report review process as well
as the journal entry review, and the importance of performing an adequate review of the entries
to ensure they are accurate prior to posting in the Center’s accounting system, Micro
Information Products (MIP).

B. Updating the Center’s cash reconciliation procedure to include reconciling the cash Clearing
Account associated with the Daily Receipt parking revenue entries throughout the fiscal year or
at fiscal year-end to identify, investigate, and correct, as applicable, reconciling items in a timely

manner.

Response
Awraria Higher Education Center

A. Agree
Implementation Date: March 2024

The Center will develop the following procedures to improve internal controls for the Parking

Department's Daily Sales Reports (DSRs), reported revenue, and cash clearing by March 31,
2024.
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a. 'The Center will revise the procedure manual for reviewing Parking DSRs and its procedures,
effective July 1, 2023, ensuring revenue is not duplicated and reported correctly. The
revisions should include:

1. Verifying that reported daily revenue aligns with reported daily cash, cash clearing,
and accounts receivable. Additional updates to the DSR will include this balancing.
Monthly revenue reconciliation reports will be provided by the Controller to the
Director of Finance and Business Services. Current processes of reconciling cash to
bank deposits will continue.

ii.  Verifying that daily journal entries align with daily revenue, and daily cash, cash

clearing, and accounts receivable.
iii.  Researching and resolving any non-aligned revenue and cash receipts transactions.

1v. Reviewing the cash clearing account at the end of each month and reconciling all
activity.

b. The Center will ensure steps in 1.a. occur and are deemed accurate through daily review
process by Auxiliary Services Business Analyst, Accounting Manager, Accounting Manager
Auxiliary Services, or Controller, before Daily Sales Report is posted to MIP.

c. Changes to the DSR will be tested and validated to ensure accurate revenue and cash related
activity is reported, and the goals and intentions of the change were met. All DSR changes

must be approved by the Controller, and Director of Finance and Business Services.

B. Agree
Implementation Date: March 2024

The cash clearing account will be reviewed and reconciled monthly for accuracy by the

Controllet.

a. Monthly reconciliation reports will be provided by the Controller to the Director of Finance
and Business Services.

b. The Center plans to eliminate the use of Cash Clearing account during Fiscal Year 2024 to
mitigate any future issues.
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Colorado Community College System

The State Board for Community Colleges and Occupational Education (SBCCOE or the Board) was
established by the Community College and Occupational Education Act of 1967, Title 23, Article 60
of the Colorado Revised Statutes. The Board functions as a separate entity and, as such, may hold
money, land, or other property for any educational institution under its jurisdiction. The statute

assigns responsibility and authority to the Board for three major functions, as follows:

e The Board is the governing board of the state system of community and technical colleges;

including the Colorado Community College System (System).

e The Board administers the occupational education programs of the State at both secondary and

postsecondary levels.

e The Board administers the State’s program of appropriations to Local District Colleges (LDCs)
and Area Vocational Schools (AVSs).

The Board consists of ten members appointed by the Governor to 4-year staggered terms of service.
The statute requires that board members be selected so as to represent certain economic, political,
and geographical constituencies. In addition, there are two nonvoting members consisting of a

student and faculty member.

System operations and activities are funded primarily through tuition and fees; federal, state, and
local grants which, during Fiscal Year 2023 included federal Higher Education Emergency Relief
Fund (HEERF) funding and federal State and Local Fiscal Recovery Funds (SLFRF); the College
Opportunity Fund stipends; a fee-for-service contract with the Department of Higher Education;
and Amendment 50 funding. In addition, the SBCCORE receives and distributes state appropriations
for LDCs, AVS’s, and school districts offering vocational programs.

The 13 colleges in the System are as follows:

e Arapahoe Community College (ACC) e Northeastern Junior College (NJC)

e Colorado Northwestern Community College (CNCC) o  Otero College (OC)

e Community College of Aurora (CCA) e DPikes Peak State College (PPSC)

e Community College of Denver (CCD) ¢ Pueblo Community College (PCC)

e Front Range Community College (FRCC) e Red Rocks Community College (RRCC)
e Lamar Community College (LCC) e Trinidad State College (TSC)

e Morgan Community College (MCC)

Full-time equivalent (FTE) students, faculty, and staff reported by the System for the last 3 fiscal years

were as follows:
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Colorado Community College System Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2021 2022 2023
Resident Students 43,183 41,895 43,197
Out-of-State Students 1,965 1,819 1,839
Total Students 45,148 43,148 45,036
Faculty FTEs 3,555 3,361 3,306
Staff FTEs 2,117 2,023 2,016
Total Staff and Faculty FTEs 5,672 5,384 5,322

Source: Colorado Community College System financial statements for the Fiscal Year
Ended June 30, 2023.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the System.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Colorado Financial Program Financial Program
Community Reporting  Compliance™  Reporting ~ Compliance™

College System

**See Section lll: Federal Awards Findings

[y
1
[y
w
1
(2]

Finding 2023-013
PCC Internal Controls Over Financial Reporting

Internal controls are the mechanisms, rules, and procedures implemented by an entity to ensure the
integrity of financial and accounting information, promote accountability, and prevent fraud.
Internal controls are typically comprised of control activities such as authorization, documentation,

reconciliation, security, and the separation of duties.

Each individual college Controller’s Office is responsible for the implementation and operation of
internal controls over the College’s financial accounting and reporting to ensure the accurate and
timely entry, reconciliation, and approval of financial transactions in the System’s accounting system,
Banner. The System’s Controller’s Office is responsible for oversight of the colleges and for

compiling the information from each college to prepare the System’s financial statements.
The Colorado Operations Resource Engine (CORE) is a financial management system that is the

single source of data for the majority of the State’s financial operations, with the exception of some

institutions of higher education. The System, including all campuses, uses Banner as their enterprise
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resource planning system for accounts receivable, accounts payable, capital assets, finance, financial
aid, human resources, payroll, and student records. On a daily basis, the System and all campuses
feed the financial activity from Banner to CORE. As the System does not operate directly in CORE,
the System and each of its campuses are required to complete quarterly reconciliations between
Banner and CORE for all reportable data elements as prescribed by the Office of the State
Controller (OSC).

For Fiscal Year 2023, PCC accounted for approximately 15 percent of the System’s total financial
activity. Total assets for PCC were $90.8 million as of June 30, 2023, which included $23.0 million of
cash and cash equivalents and $49.6 million of capital assets comprised of Land, Building,
Equipment, and Construction in Progress. In addition, for the year ended June 30, 2023, PCC
reported operating revenue of $53.1 million and operating expenses of $58.4 million.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether PCC had adequate internal controls in
place over, and complied with the System’s policies and procedures related to its financial
accounting and reporting processes during Fiscal Year 2023. In addition, we tested to determine
PCC’s progress in implementing our Fiscal Year 2022 audit recommendation related to its internal
controls over its financial and reporting activities. As a result of our Fiscal Year 2022 audit we
recommended PCC enforce the implementation of the System’s required internal controls over
financial and reporting activities by following existing policies and procedures. This included
ensuring that staff perform all required reconciliations and secondary reviews on a timely basis, and
ensuring appropriate segregation of duties is maintained. PCC agreed with this recommendation

and planned to implement it by September 2023.

To assess PCC’s controls in place during Fiscal Year 2023, we reviewed the System’s policies and
procedures and PCC’s documented internal controls. We gained an understanding of PCC’s key
internal controls over the cash receipts, cash disbursements, tuition and grant revenue, payroll, and
investing and financing processes. We made inquiries on key internal controls, and we performed
physical walkthroughs of PCC’s processes related to various transactions in order to determine
whether the internal controls were being performed as designed and in accordance with the System’s
policies and procedures. In addition, we analyzed and performed testing of 10 journal entries
totaling $18.6 million recorded by PCC during Fiscal Year 2023 to determine if PCC maintained
supporting documentation to support the journal entry and determine if there was evidence of a

secondary review.

How were the results of the audit work measured?

We measured our results against the following:
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State Fiscal Rule 1-2, Rule 3.5, requires that institutions of higher education shall “implement
internal accounting and administrative controls that reasonably ensure that financial transactions
are accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the

accounting transaction (substance rather than form).”

The U.S. Government Accountability Office’s (GAO) Standards for Internal Control in the Federal
Government (Green Book), which has been established by the OSC as the internal control
framework to be used by state agencies and institutions of higher education, notes that
management demonstrates the importance of integrity and ethical values through their
directives, attitudes, and behavior (the “tone at the top”). Management sets the tone at the top
and throughout the organization by their example, which is fundamental to an effective internal
control system (paragraph 1.03). Management should hold individuals accountable for their

internal control responsibilities, and that accountability is driven by the tone at the top
(paragraph 5.02).

System Board Policies, Board Policy 8-61 (the Board Policy) states “The State Board for
Community Colleges and Occupational Education has an obligation to implement internal
accounting and administrative controls in order to reasonably ensure that financial transactions
are accurate, reliable, and conform to the State of Colorado, Office of the State Controller Fiscal
Rules, and reflect the underlying realities of the accounting transaction.” The Board Policy

applies to all thirteen colleges within the System and the System office.

As a result of the Board Policy, the System has adopted the System Accounting Procedures
(SAP) to establish consistent policies and procedures and internal controls at all colleges for
accounting and financial reporting. The internal controls that the colleges must establish include
maintaining appropriate supporting documentation for financial transactions, performing
account reconciliations over all key transaction cycles, developing procedures regarding the
disposal of assets, performing effective secondary reviews and maintaining evidence that the
review occurred (i.e. signoff and date on the item reviewed), and maintaining proper segregation

of duties. Examples of account reconciliations required to be performed include:

0 On a weekly basis, campuses must reconcile a listing of payments to vendors and submit
these payments centrally to the System office for processing. The reconciliation is intended

to ensure proper invoice, approvals, and payment amounts.

o FEach month, an employee from each campus’ Payroll Department must reconcile the
monthly payroll and run control reports to ensure accuracy and existence of employees
being paid. An employee in the campus’ Human Resources Department then must review
the payroll reports to ensure that the information agrees with employment details and finally,
the campus Controller must review the payroll before submitting it to the System Payroll
Office for processing.
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0 On a quarterly basis, the campus is required to perform a reconciliation between the general
ledger and the fixed asset subsidiary ledger. The fixed asset subsidiary ledger records the
transactions for all capital assets, including the campus’ land, buildings, equipment, and

construction in progress.

The System’s SAP-29: Petty Cash, Change Funds and Cash on Hand (SAP-29) establishes and
documents processes and procedures that are to be consistently applied across the System in
regards to handling cash on hand, change funds and petty cash. SAP-29 defines Cash on Hand
as cash and deposits held in a college’s safe temporarily or in the sweep account until transferred
to the State’s Treasury Department. This type of cash and deposit account is required to be
recorded at fiscal year-end and any amounts reported as Cash on Hand must be deposited in the
bank or swept to the State Treasury within 3 days following fiscal year end. This SAP was
established to comply with the OSC’s Fiscal Rule 6-1: Cash Receipts and Deposits.

The System Office has adopted a separate “Monitoring Policy” which requires the colleges to
provide certain reconciliations and analysis to the System Office for monitoring throughout the

fiscal year, including:

0 Monthly reconciliations over accounts receivables, bank reconciliations, procurement card
activity, and reconciliations between Banner and CORE;

0 Quarterly reconciliations of the financial statements, cash flow activity, and variance analysis

of account balances meeting specified thresholds;

o At the completion of each semester, tuition analytics that compare student tuition to the

number of student credit hours for the term.

What problems did the audit work identify?

We determined that PCC was not performing several of their internal controls as designed during

the Fiscal Year 2023 audit and PCC did not fully implement our prior audit recommendation.

Specifically, we identified the following:

11-74

PCC did not prepare any monthly bank reconciliations during Fiscal Year 2023.

PCC did not perform any monthly reconciliations between Banner and CORE during Fiscal
Year 2023.

For two out of ten (20 percent) journal entries selected for testing totaling $12.5 million, PCC

did not have evidence of a secondary review. The journal entries did contain underlying

documentation to support the propriety of the entries.
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e The monthly capital asset reconciliation was completed by the Controller but was not reviewed

by a second individual.

e PCC improperly expensed and did not capitalize approximately $100,000 of capital assets. PCC
determined not to make a correcting entry, because the amount was insignificant to the financial

Statements.

e PCC did not maintain the required documentation to support the removal of a $26,000 asset
from the general ledger. The capital asset inventory completed by PCC supported the asset was
no longer owned by PCC.

In addition, we identified one issue not related to the prior recommendation. Specifically, PCC sent
cash in its sweep accounts totaling $4.5 million to the State Treasury 42 days after fiscal year-end, or

39 days after the required time frame of three days.

PCC indicated that it implemented a portion of the prior audit recommendation at various points in
time throughout Fiscal Year 2023. As part of our test work, we noted the following items were

corrected:

e The PCC Controller reviewed weekly cash disbursements to vendors prior to sending them to

the System Office for final processing.
e PCC documented when they prepared and reviewed the monthly payroll reconciliations.

e DPCC prepared the tuition analytics for each semester in Fiscal Year 2023 by year end.
Why did these problems occur?

PCC’s tone at the top did not require and enforce that PCC should follow established policies and
procedures and internal controls as they were designed to ensure that financial transactions are
accurate, reliable, and conform to the State’s Fiscal Rules, the Board Policy, and the System’s
Accounting Procedures. This included PCC not performing all required reconciliations and effective
secondary reviews on a timely basis, maintaining supporting documentation for recorded
transactions, not following SAPs relating to Cash on Hand and ensuring appropriate segregation of
duties is maintained. The System Office notified PCC on several different occasions about PCC’s
noncompliance with System policies and procedures; however, PCC’s management has not been
able to resolve the problems identified. This has been further complicated by PCC’s continued staff

turnover occurring in Fiscal Year 2023.
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Why do these problems matter?

Without controls operating over financial and reporting activities, PCC cannot ensure the accuracy
and completeness of its financial records, which may result in a material misstatement of the
System’s and the State’s financial statements and fraudulent activity may go undetected. Ultimately,
PCCs failure to perform the internal controls on a timely basis resulted in the System Office having
to intervene and assist PCC in fiscal year-end close to ensure that all transactions were propetly
recorded and supported for Fiscal Year 2023. As a result, no material misstatements were identified
as part of the Fiscal Year 2023 audit.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendation 2022-008.

Recommendation 2023-013

Pueblo Community College should enforce the implementation of the Colorado Community
College System’s required internal controls over financial and reporting activities by following the
existing policies and procedures relating to the performance of internal control activities. This
includes ensuring that staff perform all required reconciliations and secondary reviews on a timely
basis, maintaining underlying documentation supporting recorded transactions, and ensuring

appropriate segregation of duties is maintained.

Response
Pueblo Commnnity College

Agree
Implementation Date: May 2024

PCC acknowledges and understands the material weakness finding. PCC has hired a new Vice
President of Administration and Finance, a Senior Director of Accounting, and a Controller, all with
accounting experience, in an effort to provide the needed manpower and experience to reimplement
and maintain the needed controls. These filled positions will allow for proper segregation of duties

moving forward.
PCC has implemented cash control procedures and review of fixed asset purchases and disposals to
remain compliant with System Accounting Procedures. Implementation occurred as of September

30, 2023,

PCC has been completing the reconciliations, with the exception of bank reconciliations, in a timely

manner under the requirements of CCCS’ monitoring policy as of September 30, 2023. The bank
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reconciliations will be completed timely as of May 31, 2024, and within required timelines going
forward. All reviewers of transactions, including journal entries, and reconciliations are verifying

accuracy of supporting documentation, dating and providing their signature approval.

Finding 2023-014
Banner and Operational Data Store—Information Security

Government Auditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited
use” report because of the potential damage that could be cansed by the misuse of this information. We consider the
Specific technical details of this finding, along with the response, to be sensitive in nature and not appropriate for
public disclosure. Therefore, the details of the following finding and responses have been provided to the System in a
separate, confidential memorandum.

The Colorado Community College System (CCCS or System) utilizes Banner as its enterprise
resource planning system for recording and tracking a variety of financial, human resources, and
student records. In addition, CCCS utilizes a separate Operational Data Store (ODS) data
warehouse for storing Banner data that is subsequently transmitted to CCCS’ financial reporting
tool. The System’s I'T Division (CCCS IT) and Institutional Research Business Intelligence
Department (IRBI) are responsible for information security to the Banner application and the
ODS data warehouse, respectively. In addition, Banner’s information security also relies on

timely communications between campus staff and the individual campus I'T departments.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether CCCS IT and IRBI’s information
security controls for Banner and ODS, individually or in combination with other controls, were
properly designed, implemented, and operating effectively during Fiscal Year 2023. Additionally,
we sought to determine CCCS’ progress in implementing our Fiscal Year 2022 information

security audit recommendation.

As part of our audit work, we reviewed and tested certain information security controls for
Banner and ODS and inquired with CCCS staff regarding the status on implementing our prior

audit recommendation.

How were the results of the audit work measured?

We measured the results of our audit work against requirements contained in CCCS’ IT System
Procedures, and with leading industry standards.
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What problems did the audit work identify?

We identified information security problems related to Banner and ODS. In addition, we found

that CCCS has not fully implemented our information security prior audit recommendation.

Why did these problems occur?

CCCS management stated that its information security communication processes failed; that
staff lacked awareness of specific CCCS’ IT System Procedures; and that CCCS had to first
secure funding, through the budget process, to continue working toward fully implementing the

prior audit recommendation.

Why do these problems matter?

By not following established I'T procedures, staff are not performing their I'T internal control
responsibilities in accordance with management’s expectations. In addition, the lack of strong IT
controls increases the risk to reliability of the data stored and processed in the systems, and

impact to the financial statements.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendation 2022-009C.

Recommendation 2023-014

The Colorado Community College System (CCCS) should improve information security I'T
general controls over Active Directory, Banner, and Operational Data Store (ODS) by:

A. Implementing recommendation Part A as noted in the confidential finding.
B. Implementing recommendation Part B as noted in the confidential finding.

C. Implementing recommendation Part C as noted in the confidential finding.
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Response
Colorado Commmunity College System

A. Agree
Implementation Date: March 2024

CCCS System IT agrees with this recommendation as noted in the confidential finding.

B. Agree
Implementation Date: October 2023

CCCS System IT agrees with this recommendation as noted in the confidential finding.

C. Agree
Implementation Date: December 2023

CCCS System IT Agrees with this recommendation as noted in the confidential finding.

Colorado School of Mines

The Colorado School of Mines (School) was founded on February 9, 1874. The School came under
State control with statehood in 1876. The first diploma was granted in 1882. The authority under
which the School operates is Article 41 of Title 23, C.R.S. The Board of Trustees is the governing
body of the School and is composed of seven members appointed by the Governor, with consent of
the Senate, for four-year terms and two non-voting members, representing the faculty and students
of the School, voted in by the respective constituents. Financial support comes from student tuition
and fees and from the State through a fee-for-service contract and student stipends. Funds are
augmented by government and privately sponsored research, private support from alumni and
support from industry and friends through the Colorado School of Mines Foundation, Incorporated
(Foundation). The primary emphasis of the Colorado School of Mines is engineering and science

education and research.

Full-time equivalent (FTE) students, faculty, and staff reported by the School for the last 3 fiscal

years were as follows:
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Colorado School of Mines Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 3,738 3,884 3,960
Nonresident Students 2,822 2,991 2,986
Total Students 6,560 6,875 6,946
Faculty FTEs 505 537 543
Staff FTEs 695 699 748
Total Staff and Faculty FTEs 1,200 1,236 1,291

Source: Colorado School of Mines’ Financial Statements for the Fiscal Year Ended June 30, 2023.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the School.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program

Colorado School Reporting Compliance  Reporting  Compliance

of Mines
- - 1 - - 1

Finding 2023-015
Financial Statement Preparation

The School’s accounting department is responsible for financial reporting, including preparation of
the School’s financial statements. The School must implement adequate internal controls over the
preparation of its financial statements to ensure that they are drafted completely and accurately
before they are reviewed by external parties. For Fiscal Year 2023, the School’s accounting staff

prepared the School’s financial statements.

What was the purpose of our audit work and what work
was performed?

The purpose of the audit work was to determine whether the School’s financial statements were

prepared completely and accurately before they were provided to external parties.

We tied-out and reviewed the School’s financial statements by:
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e Vouching selected financial figures in the financial statements, footnote tables, and footnote

narratives to supporting schedules and audit workpapers;
e Footing and cross-footing statements and footnote tables;

e Cross referencing information presented in footnote tables to footnote narratives, statements,

management’s discussion and analysis, and required supplementary information;

e Reading footnote narratives and management’s discussion and analysis for reasonableness
compared to the statements, footnote tables, and audit evidence gathered during our audit

procedures;

e Reviewing formatting of management’s discussion and analysis, statements, footnote narratives,
footnote tables, and required supplementary information so that information is clear and easily

understood by financial statement users.

How were the results of the audit work measured?

State Fiscal Rule 1-2, Rule 3.5, requires that institutions of higher education shall “implement
internal accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the accounting

transaction (substance rather than form).”

In addition, the U.S. Government Accountability Office’s Standards for Internal Control in the Federal
Government (Green Book), which has been established by the OSC as the internal control framework
to be used by state agencies and institutions of higher education, notes that management is
responsible for designing, implementing, and maintaining effective internal controls over financial
reporting. As such, the School’s management is responsible for the preparation and fair presentation
of the financial statements, and therefore should have a process in place to ensure that the financial

statements are complete and accurate before they are provided to external parties.

What problems did the audit work identify?

During our financial statement tie-out and review process, we identified approximately 230 errors on
the School’s financial statements. These errors primarily related to footing and cross-footing errors
and ensuring that information in different areas of the financial statements and footnotes agreed to
each other. For example, multiple footnote tables did not propetly foot or cross-foot nor agree to
the related financial statement totals and other related footnote table totals; these amounts were

different by amounts up to several thousand dollars.
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Why did these problems occur?

We determined that the School did not have a sufficient internal control process in place to ensure
that the School’s financial statements were drafted completely and accurately before they were

reviewed by external parties.

The School’s review process appears to lack check figures throughout the financial statements and
footnotes to ensure that information agrees throughout the document. The School also has multiple
accounting department personnel involved with the preparation of the financial statements, but
School management do not appear to have assigned responsibility for the overall preparation of the
financial statements to a specific individual and there does not appear to be another individual

responsible for the overall review of the entire financial statement package.

Why do these problems matter?

The School’s accounting department is responsible for financial reporting, including preparation of
the School’s financial statements. The School must implement adequate internal controls over the
preparation of its financial statements to ensure that they are drafted completely and accurately

before they are reviewed by external parties.

If the School does not have a review process in place that ensures information agrees throughout
the financial statement document, it may not be able to provide clear and accurate financial

information to third parties on a timely basis.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-015

Colorado School of Mines should ensure it has adequate internal controls over the preparation of its
financial statements to ensure they are drafted completely and accurately before they are provided to
external parties. This should include taking steps to incorporate check figures throughout the
financial statements and footnotes to ensure that information agrees throughout the document and
implementing a process whereby at least one individual is responsible for preparing the financial
statements and another individual is responsible for review of the entire financial statement package.

Evidence of such review should be documented and maintained.
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Response
Colorado School of Mines

Agree
Implementation Date: June 2024

Mines agrees with the recommendation related to the preparation and review of the Annual
Comprehensive Financial Report (ACFR). The Controller will develop a check figure matrix for all
tables, charts and narrative numbers to tie throughout the report and back to the financial
statements. These check figures will be used in both the preparation and separately the review of the
ACFR. Mines will assign a minimum of 1 reviewer, not responsible for, or engaged in, the

preparation of the statements or the Annual Comprehensive Financial Report.

Colorado State University System

The institutions that compose the Colorado State University System (System) are established in
Title 23, C.R.S. The Board of Governors (Board) has control and supervision of three distinct
institutions: Colorado State University (a land-grant university), Colorado State University—Pueblo
(a regional, comprehensive university), and Colorado State University—Global Campus (an on-line

university).
The 15-member Board consists of:

¢ Nine voting members appointed by the Governor and confirmed by the Senate for four-year

terms.

e Six advisory members representing the student bodies and the faculty councils for each of the

three institutions, elected for 1-year terms.

The Board administers the Board of Governors of the Colorado State University System Fund
located in the State Treasury. The Board is authorized to set tuition, pay expenses, and hire
officials. The chief academic and administrative officers are the Chancellor of the System and the

President of each institution.
Colorado State University
In 1870, the Territorial Council and House of Representatives of the Territory of Colorado created

the Agricultural College of Colorado (College). When the Territory became a state in 1870, the
College was placed under the governance of the State Board of Agriculture.
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The College began admitting its first students in 1879. It was also designated that year as Colorado's
land-grant college and recipient of federal endowment support under the Morrill Act of 1862.
Subsequent federal legislation led to the establishment of the Agricultural Experiment Station and the
Extension Service of the College.

State legislation also made the College responsible for the Colorado State Forest Service. Following
several name changes, the College became Colorado State University in 1957. In this report, the
terms Colorado State University and CSU refer to Colorado State University—Fort Collins.

Resident Instruction

The following eight colleges offer more than 74 undergraduate degrees, 112 Academic Graduate
Degrees and 34 Professional Graduate Degrees including Doctor of Veterinary Medicine:

e College of Agricultural Sciences e Warner College of Natural Resources
e College of Health and Human Sciences e College of Natural Sciences

e College of Liberal Arts e College of Veterinary Medicine and

e College of Business Biomedical Sciences

e Walter Scott, Jr. College of Engineering
Agricultural Experiment Station

The Agricultural Experiment Station provides a basis for agricultural research and study programs
on the Fort Collins campus and at nine research centers located throughout the State. The mission
of the Agricultural Experiment Station is to conduct research that addresses the economic viability,
environmental sustainability, and social acceptability of activities impacting agriculture, natural
resources, and consumers in Colorado. It is a public service organization that disseminates the
results of its research to the public through CSU Extension and various publications and

conferences.
CSU Extension

The mission of CSU Extension is to provide information and education and encourage the
application of research-based knowledge in response to local, state, and national issues affecting
individuals, youth, families, agricultural enterprises, and communities of Colorado. CSU Extension
disseminates among the people of Colorado useful and practical information on subjects related to
(a) agricultural production, marketing, and natural resources; (b) family living; (c) 4-H and other
youth activities; and (d) rural and community development. The location of professional staff

throughout the State permits CSU Extension to respond to the needs of local communities.
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Colorado State Forest Service

The Colorado State Forest Service provides management, protection, and utilization of Colorado
State Forest lands.

Colorado State University—Pueblo

Colorado State University—Pueblo (CSU-P) was incorporated in 1935 as Southern Colorado Junior
College. One year later, local citizens decided to support the institution with county taxes. They
organized the Pueblo Junior College District, and the school was renamed Pueblo Junior College.

In 1951, Pueblo Junior College became the first accredited junior college in Colorado.

In 1963, Colorado's General Assembly enacted legislation changing Pueblo Junior College to a
four-year institution—Southern Colorado State College—to be governed by the board of trustees
of state colleges. By then, four new buildings had been erected on the new campus north of
Pueblo's Belmont residential district. On July 1, 1975, the State Legislature granted the institution
university status. Three years later, the Colorado State Board of Agriculture assumed governance
of the University of Southern Colorado. In July 2003, the university was renamed Colorado State
University—Pueblo.

CSU-P is accredited at the bachelor's and master's levels. CSU-P is a regional, comprehensive
university, with moderately selective admissions standards displaying excellence in teaching and
learning. CSU-P emphasizes professional, career-oriented, and applied programs at the
undergraduate and graduate levels while maintaining strong programs in the liberal arts and
sciences. CSU-P has received the federal government's designation as a Hispanic Serving
Institution granted to universities with at least 25 percent of the student population of Hispanic

descent.
Colorado State University—Global Campus

Colorado State University—Global Campus (CSU-Global) was incorporated in 2008. CSU-Global is
a baccalaureate and graduate online university with the mission in Colorado of offering
baccalaureate degree programs for nontraditional students in partnership with the Colorado
community college system and selected master-level graduate programs. The mission of CSU-Global
is to offer on-line programs that are career-relevant and tailored to existing and emerging industry and
occupational trends within Colorado. CSU-Global will cater to working adults and other nontraditional
students who already have college credit or a two-year degree and want to complete their bachelor's
and/or mastet's degrees. CSU-Global admitted its first students duting the fall 2008 semester.
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Enrollment and Faculty

The System reports full-time equivalent (FTE) student, faculty, and staff for three continuous fiscal

years as follows:

Colorado State University Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 16,817 16,389 16,368
Nonresident Students 8,220 8,777 9,042
Total Students 25,037 25,166 25,410
Faculty FTEs 1,750 1,717 1,874
Staff FTEs 5,637 5,572 5,763
Total Staff and Faculty FTEs 7,387 7,289 7,637

Source: Colorado State University System’s Financial Statements for the Fiscal Year Ended June 30, 2023.

Colorado State University—Pueblo Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 2,471 2,240 2,129
Nonresident Students 398 431 345
Total Students 2,869 2,671 2,474
Faculty FTEs 228 238 173
Staff FTEs 401 388 369
Total Staff and Faculty FTEs 629 626 542

Source: Colorado State University System’s Financial Statements for the Fiscal Year Ended June 30, 2023.

Colorado State University—Global Campus Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 2,964 2,536 2,251
Nonresident Students 5,520 4,728 4,238
Total Students 8,484 7,264 6,489
Faculty FTEs 312 295 285
Staff FTEs 187 199 167
Total Staff and Faculty FTEs 499 494 452

Source: Colorado State University System’s Financial Statements for the Fiscal Year Ended June 30, 2023.

11-86 Colorado Office of the State Auditor



Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the University.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program

Colorado State Reporting Compliance  Reporting  Compliance

University
- - 1 - - 1

Finding 2023-016
IT Governance and Disaster Recovery Plans

Government Auditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be caused by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and responses have been provided to the System in a separate,

confidential memorandum.

The Colorado State University’s (University or CSU), Department of Information Technology (CSU
IT or Department) is responsible for operating and maintaining the University’s computer systems,
which would include, for example, the I'T component of CSU’s overall contingency planning

process.

Contingency planning includes the development of disaster recovery plans (DRP), which are
information system-focused plans designed to restore operability of system(s), application(s), or
computer facility infrastructure, after a physical disaster or emergency. An organization’s DRP may
support multiple information system contingency plans to address recovery of impacted individual
systems, in accordance with management’s expectations for prioritizing the restorations of

information systems, in order of criticality to the organization’s mission and purpose.

For the Fiscal Year 2023 audit, we focused our IT audit work on the following three University

systems:

e Kuali—Supports the University’s general ledger and financial accounting.
e Oracle—Used by University staff to perform Human Resources and payroll activities.

e Banner—Functions as the student information system and tracks student financial aid.
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What was the purpose of our audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether CSU IT designed and
implemented effective computer operations I'T general controls related to disaster recovery. Our
Fiscal Year 2023 procedures included performing inquiries of CSU IT staff and requesting disaster

recovery policies along with the DRPs associated with the three systems previously listed.

How were the results of the audit work measured?

We applied the security and privacy control framework established and published by the National
Institute of Standards and Technology (NIST), Special Publication 800-53 Rev. 5, Contingency Plan,

as an industry leading standard and as a framework CSU management prescribes to for guidance.

What problems did the audit work identify?

During Fiscal Year 2023, we found that CSU IT had not established a formalized IT policy for the
development, documentation, and dissemination of disaster planning. Additionally, we found certain

computer operations I'T general controls that had not be designed or implemented.

Why did these problems occur?

CSU IT staff stated that turnover within the Department was the contributing factor to why a
formalized disaster recovery I'T policy and other certain computer operations I'T general controls
not developed to align with CSU management’s prescribed security and privacy framework during
Fiscal Year 2023.

Why do these problems matter?

When management does not establish their disaster recovery expectations management cannot be
assured that University I'T staff will respond appropriately, in the event of a system disruption or
disaster, or that systems will be restored in a timely manner that prioritizes the system’s criticality to

CSU’s mission and purpose.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-016

The Colorado State University (CSU or University) should prioritize staffing and related assignment
of responsibilities in the Department of Information Technology (CSU IT) to ensure University IT
staff will respond appropriately in the event of a system disruption or disaster and that systems will be

restored in a timely manner that prioritizes the system’s criticality to CSU’s mission and purpose by:

A. Implementing the recommendation as noted in Part A of the confidential finding.

B. Implementing the recommendation as noted in Part B of the confidential finding.

Response
Colorado State Unipersity

A. Agree
Implementation Date: July 2024

Colorado State University agrees with, and will implement, the recommendations noted in the
confidential finding.

B. Agree
Implementation Date: July 2024

Colorado State University agrees with, and will implement, the recommendations noted in the
confidential finding.

Metropolitan State University of Denver

Established in 1963 as Colorado’s “College of Opportunity,” Metropolitan State University of
Denver (the “University”, or “MSU Denver”) is the third largest higher education institution in
Colorado and one of the largest public four-year universities in the United States. With a modified
open-enrollment policy, students who are at least 20 years old need only have a high school diploma,
a general educational development (GED) high school equivalency certificate, or the equivalent to
gain admission.

The University is governed by the Board of Trustees, an 11-member board consisting of 9 voting
members appointed by the Governor of Colorado with the consent of the Senate, and a faculty and

a student representative, both of which are non-voting.

The University offers over 100 major fields of study and over 100 minors, 36 undergraduate

certificates, and more than 40 licensure programs. Bachelor’s degree options include Bachelor of
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Science, Bachelor of Arts, Bachelor of Fine Arts, Bachelor of Music, Bachelor of Music Education,
and Bachelor of Science in Nursing. Academic programs range from the traditional, such as english,
art, history, biology, and psychology, to business related degrees in computer information systems,
accounting and marketing, and professional directed major and minor programs in nursing,
healthcare management, criminal justice, premedicine, and prelaw. Additionally, the University offers
10 master’s degrees and 12 certificates at the graduate level. The master’s programs include teaching,
social work, professional accountancy, health administration, business administration, cybersecurity,
clinical behavioral health, speech-language pathology, curriculum and instruction, and nutrition and
dietetics. The University offers all academic programming through its College of Business, School of
Education, School of Hospitality, College of Letters, Arts and Sciences, College of Health and
Human Sciences, and College of Aerospace, Computing, Engineering, and Design. Programs

formats vary and include in-person, online, and hybrid options.

Full-time equivalent (FTE) students, faculty, and staff reported by the University for the last 3 fiscal

years were as follows:

Metropolitan State University of Denver Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 13,139 11,774 11,149
Nonresident Students 501 462 448
Total Students 13,640 12,236 11,597
Faculty FTEs 713 773 762
Staff FTEs 550 625 652
Total Staff and Faculty FTEs 1,263 1,398 1,414

Source: Metropolitan State University of Denver’s Financial Statements for the Fiscal Year Ended June 30, 2023.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the University.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Metropolitan Financial Program Financial Program
State University Reporting Compliance  Reporting  Compliance
of Denver
- - 1 - - 1
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Finding 2023-017

Accurate and Timely Reporting of Assets and Liabilities in
Financial Statements and Exhibits Submitted to the Office of
the State Controller (OSC)

Metropolitan State University of Denver (University) accounting staff are responsible for all of the
University’s financial accounting and reporting. The University’s accounting staff are also
responsible for reporting fiscal year-end accounting information through forms, or exhibits, to the
Office of the State Controller (OSC) for inclusion in the State’s financial statements. The OSC
collects information from state departments after each fiscal year end through
department/university submitted exhibits to assist in the preparation of the State’s financial
statements and required note disclosures. The University reports its assets and liabilities in both its
annual financial statements and exhibits that it submits to the OSC. The University is required to
prepare its financial statements in accordance with generally accepted accounting principles (GAAP).
The Government Accounting Standards Board (GASB) establishes GAAP for state and local
government entities through the issuance of GASB statements, which the University must comply

with when preparing its financial statements.

Typically, to ensure accurate reporting of balances, the University performs account reconciliations
on a monthly basis. These reconciliations involve comparing general-ledger account balances within
the University’s financial reporting system to supporting documentation, such as monthly bank

statements and accounts payable aging reports.

After the final reconciliations at fiscal year end are completed, the University prepares financial
statements and submits exhibits to the OSC, including Exhibit |1, Stand Alone Financial Statenent
Reconciliation, and Exhibit M, Custodial Risk of Cash Deposits. The Exhibit J1 reconciles the University’s
Statement of Net Position to the trial balance recorded within the Colorado Operations Resource
Engine (CORE), the State’s accounting system. The Exhibit M reports the University’s cash
balances at financial institutions, not including the amounts at the State Treasury. As of June 30,
2023, the University reported $11.8 million on its Exhibit M as its cash balances at financial

institutions.

In January 2023, the University implemented a new accounting system, Workday. As a result, the
University implemented new processes, reconciliations, and close procedures for Fiscal Year 2023.
The University’s implementation effort was large, time-consuming, and took many resources. One
of the University’s new processes is the “supplier invoice requests-manual process” that occurs
within Workday; this is the process to record payments that are direct-debited out of the University’s
bank accounts. This is an automated process within Workday in which the entry records a debit to

the appropriate expense account and a credit to the accounts payable account. When the payment is
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made for a supplier invoice requests-manual, Workday records a debit to accounts payable and a

credit to the cash account.

What was the purpose of our audit work and what was
performed?

The purpose of our audit work was to determine whether the University propetly reported its cash
and accounts payable balances as of June 30, 2023, both in its financial statements and in exhibits
submitted to the OSC.

As part of our audit test work, we reviewed the University’s June 2023 monthly account
reconciliations and supporting documentation for the University’s financial statement report line,
Cash and Cash Equivalents, to determine if the account balances that were reported in the financial

statements were accurate as of June 30, 2023.

Additionally, the purpose of our work was to review the University’s Exhibit J1, Exhibit M, and
supporting documentation for each to determine whether the information submitted to the OSC for

Fiscal Year 2023 was complete, accurate and submitted timely.

How were the results of the audit work measured?

We measured our audit work against the following criteria:

e GASB Codification 1600.103 specifies that assets, such as cash, and liabilities, such as accounts
payable, should be recognized when the exchange transaction takes place. An exchange
transaction is when something of value passes between two or more parties. Therefore, the
University is required to reduce its accounts payable balance in the general ledger in the same

period when the obligation is paid.

e The OSC’s Fiscal Procedures Manunal, which contains instructions for completing exhibits, states:
“Departments should ensure all required exhibits are submitted on time ... and are thoroughly
reviewed for completeness and that balances agree to CORE balances where applicable.
Additionally, departments must submit revised exhibits if balances or information reported on

prior versions has changed in a timely manner.”
e The OSC’s Open/Close Calendar for Fiscal Year 2023, which contains due dates for submitting

exhibits, specifies that the Exhibit M was due on August 16, 2023 and the Exhibit J1 was due on
September 8, 2023.
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What problem did the audit work identify?

During the course of the audit, management identified in October 2023 approximately $3.0 million
in the University’s accounts payable balances that was paid prior to the year ended June 30, 2023;
however, the University had not reduced the Fiscal Year 2023 accounts payable and the cash balance
within the general ledger system. As such, the University’s initial financial statements and trial
balances provided to us had both cash and accounts payable overstated by $3.0 million. Specifically,
in its initial financial statements and in the initial exhibits, the University erroneously reported a Cash
and Cash Equivalents balance of $130.7 million when the balance should have been reported as
$127.7 million and erroneously reported Accounts Payable balance of $10.2 million when the

balance should have been reported as $7.2 million.

Additionally, the University did not present accurate information in the Exhibit J1 and Exhibit M
that it submitted to the OSC. These exhibits also initially overstated cash and accounts payable by
$3.0 million. Lastly, the University was untimely in submitting revised exhibits given the timing the
error was identified. The revised exhibits were submitted on October 7, 2023, 52 days after the
original due date for the Exhibit M and 28 days after the original due date for the Exhibit J1.

Why did this problem occur?

Due to the University’s implementation of Workday in Fiscal Year 2023, the University’s Fiscal Year
2023 financial close process took longer than normal and the reconciliations and reviews were
delayed. Typically, the University completed its reconciliations by August, prior to the submission
of Exhibits to the OSC and the start of the audit. Yet, given the Workday implementation, the
University was still performing the cash reconciliation in October 2023, after the due date for the
University’s exhibits to be submitted to the OSC.

As noted previously, one of the impacts of the University’s implementation was the University
developing new processes for completing reconciliations. At the time of the audit and when exhibits
were due, the University’s development of the reconciliation process was ongoing and the University
was continuing to investigate the reconciling differences for cash and accounts payable. Under
normal operating circumstances, University policy requires reconciliations to be completed by the

last business day of the month following the close of the period.
The University’s investigation in October 2023 identified that “supplier invoice request-manual”

entries that had payments made in June 2023 were improperly recorded in the cash and accounts

payable accounts for July 2023, not June 2023.
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Why does this problem matter?

Without timely controls in place to ensure that account balance reconciliations are properly
prepared, the University cannot ensure timely financial reporting of its stand-alone financial
statements or accuracy of its balances within the exhibits it submits to the OSC. Failure to submit
timely, correct exhibits results in noncompliance and potential delays in the State’s financial

reporting timeline and could result in untimely issuance of the University’s financial statements.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-017

Metropolitan State University of Denver (University) should strengthen its internal controls over
financial reporting to ensure the University’s financial statements and the exhibits the University
submits to the Office of the State Controller are accurate and complete. This should include
ensuring that all account balance reconciliations under the new Workday system are operating

effectively and completed by the due dates specified in the University’s policies.

Response
Metropolitan State University of Denver

Agree
Implementation Date: July 2024

The Workday implementation occurred in January and with only six months available to implement
new processes and perform reconciliations the University experienced delays in the year-end close

process.

The University has since been able to formalize a previously informal process to notify the
Controller when there are bank reconciliation items in excess of $500,000 which will allow for
additional consideration to be given on whether entries are needed before the fiscal year is closed.
The University has also adopted a process at year-end that requires all manual payments submitted
after June 30™ to be accompanied by an ad-hoc payment to record the cash outlay. Lastly, a report
will be run before period 13 is closed that looks for manual payment settlements done after June 30"

which will then be reconciled back to manual accounts payable entries to ensure none were missed.
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University of Colorado

The University of Colorado (University) was established on November 7, 1861 by an Act of the
Territorial Government. Upon the admission of Colorado into the Union in 1876, the University
was declared an institution of the State of Colorado (the State) and the Board of Regents was
established under the State Constitution as its governing authority.

The University consists of the University System office and the following three accredited campuses:

e University of Colorado Boulder
e University of Colorado Denver | Anschutz Medical Campus
e University of Colorado Colorado Springs

The three campuses comprise 26 schools and colleges, which offer 184 programs of study at the
undergraduate level and 315 at the graduate level, offering 386 bachelor and master’s degrees, along
with 110 doctorates.

The Board of Regents is charged constitutionally with the general supervision of the University and
the exclusive control and direction of all funds of and appropriations to the University, unless
otherwise provided by law. The Board of Regents consists of nine members serving staggered six-
year terms, one elected from each of the State’s seven congressional districts and two elected from

the State at large.

The Board of Regents appoints the President of the University. The President is the chief executive
officer of the University. The President is responsible for the administration of the University and for
compliance of all University matters with applicable regent laws and policies and state and federal
constitutions, laws, and regulations. The President is the chief academic officer of the University,
responsible for providing academic leadership for the University in meeting the needs of the State,
and shall maintain and advance the academic policies of the University. The President is also the chief
spokesperson for the University and interpreter of University policy and represents and interprets the
roles, goals, and needs of the University throughout the State and elsewhere, as appropriate. The
Chancellors are the chief academic and administrative officers at the campus level, responsible to the
President for the conduct of the affairs of their respective campuses in accordance with the policies
of the Board of Regents.

Enrollment, tuition, and faculty and staff information for the last 3 fiscal years were as follows:
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University of Colorado Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023

Undergraduate Resident Students 31,816 30,308 30,069
Undergraduate Nonresident Students 13,755 14,451 14,466
Graduate Resident Students 10,297 9,725 9,218
Graduate Nonresident Students 3,784 4,264 4,396
Total Students 59,652 58,748 58,149
Faculty FTEs 7,439 7,517 8,015
Staff* FTEs 14,754 15,092 15,810
Total Staff and Faculty FTEs 22,193 22,609 23,825

Source: University of Colorado’s Financial Statements for the Fiscal Year Ended June 30, 2023.
*Medical residents were included in the FTE for Other Faculty and Staff.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the University.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program

University of Reporting Compliance  Reporting  Compliance

Colorado
1 - - - - 1

Finding 2023-018
Reclassification of Net Position

According to Governmental Accounting Standards Board (GASB) Concept Statement No. 4,
Elements of Financial Statements, net position is defined as the “residual of all other elements presented
in the statement of financial position.” Therefore, net position is measured by the difference
between assets and deferred outflows of resources, less liabilities and deferred inflows of resoutces.

Net position is the cumulative net total of all resources from the University’s activities.

Net position is classified into three broad categories: net investment in capital assets, restricted net
position, and unrestricted net position. Net investment in capital assets is a prescribed calculation
performed by the University each year during financial reporting and equals the University’s
investment in capital assets, net of related debt, and plus or minus other related balances. Restricted
net position is determined by external constraints placed on certain revenues that comprise the net
position balances. Unrestricted net position is the residual after the calculation of net investment in
capital assets and restricted net position. Typically, in financial reporting, the net investment in

capital asset financial statement line item is computed first, then the restricted net position line items
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are determined, and finally, the residual amount of net position is recorded as unrestricted net
position. Restricted net position signifies the ability to spend those funds only on specific purposes.
For example, the University may receive a gift in which the donor (an external party) places a
constraint on the funds in that the gift may only be used for a specific purpose, such as athletics or
student enrichment. The University’s restricted net position largely consists of funding specific for
student loans, scholarships, capital projects, gifts from donors, and endowments. Unrestricted net
position can be expended on any purpose of the University and at the University’s discretion.
During Fiscal Year 2023, the University reported total net position as $3.9 billion, broken out as $2.1

billion in net investment in capital assets, $743.3 million as restricted, and $1.1 billion as unrestricted.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to assess the adequacy and effectiveness of the University’s
internal controls over financial reporting, and to ensure the accuracy of the University’s financial
statements, specifically, the composition of the its position at Fiscal Year Ended June 30, 2023, and
determine if the University’s constraints over restricted net position comply with GASB
requirements. We made inquiries of University management as to the composition of the net
position balances and obtained the detail of the net position categories provided by the University to
determine if the restricted net position met the definition of such contained in the authoritative

criteria.

How were the results of the audit work measured?

GASB Statement No. 34, Basic Financial Statements—and Management’s Discussion and Analysis—for State
and Local Governments (GASB Statement No. 34), as amended, states that net position should be

reported as restricted when constraints placed on net position use are either:

e Externally imposed by creditors, grantors, contributor’s or laws or regulations of other

governments; or
e Imposed by law through constitutional provisions or enabling legislation.
Therefore, in order for net position to be reported as restricted on the University’s financial

statements, the constraint must be from an external source, such as a bond covenant, donors or

law/statute.
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What problem did the audit work identify?

During Fiscal Year 2023, the University informed us that they determined that the composition of
the net position accounts was not allocated propetly between restricted and unrestricted balances.
Specifically, the University had $743.4 million classified as restricted net position, but the University
stated they could not provide an explanation or support for the entire restricted net position balance.
This resulted in the University overstating the restricted net position by approximately $182.5
million in Fiscal Year 2023, which understated the unrestricted net position. The University
subsequently corrected the Fiscal Year 2023 balances. Since the University presents comparative
financial statements, the University also calculated $153.4 million as the total correcting adjustment
between restricted and unrestricted net position for Fiscal Year 2022. The University chose not to
record this adjustment and restate the Fiscal Year 2022 balances. As the University has corrected this
issue for the year ended June 30, 2023 and the impact of this correction has no impact on revenue or
expenses or overall net position, this correction was determined to not be misleading to the users of
the financial statements, and therefore a restatement of the year ended June 30, 2022 was not judged

necessary.

Why did this problem occur?

This problem occurred because the University did not ensure the proper review and monitoring of
the classification of the restricted net position according to GASB Statement No. 34. Specifically,
the University improperly categorized funds for future debt service on auxiliary enterprises as
restricted rather than unrestricted, because the University’s debt agreements do not specify revenue

thresholds that the University needs to maintain for future debt payments.

Why does this problem matter?

The University should ensure the proper classification of the net position balances in order to
present the most accurate representation of the financial results. The proper classification of the net
position balance tells the reader of the financial statements how much net position is free to be
expended on purposes determined by management and the University versus how much can be

spent on specific purposes.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-018

The University of Colorado (University) should establish and strengthen controls over financial

reporting in order to ensure that its financial statements are prepared accurately and in accordance
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with all relevant accounting standards. Specifically, the University should ensure that staff review
and monitor the classification of all restricted net position balances in accordance with GASB
Statement No. 34.

Response
University of Colorado

Agree
Implementation Date: March 2024

The University agrees with the finding. After University personnel discovered the issue, an in-depth
analysis of net position balances was made to classify amounts into the proper net position category.
The University has developed a plan to address the coding issue that resulted in the misclassification
of net position balances. It is anticipated that by the end of March 2024, the underlying coding will

be corrected to ensure proper classification among net position balances.

Western Colorado University

Founded in 1911 as Colorado State Normal School, Western Colorado University (the University) is
Colorado’s oldest college west of the Continental Divide. Originally planned as a preparatory college
for teachers, the University remained a Normal School until 1923 when it was renamed Western
State College. Western State College became Western State Colorado University on August 1, 2012,
and Western Colorado University on July 1, 2019. The University’s statutory mission, contained in
Section 23-56-101, C.R.S,, states that the University is a general baccalaureate institution with
selective admission standards. The mission also states that the University shall offer undergraduate
liberal arts and sciences and professional degree programs, basic skills courses, and a limited number

of graduate programs. The University shall also serve as a regional education provider.

Effective July 1, 2003, Section 23-56-102, C.R.S. established the Board of Trustees (the Trustees) of
the University to serve as the University’s governing board. Nine of the eleven Trustees are
members outside the University who are appointed by the Governor with the consent of the Senate.
The remaining two members consist of a student, elected by the student body, and a faculty
member, elected by full-time faculty. Both of these members are nonvoting members. The Trustees
have full authority and responsibility for the control and governance of the University, including
such areas as role and mission, academic programs, curriculum, admissions, finance, and personnel
policies. To exercise their authority appropriately, the Trustees regularly establish policies designed
to enable the University to perform its statutory functions in a rational and systematic manner. To
assist them in meeting their responsibilities, the Trustees delegate to the President the authority to

interpret and administer their policies in all areas of operations.
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Full-time equivalent (FTE) students, faculty, and staff reported by the University for the last 3 fiscal

years were as follows:

Western Colorado University Full-Time Equivalent (FTE)
Students, Faculty, and Staff, Fiscal Years 2021 through 2023

2020-2021 2021-2022 2022-2023
Resident Students 1,610.5 1,655.3 1,705.6
Nonresident Students 547.2 603.6 565.9
Total Students 2,157.7 2,258.9 2,271.5
Faculty FTEs 157.6 166.9 165.5
Staff FTEs 228.5 230.9 239.2
Total Staff and Faculty FTEs 386.1 397.8 404.7

Source: Western Colorado University’s Financial Statements for the Fiscal Year Ended June 30, 2023.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the University.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program

DU Rl D Reporting Compliance  Reporting  Compliance

University
- - 2 - - 2

Finding 2023-019
Timely Bank Account Reconciliations

Western Colorado University’s (University) accounting department is responsible for the
University’s financial accounting and reporting, including the accurate and timely reconciliation
and review of bank accounts and statements. This requires the University to properly
implement adequate internal controls over its cash receipts and disbursements process,
including a strong bank reconciliation process. The University has a total of five bank accounts
for separate purposes: one for revenue deposits (other than federal funds) (Revenue Fund), one
for deposits of federal funds, one for disbursements (Imprest), one for payroll (Payroll) and
one for holding cash (Treasury). The bank balances as of June 30, 2023 for the Revenue Fund,
federal funds, Imprest, Payroll and Treasury accounts were $22,420; $10; $4,731,898; $0; and
$92,691, respectively. Deposits include tuition, payments from the state and federal

government, and auxiliary services.

11-100 Colorado Office of the State Auditor



The University utilizes enterprise resource planning systems (ERP) called Banner and Workday
for various financial processes including, but not limited to, financial reporting, procurement,
and payroll. Workday was implemented during Fiscal Year 2023 as the primary ERP for the

University’s financial reporting.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to assess the design and effectiveness of the University’s internal
controls over cash receipts and disbursements. As part of these audit procedures, we performed
walkthroughs with University accounting staff to determine whether staff prepared and reviewed
monthly bank statement reconciliations for the University’s Imprest bank account in a timely
manner. Specifically, we requested that University staff provide us with the April 2023 Imprest
account’s bank reconciliation. We also inquired with University management on the other bank

account reconciliations.

How were the results of the audit work measured?

As stated in the University’s Internal Control procedure memo, Division of Duties (last updated
June 2023), the Asset Accountant should reconcile the revenue, clearing, accounts payable, and
payroll bank account balances reported within its accounting software to the monthly bank
statements for those accounts and these should be reviewed by the controller. This should be done

in a timely manner to ensure that:

e All receipts and disbursements are recorded.

e Disbursements are clearing the bank in a reasonable time frame.

e Bank account statements are reviewed timely and reconciled to the University’s accounting
records.

e Reconciling items are appropriate and are being recorded.

e The reconciled cash balance agrees to the general ledger cash balance.

The Office of the State Controller has adopted the U.S. Government Accountability Office’s
Standards for Internal Control in the Federal Government (Green Book), as the internal control framework to
be used by state agencies and institutions of higher education. Green Book, Paragraph 16.05, states
that “Management performs ongoing monitoring of the design and operating effectiveness of the
internal control system as part of the normal course of operations. Ongoing monitoring includes
regular management and supervisory activities, comparisons, reconciliations, and other routine
actions.” Specifically, bank account reconciliations are a key component of internal controls over
cash. Further, the bank account reconciliation preparation and review should occur shortly after

each month end to identify errors or potential fraud in a timely manner.
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What problem did the audit work identify?

As a result of our walkthrough, we determined that the University did not perform reconciliations
over its Imprest or Payroll bank accounts in a timely manner for the last six months of Fiscal Year
2023 (January 2023 through June 2023). Specifically, based on documented preparer signoffs and
supervisory reviews that we saw on printouts, University staff did not begin performing any of the
reconciliations for that period in Workday until July 2023 and they were finished in September 2023.
University management reported that all other accounts had been reconciled as part of the monthly

closing process.

Why did this problem occur?

The University’s Internal Control procedure memo does not specify a required timeframe for

preparation and supervisory review of the University’s bank account reconciliations.

Why does this problem matter?

By failing to perform and review bank reconciliations in a timely manner, the University increases its
risk that misstatements related to cash transactions, whether due to errors or fraud, will occur and
not be identified and addressed timely.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-019

Western Colorado University (University) should improve its internal controls over the University’s
bank accounts by updating the University’s Internal Control procedure memo to specify a required
timeframe shortly after month end for preparation and supervisory review of bank account
reconciliations and ensuring that bank reconciliations are completed and reviewed within required

timeframes.
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Response
Western Colorado Unipersity

Agree
Implementation Date: December 2023

Western Colorado University (University) will update the University’s Internal Control procedure
memo to specify a required timeframe shortly after month end for preparation and supervisory
review of bank account reconciliations and ensuring that bank reconciliations are completed and

reviewed within required timeframes. This update will be implemented in December 2023.

Finding 2023-020
Banner and Workday Information Security

Government Anditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and responses have been provided to the University in a

Separate, confidential memorandunm.

Western Colorado University (University) utilizes enterprise resource planning systems (ERP)
called Banner and Workday for various financial processes. Workday was implemented during
Fiscal Year 2023 as the primary ERP for the University; however, Banner remained the system
of record for student accounts. The University’s Information Technology Services (ITS)
department is responsible for managing I'T general controls for both information systems,
including controls relevant to information security which are divided among the administration
functions within I'TS.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine the University’s progress in implementing our
Fiscal Year 2022 audit recommendation related to Banner information security to improve I'T

governance, as well as access management.

How were the results of the audit work measured?

We measured the results of our audit work against the following:
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e Western Colorado University’s IT93 — Security Policy.

e The Office of the State Controller’s policy, Internal Control System, requires state agencies to use
the Standards for Internal Control in the Federal Government (Green Book), published by the U.S.
Government Accountability Office, as its framework for its system of internal controls.
Specifically, Sections 12.02 through 12.04 state that management should document and
communicate, through policies, the internal control responsibilities for operational processes’
objectives and related risks, as well as establish the design, implementation, and operating
effectiveness of a control activity or activities, in that personnel can implement the control

activities for their assigned responsibilities.

What problems did the audit work identify?

Opverall, we determined that the University had not fully implemented our Fiscal Year 2022 audit

recommendation to improve IT governance, including access management I'T general controls.

Why did these problems occur?

University management stated that while they agreed to the Fiscal Year 2022 recommendation,
during Fiscal Year 2023, they changed their implementation intention. In addition, University
management also stated that I'TS staff were focused on other higher priority I'T projects and were

unable to implement the Fiscal Year 2022 recommendations.

Why do these problems matter?

Without adequate Banner and Workday access management controls in place, there is an increased
risk of unauthorized access and that access management controls are not consistently performed to
meet University management’s expectations. Consequently, such risks could negatively impact the
confidentiality and integrity of the data processed and stored within Banner and Workday and
potentially result in the misappropriation of University assets and/or misstatements to the

University’s financial statements.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-013B and 2022-013C.

Recommendation 2023-020

Western Colorado University (University) should improve Banner and Workday access

management controls by:
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A. Implementing the recommendation noted in Part A of the confidential finding.

B. Implementing the recommendation noted in Part B of the confidential finding

Response
Western Colorado University

A. Agree
Implementation Date: June 2024

Western Colorado University will implement the recommendation noted in Part A of the
confidential finding.

B. Agree
Implementation Date: June 2024

Western Colorado University will implement the recommendation noted in Part B of the
confidential finding.
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Department of Higher Education—Adams State University

The following finding and recommendation relating to an internal control deficiency classified as a

Material Weakness was communicated to Adams State University (University) in the previous year
and has not been remediated as of June 30, 2023 because the original implementation date provided
by the University was in a subsequent fiscal year. This complete finding and recommendation can be
found within the original report and the complete recommendation can be found within Section I'V:

Prior Audit Recommendations of this report.

Accounting Reconciliation and Reporting Controls

Current Rec. Number [RiopkEZepil
Prior Rec. Number(s)  jrioeryZeoy

O ENfileElie s Material Weakness
Implementation Date(s) & IopL}

11-106 Colorado Office of the State Auditor



Department of
Human Services

The Department of Human Services (Department) is solely responsible, according to statute
[Section 26-1-111 (1), C.R.S.], for administering, managing, and overseeing the delivery of the State’s
public assistance and welfare programs throughout Colorado. Most of these programs are
administered through local county depattments of human/social services. The Department also
manages and directly administers programs in the areas of developmental disabilities, mental health,

nursing homes, and youth corrections.

The Department also oversees the Colorado Veteran’s Community Living Centers (Living Center),
or nursing homes, that were established under Section 26-12-201, C.R.S. The Department oversees
the following Living Centers:

e Veterans Community Living Center at Fitzsimons

e Bruce McCandless Veterans Community Living Center at Florence
e Veterans Community Living Center at Homelake

e Veterans Community Living Center at Rifle

e Spanish Peaks Veterans Community Living Center at Walsenburg

The Living Centers serve all veterans of service in the armed forces of the United States, their
spouses, or their widow(er)s, and “Gold Star” parents. A gold star parent is a parent whose child

died in combat or as a result of injuries received in combat.

For Fiscal Year 2023, the Department was appropriated approximately $2.6 billion and a budgeted
5,242 tull-time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.
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Department of Human Services Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Federal Funds
$565.3

Reappropriated Funds
$218.6

—— Cash Funds
$729.6

General Fund
$1,079.0

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Department of Human Services Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Office of Office of Adults,
Behavioral Health Aging & Disability
1,495 Services
1,589

Office of
Economic Security
169

Other/
160
—______ Office of Children,
Youth & Families

Administration and Finance 1283

546

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program
Reporting Compliance™  Reporting  Compliance™

Department of
Human Services

1 3 1" 4" - 8

*One Significant Deficiency is related to both financial controls and federal awards and is counted in
both the federal and financial columns. See Finding 2023-062.

“*See Section llI: Federal Awards Findings

Finding 2023-022
Review of Financial Statements for Proper Accrual Accounting

The Bruce McCandless Veterans Community Living Center at Florence’s (Center) accounting
division is responsible for all of the Center’s financial accounting and reporting, including the
accurate entry and approval of financial transactions in the Centet’s accounting system. Although
the Center’s financial information is part of the Department of Human Services’” (Department)
overall financial activity and is included and reported in the State’s financial statements, the Center
prepares separate, standalone financial statements and undergoes a separate Office of the State
Auditor-contracted audit approximately every 4 years. Because governmental operations are diverse
and constrained by numerous legal and fiscal requirements, a basic principle of governmental
Generally Accepted Accounting Principles, or GAAP, is fund accounting. A fund represents part of
the activities of an organization, so that each fund separates the organization’s activities in the
accounting records and has a self-balancing set of accounts. In order to more easily demonstrate
compliance with legal restrictions or limitations, governmental transactions and balances are

accounted for through separate funds across several sets of financial statements.

What was the purpose of the audit work and what work was
performed?

The purpose of the audit work was to review the Center’s Fiscal Year 2023 financial statements to
determine whether they were accurate, whether all accruals were recorded at fiscal year end, and
whether all accruals from prior years had been reversed in the Colorado Operations Resource

Engine (CORE), the State’s accounting system.

We reviewed the Center’s Fiscal Year 2023 financial statements, once we received them, and

performed test work on its account balances as of the end of the fiscal year. We reviewed all material
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balance sheet account balances to determine whether the balances were accurate, whether all current

year accruals had been recorded, and whether all prior-year accruals had been reversed, as required.
How were the results of our audit work measured?

We reviewed account balances to determine whether they were accurate and reflected adherence to

the following requirements:

e The Center should record accurate accruals at the end of the year and ensure that all prior year
accruals have been reversed. Under GAAP guidelines, enterprise funds are to follow the accrual
basis of accounting. This accounting basis requires that an organization estimate and record
revenue in the period earned or expenses in the period the expenses are related to. Accruals
should be recorded at the end of the period and any accruals from the prior year should be

reversed.

o State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state agencies “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the
accounting transaction (substance rather than form).” For example, internal accounting and
administrative controls include providing periodic staff training on fiscal year end accounting
processes, developing appropriate procedures, and implementing new governmental accounting

standards.

e The Office of the State Controller has adopted the Standards for Internal Control in the Federal
Government (Green Book), published by the U.S. Government Accountability Office, as the
State’s standard for internal controls, which all state agencies must follow. Green Book,
Paragraph OV2.14, Roles in an Internal Control System, states that management is responsible for
designing an internal control system which includes controls over the preparation of financial

reporting in accordance with professional standards and applicable laws and regulations.
What problems did the audit work identify?

The Center did not properly reverse a prior accrual for deferred revenue and the financial statements

were not prepared in a timely manner. Specifically:

o The Center did not reverse a Fiscal Year 2019 accrual for estimated deferred revenue in the
amount of $315,577, at year end for Medicaid reimbursements that were received in advance.
The Center should have recognized the revenue in the following periods as it was earned. The
SBITA principal payment of $41,121, was recorded as an expense instead of a reduction in the
short-term liability. When the Center’s fixed assets were initially recorded in CORE, the amounts
brought over from the previous general ledger software system were incorrect and accumulated
depreciation was off by $44,192.
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e The Center’s staff were not ready and prepared for the audit in August, when we were scheduled
to perform our test work on the financial statements. The Center and the Department did not
ensure that they had sufficiently trained and experienced staff or a contract accountant available
to prepare the financial statements timely after fiscal year end, so the partial financial statements
without the notes to the financial statements were not ready for our testing until early October.
Further, the complete financial statements, containing all sections such as Required

Supplementary Information and the notes, were not ready for our testing until November.

Why did these problems occur?

The Center’s accounting staff did not have sufficient internal controls over financial reporting to
ensure that its financial statements were prepared timely and in accordance with all relevant
accounting standards. First, the Center does not have a review process in place over its balance sheet
account balances, including deferred revenue. Center staff specifically indicated that the process for
reviewing balances is time consuming and requires the individual to create a pivot table worksheet
from all the general ledger activity since CORE was implemented. Second, neither the Center or the
Department has ensured that the Center has staff with the necessary experience and abilities to
prepare its financial statements. Rather, the Department and Center rely on an external accountant

to prepare the financials and produce a balance sheet for the Center.

Although the prior accountant used by the Department to prepare another living center’s Fiscal Year
2022 financial statements informed the Center in April or May of 2023 that it was not renewing its
audit engagement contract to prepare the Center’s Fiscal Year 2023 statements, neither Center nor
Department staff took steps to recruit a new accountant to prepare the financial statements until
September, or 3 months after fiscal year end, when they were able to re-engage the prior accountant.
We ultimately received the full set of draft financials for our testing on November 9, 2023—

approximately 3 months late.

Why do these problems matter?

Without adequate controls in place over its financial activities and reporting, the Center cannot
ensure the accurate and timely reporting of its financial information and, ultimately, the State’s
financial statements. Financial-related reports need to be generated routinely so that account
balances can be reviewed and adjusted accordingly so the financial statements represent the
appropriate balances at the end of the year.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-022

The Bruce McCandless Veterans Community Living Center at Florence should strengthen its
internal controls over its financial activities by:

A. Instituting a review process over its account balances that includes procedures for generating
balance sheet reports from the Colorado Operations Resource Engine (CORE) and making

necessary adjustments to ensure balances, such as accrued revenues, are accurate.

B. Ensuring that it has sufficient internal and/or external staff resources with the experience and

training necessary to prepare the Center’s financial statements timely and accurately.

Response
Department of Human Service’s Bruce McCandless 1 eterans
Community Living Center at Florence

A. Agree
Implementation Date: October 2024

The Colorado Veterans Community Living Center at Florence agrees with the recommendation
and will perform quarterly balance sheet account analysis to ensure that entries made are

appropriate to keep the balance sheet accounts current.

B. Agree
Implementation Date: June 2024

The Colorado Veterans Community Living Center at Florence will ensure there is sufficient
experience and training for the timely and accurate preparation of the Center’s financial
statements. The Center will determine if these resources are best suited as an internal or external

resource.
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Department of Labor
and Employment

The Department of Labor and Employment’s (Department) Division of Unemployment Insurance
is responsible for the administration and monitoring of Colorado’s unemployment insurance (UI)
programs, including audits and investigations to ensure proper payment of premiums and benefits.
The Department’s Division of Employment and Training is responsible for the administration of
the workforce development programs, state-run workforce centers, and research and analysis on
Colorado’s employment trends. The Department’s Division of Vocational Rehabilitation and
Independent Living Services is responsible for providing vocational rehabilitation services to
individuals with disabilities so they can obtain employment, and also provides financial and technical
support to nonprofit, independent living centers that help individuals with disabilities live and work
independently in the community of their choice. The Department’s Division of Workers'
Compensation is responsible for enforcing workers' compensation laws, and works to ensure quick
and efficient delivery of disability and medical benefits to injured workers at a reasonable cost to

employers, with minimal litigation.

For Fiscal Year 2023, the Department was appropriated approximately $335.4 million and 1,344 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Labor and Employment Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Cash Funds
$111.8

Federal Funds
$185.0

General Fund
$31.5

\ Reappropriated Funds

$7.1

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Labor and Employment Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Division of Workers’ Executive Director’s
Compensation Office
111 124

Division of Vocational
Rehabilitation
238

Division of Employment
and Training
216

\ Other

170

Division of
Unemployment Insurance
485

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings
The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financial Program Financial Program
Labor and Reporting  Compliance™ Reporting Compliance™
Employment
2 3 3 1" 1 9

*One Significant Deficiency is related to both financial controls and federal awards and is
counted in both the federal and financial columns. See Finding 2023-073.

“*See Section IlI: Federal Awards Findings

Finding 2023-023
Internal Controls Over Financial Reporting

The Department’s Accounting Section is responsible for all of the Department’s financial reporting,
including accurate accounting and timely data entry into the Colorado Operations Resource Engine
(CORE), the State’s accounting system. The Department’s financial reporting must comply with
Generally Accepted Accounting Principles (GAAP), as required by state statute [Section 24-30-
204(1), C.R.S.]. The Governmental Accounting Standards Board (GASB) establishes GAAP for state

and local government entities through the issuance of GASB statements.
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The Department’s Accounting Section is also responsible for providing information through the
submission of exhibits to the Department of Personnel & Administration’s Office of the State
Controller (OSC) to assist in the preparation of the State’s financial statements and required note

disclosures.

The Payroll Unit within the Accounting Section is responsible for preparing and recording the
Department’s payroll, including performing payroll reconciliations and issuing manual checks, or
“CHOP” checks, issued to Department staff when an adjustment is made to their pay that cannot

wait until the next payroll processing cycle.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether the Department had adequate internal
controls over its accounting processes, and complied with OSC procedures related to financial

accounting and reporting for Fiscal Year 2023.

An additional purpose of our work was to review the Department’s progress in implementing our
Fiscal Year 2021 audit recommendation related to its internal controls over financial reporting. We
recommended that the Department strengthen its internal controls over financial reporting by
continuing to develop, document, and implement policies and procedures for its accounting
processes. We also recommended that it perform adequate reviews of its transactions prior to
posting them in CORE. Further, we recommended that the Department cross-train existing

employees on additional responsibilities to allow for appropriate delegation when turnover occurs.

We reviewed the Department’s policies and procedures over its financial accounting and reporting
processes and the recording of accounting transactions in CORE to determine whether the
Department complied with its own policies, state fiscal rules and statutes, and the OSC’s Fisca/
Procedures Manunal (Manual).

We also reviewed the Department’s exhibits that it submitted to the OSC for Fiscal Year 2023 year-
end reporting and the related supporting documentation to determine whether Department
accounting staff prepared the exhibits in accordance with the OSC’s Manual, and were accurate and
complete. Further, we reviewed expenditure and revenue cumulative account balances for Fiscal
Year 2023 and supporting documentation in CORE to determine whether the account balances
were appropriate, and whether the Department recorded the financial information correctly in
CORE. Further, we reviewed the Department’s payroll processes, including whether they performed
their 12 monthly payroll reconciliations in a timely manner, and whether they issued the 51 CHOP
checks they processed during the year appropriately. The Department’s payroll totaled almost $40.0
million during Fiscal Year 2023, including $207,000 in CHOP checks.
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How were the results of the audit work measured?

We measured the results of our audit against the following:

e State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state departments “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the
accounting transaction (substance rather than form).” Examples of these internal controls
include written policies and procedures over accounting processes to ensure that departments
accurately record revenue, expenditures, and capital assets, including that they record these
activities in the correct accounts in CORE. Relevant controls also include having an appropriate

segregation of payroll duties.

e The OSC’s Manual contains instructions for the completion of exhibits. Specifically:

o Exhibit P, Major Accounting Estimates in Excess of §5 million, provides the information to the
OSC regarding major accounting estimates used as part of the fiscal year-end accounting

close process.

o Exhibit PPA, Prior Period Adjustments, is used to report the Department’s correction of a prior
period error from the prior fiscal year. The Exhibit’s instructions state that the Department
should contact the OSC as soon as they identify a prior-year error over $1 million in order to

obtain direction from the OSC on how the Department should record the entry in CORE.

o Exhibit K1, Schedule of Federal Assistance, is used to report federal expenditure information to
the OSC for inclusion in the State’s Schedule of Expenditures of Federal Awards (SEFA).

e According to the Department staff, the goal is to complete its payroll reconciliations within a
week of payroll posting to CORE. For example, for the May payroll posted to CORE on June

14, 2023, the Department’s goal would be to complete its payroll reconciliation by June 21, 2023.

e The OSC’s CHOP check instructions require two signatures on the CHOP check request

form—one signature by the preparer and one signature by the person authorizing the form.

What problems did the audit work identify?

Based on our audit work, we identified issues with a portion of the Department’s Fiscal Year 2023

exhibits and payroll processes, as follows:

Exhibits. We identified the following issues with two of the Department’s exhibits:
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Exhibit P. The Department overstated its fiscal year-end estimates on its Exhibit P by $266.2

million. Specifically, the following accounts within four separate funds were overstated:
e Workers Compensation Fund—taxes receivable by $10,933

e Employment Support Fund—accounts receivable by $18.8 million and taxes receivable by $10.5
million

e Unemployment Insurance Fund—taxes receivable by $139.4 million allowance for doubtful

accounts by $10.6 million and current liabilities by $8.6 million
e TFamily Leave Insurance Fund—accounts receivable and deferred revenue by $78.3 million each

In addition, for the Unemployment Insurance Fund, the Department incorrectly reported $42.5
million as unemployment benefit payments instead of bad debt expense, $7.2 million as bad debt
expense instead of unemployment benefit payments, and $8.3 million as bad debt expense instead of

federal grant revenue.

After we notified the Department of these errors, they revised and resubmitted a corrected Exhibit
P to the OSC.

Exhibit PPA. The Department overstated its prior period adjustments by almost $7.0 million.
Specifically, it reported the prior period adjustment as $11.7 million, instead of the correct amount
of $4.7 million. The Department revised and resubmitted a corrected Exhibit PPA to the OSC after

we notified the Department of the error.
Payroll. We identified the following issues related to the Department’s payroll processes:

e The Department did not complete its payroll reconciliations in a timely manner. Specifically, it

completed 8 of its monthly payroll reconciliations 5 to 47 days after the one-week goal.

e The Department issued 17 CHOP checks totaling $30,000 that only had one person involved in
the process. Specifically, the same person that prepared and signed the chop check form as the

preparer also authorized it.

Inaccurate Accounting. The Department incorrectly recorded $192,651 of Information

Technology service payments to the “Nonsubscription Component” account in CORE instead of

>

the correct “Personal Services Information Technology” account.
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Why did these problems occur?

The Department did not fully implement our prior audit recommendations related to its financial
reporting and continued to lack sufficient internal controls over its financial accounting processes,
including its year-end closing process for Fiscal Year 2023. Specifically, the Department did not
comply with its current policies and procedures, including its accounting processes requiring the
performance of an adequate review of its financial accounting and reporting information.
Additionally, while the Department has policies and procedures over payroll, these policies and
procedures do not specify when payroll reconciliations should be completed. Further, the
Department lacks a requirement that duties related to issuing CHOP checks during the year should
be segregated to ensure that the same person that requests the CHOP check is not the one that
reviews and approves it. In addition, the Department stated that it had turnover during the year,
specifically in its payroll section, and had not cross-trained current staff to take on the required

additional responsibilities to address issues with staff turnover.

Why do these problems matter?

Strong financial accounting internal controls, including effective review processes and procedures
over financial transactions and exhibits are necessary to ensure that balances are reported accurately
and in accordance with rules and regulations. Without sufficient internal controls, the Department
cannot ensure that it is providing timely, complete, and accurate financial information to the OSC
and, ultimately, that the State’s financial statements are accurate. Additionally, without proper

segregation of duties, there is a risk of fraud at the Department.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendations 2022-019A,
2022-019B, 2022-019D, 2021-021A,
2021-021B, and 2021-021D.

Recommendation 2023-023

The Department of Labor and Employment should strengthen its internal controls over its financial

accounting and reporting processes by:

A. Following its current policies and procedures for its accounting processes, including requiring its
staff to perform an adequate review of its financial accounting and reporting information. This
should include performing an adequate review over its exhibits prior to submitting them to the

Office of the State Controller to ensure they are accurate and complete.
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B. Updating its payroll policies and procedures to include a deadline for completing payroll
reconciliations to ensure they are performing them in a timely manner, and requiring segregation

of duties over its manual (CHOP) check processes.

C. Continuing to train existing and new employees on transaction posting, exhibit preparation, and

payroll processes to allow for appropriate transition when turnover occurs.

Response
Department of Labor and Employment

A. Agree
Implementation Date: August 2024

Colorado Department of Labor and Employment (CDLE) continues to strengthen internal
controls over financial reporting by continuing to develop, document, and implement policies
and procedures for our accounting processes, by reviewing transactions prior to posting them in
CORE, and by cross-training existing employees on additional responsibilities, where we are
able, to allow for appropriate delegation when turnover occurs. CDLE is committed to

consistently following our policies and procedures for Exhibit review.

B. Agree
Implementation Date: August 2024

CDLE continues to strengthen internal controls over financial reporting by continuing to
develop, document, and implement policies and procedures for our payroll processes.
CDLE has clear policies and procedures regarding CHOP checks. Payroll was one of

the areas within the Finance Office that had high turnover, including retirement of a key
Supervisor in January 2023, Accountant II, and Accounting Technician. Segregation of
duties did not consistently occur as there was only one new hire in payroll performing

all activities. Policies and procedures have been updated to specifically address

secondary signatures, and completion of payroll reconciliations by year end.

C. Agree
Implementation Date: August 2024

CDLE continues to train existing and new employees on transaction posting, exhibit

preparation, and payroll processes to allow for appropriate transition when turnover

Ooccufrs.
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Finding 2023-024
System and Organization Control Reports

The Department contracts with a third-party vendor (service organization) to provide various
services for its MyUI+ Information Technology (IT) system. The Department implemented its
MyUI+ system in January 2021, and uses it to aid in determining eligibility for UI benefits. The
Department is working on enhancing the system in order to customize the system to the needs of
the Department. Service organizations contract with independent auditors (service auditors) to audit
the service organizations’ internal controls for these I'T systems. The service auditors follow the
guidance issued by the American Institute of Certified Public Accountants (AICPA), Statement on
Standards for Attestation Engagements (SSAE), within AT-C Section 320, and issue System and
Organization Controls (SOC) reports at the conclusion of the engagement. One type of SOC report,
a SOC 1, Type 1I report, provides the service auditor’s opinion on the service organization’s internal
controls, specifically as to whether the internal controls are suitably designed and operating

effectively for a specified period.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department ensured its service
organization engaged with a service auditor to perform procedures related to the service
organization’s internal controls for the MyUI+ system, and whether the Department received a
SOC 1, Type II report from its service organization that manages I'T services for the MyUI+ system.
As part of our testwork, we requested the SOC 1, Type 1I report related to Fiscal Year 2023 for
MyUI+ from the Department to determine whether they obtained the report as required in its

contract with the service organization.

How were the results of the audit work measured?

We measured the results of our audit against the following:

The Department’s contract with its service organization requires it to obtain and provide the
Department with a SOC 1, Type II report for the MyUI+ system. Specifically, the contract states
that if a service organization performs work for any of the State’s I'T systems that impact the State’s
Financial Statements, the service organization shall obtain and deliver a SOC 1, Type 1II report to the

Department on an annual basis.”

AICPA’s SSAE [AT-C Sections 320.40(])(ii) and (iii)] requires service auditors to issue an opinion
within a SOC 1, Type II report. When service auditors provide an unmodified opinion in a SOC 1,

Type II report, it provides reasonable assurance that a service organization has suitably designed

11-120 Colorado Office of the State Auditor



internal controls over the related system and that those internal controls were operating effectively
for a specified period. Conversely, AT-C Section 320.42 (c) states that when service auditors provide
a modified opinion in a SOC 1, Type II report, it could indicate that these internal controls were not
operating effectively for a specified period.

What problem did the audit work identify?

The Department did not hold its service organization accountable for its contract provisions related
to the SOC 1, Type II report. Specifically, the service organization that manages I'T services for the
MyUI+ system did not engage with a service auditor to obtain the contractually-required SOC 1,
Type 11 report for MyUI+ for Fiscal Year 2023.

Why did this problem occur?

The Department stated that it will not require the service organization to obtain the contractually-
required engagement and obtain the SOC 1, Type II report until full modernization efforts for
MyUI+ are completed. The Department estimates that the modernization will be completed by
January 2024.

Why does this problem matter?

Without holding its service organization accountable to contract provisions for obtaining a SOC-
related engagement and providing the resulting SOC 1, Type II report to the Department for its I'T
systems that impact the State’s financial statements, such as MyUI+, the Department cannot obtain
assurances that the service organization’s processes and controls, including those related to IT, are
designed and operating effectively, in compliance with federal grant requirements and to determine

any impact on the Department’s system of internal controls.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-024

The Department of Labor and Employment should hold its information technology service
organizations accountable for engaging with a service auditor to obtain an opinion on the service
organizations’ internal controls, through SOC 1, Type 11 reports, including enforcing contract

provisions requiring the engagements.
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Response
Department of Labor and Employment

Agree
Implementation Date: July 2024

The Department agrees with this finding and will require its Information Technology service
organizations to be accountable for obtaining audits of the service organization internal controls and

SOC 1 Type 11 reports, including enforcing contract provisions requiring the audit by July 31, 2024.

Finding 2023-025 and 2023-026
Colorado Automated Tax System—Disaster Recovery Plan

Government Aunditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and responses have been provided to the Department and the
Governor’s Office of Information Technology (OIT) in separate, confidential memoranda.

The Department utilizes the Colorado Automated Tax System (CATS) to aid in administering the
federal UI program. CATS, built in 1983, is a legacy system that tracks and reports unemployment

premium payments made by employers and contains Federal Tax Information (FTT).

In September 2021, the Department issued an Invitation to Negotiate solicitation to complete
modernization and fully integrate CATS functionality into MyUI+, instead of as a separate,
standalone system. In July 2022, the Department executed a contract with the same contractor that
designed, built, and manages MyUI+. The moderation effort and full integration is expected to go
live in Fiscal Year 2024.

Disaster recovery planning is a critical part of an entity’s overall contingency planning to ensure IT
asset and process recovery and reduce the risk of data loss, in the event of a disaster. This planning
results in a disaster recovery plan. The Department is the business owner and the Governor’s Office
of Information Technology (OIT) serves as the IT service provider, and both hold responsibilities

for the development, testing, and maintenance of the CATS disaster recovery plan.
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What was the purpose of the audit work and what work was
performed?

The purpose of our audit work was to determine the Department’s and OI'T’s progress in
implementing our Fiscal Year 2022 audit recommendation related to CATS disaster recovery. Our
audit work was performed through review of documentation and inquiries of Department and OIT
staff.

How were the results of the audit work measured?

We measured the results of our audit work against the following:
e CATS Disaster Recovery Plan, March 2021.

e IRS’s Publication 1075, Tax Information Security Guidelines for Federal, State and 1.ocal Agencies,
Revision 11-2021.

e Colorado Information Security Policies (Security Policies), developed and published by OIT.

o Standards for Internal Control in the Federal Government (Green Book), published by the U.S.
Government Accountability Office.

What problems did the audit work identify?

During our Fiscal Year 2023 audit work, we found that the prior audit recommendation was partially

implemented overall.

Why did these problems occur?

The following causes were identified for why the prior CATS computer operations I'T general

control problems we identified were not fully addressed:

e Department staff stated that they wanted to review all Security Policies and develop training
department-wide, instead of only for those staff impacted by this recommendation, and the
process has taken them longer than anticipated to complete.

e OIT did not provide a reason for why it did not conduct training for its staff.

e Department and OIT staff did not effectively work together to ensure the prior audit

recommendation was fully implemented.
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Why do these problems matter?

The lack of a current disaster recovery plan could result in a disruption to the Department’s business
functions, the loss of system data, and noncompliance with Security Policies. Ultimately, these
problems could adversely impact the State’s ability to conduct unemployment insurance operations

and, in turn, could adversely impact the effectiveness, efficiency, and reliability of financial reporting.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-018A and 2022-018B.

Recommendation 2023-025

The Department of Labor and Employment should improve its overall control environment and

Colorado Automated Tax System specific computer operations general controls by:
A. Implementing recommendation Part A as noted in the confidential finding.

B. Implementing recommendation Part B as noted in the confidential finding.

C. Implementing recommendation Part C as noted in the confidential finding.

Response
Department of Labor and Employment

A. Agree
Implementation Date: October 2023

The Department agrees with this recommendation and implemented Part A of the confidential
finding in October 2023.

B. Agree
Implementation Date: October 2023

The Department agrees with this recommendation and implemented Part B of the confidential
finding in October 2023.

C. Agree
Implementation Date: December 2023

The Department agrees with this recommendation and plans to implement Part C of the
confidential finding by December 31, 2023.
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Recommendation 2023-026

The Governor’s Office of Information Technology should improve its overall control environment

and Colorado Automated Tax System specific computer operations general controls by:

A. Implementing recommendation Part A as noted in the confidential finding.

B. Implementing recommendation Part B as noted in the confidential finding.

Response
Governor’s Olffice of Information 'Technology

A. Agree
Implementation Date: June 2024

OIT agrees with this finding and anticipates remediation by June of 2024.

B. Agree
Implementation Date: December 2023

OIT agrees with this recommendation and will have the finding implemented by December
2023.

Finding 2023-027
The Colorado Uninsured Employer Fund

The Colorado Uninsured Employer Fund (CUE Fund or Fund) was implemented in 2020 as a
mechanism to pay for an injured worker’s expenses when their employer fails to maintain statutorily-
required workers” compensation insurance for their employees [Sections 8-40-102 and 8-67-102,
C.R.S.]. Specifically, House Bill 17-1119 created the CUE Fund to help ensure that workers who are
injured on the job and who are entitled to workers’ compensation benefits, such as reimbursement
for medical expenses and lost wages, can receive those benefits when their employer lacks required
insurance to pay such expenses. Section 8-67-105(3), C.R.S., requires the Office of the State Auditor

to conduct an audit of the performance of the Fund.

To oversee the Fund, House Bill 17-1119 created the Uninsured Employer Board (Board), within
the Department’s Division of Workers Compensation (Division). The Board includes the Division
Director and four members appointed by the Governor and confirmed by the Senate, who represent
employers, labor organizations, insurers, and attorney representatives of injured workers [Section 8-
67-106, C.R.S.]. The Department does not have dedicated FTE to administer the Fund, but the

Board contracts with a third-party vendor (vendor) to administer benefits from the Fund, as allowed
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by Section 8-67-107(2)(c), C.R.S. The vendor primarily monitors eligible and potentially eligible
claims, conducts legal and medical reviews of potentially eligible claims, issues benefit payments to
claimants and to medical providers for expenses related to claims, provides claim adjustment
services, and reports on Fund activity to the Board and Division. In order to ensure there is a
sufficient balance to issue payments on claims, the vendor maintains an escrow account that the
Division periodically funds based on the Division’s and vendor’s review of current and anticipated
claims and expenses. Division staff monitor the vendor’s services and the claims approved and paid,

and staff assist the Board, as needed.

In January 2020, the Fund was implemented and the Department began accepting applications for
Fund benefits, and in December 2020, the Department’s vendor began paying benefits for claims.
From Fiscal Year 2021 (when benefits payment from the Fund began) through Fiscal Year 2023, a
total of 12 eligible claimants received Fund benefits, and about $427,490 was paid out of the Fund
for costs directly related to claims—$419,614 was paid for benefits for the 12 claimants and $7,876
was paid for administrative costs for the vendor’s legal and medical review of potentially eligible
claims. CUE Fund revenues come from: (1) penalties/fines paid by employers that fail to maintain
required workers’ compensation insurance; (2) uninsured employers’ reimbursement to the Fund for
their injured workers’” expenses that were compensated by the Fund; (3) funds from workers’
compensation claims for workers whose injuries resulted in death and the worker lacked a
beneficiary; and (4) interest earned on Fund monies. The following table summarizes Fund benefit

amounts paid for claims, revenues, and expenditures for Fiscal Years 2021 through 2023.
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CUE Fund Claims, Revenues, and Expenditures
Fiscal Years 2021 through 2023

Total Since
Fund Created
2021 2021-2023

Fund Balance $2,479,230 $3,471,790 $4,632,410 -
Benefits Paid on Claims? $2,510 $7,470 $417,510 $427,490
Revenues by Source

Fines? $401,740 $698,830 $653,970 S1,754,540
Operating — Miscellaneous?® $312,500 $473,380 $880,990 $1,666,870
Nonexempt Interest Income* $28,750 $35,420 $112,970 $177,140
Total Revenues $742,990 $1,207,630 $1,647,930 $3,598,550
Expenditures by Type

Purchased Services> $90,200 $112,040 $104,780 $307,020
Miscellaneous Fees® $1,140 $1,540 $1,880 $4,560
Escrow Account Deposits’ $250,000 $292,850 SO $542,850
Total Expenditures $341,340 $406,430 $106,660 $854,430

Source: Auditors’ analysis of Expenses and Revenue Reports for the CUE Fund from the Colorado Operations Resource Engine

(CORE).

YIncludes benefits paid for claims and administrative costs for the third-party vendor’s legal and medical review of potentially
eligible claims from December 2020 through June 2023.

2Revenue from fines, such as employer-paid penalties, due to violations of the Workers’ Compensation Act, per Section 8-67-
105(2)(c)(1), C.R.S.

3Revenue received as a result of a fatality in a compensable Colorado workers' compensation claim, in which the deceased
worker does not have any surviving beneficiaries, per Sections 8-46-102(1)(a) & (c), C.R.S.

4Interest earned on the Fund account balance, per Section 8-67-105(2)(c)(IV), C.R.S.

5 Contracted services paid for the third-party vendor that administers the Fund.

6 Transaction fees associated with the State Treasurer, per Section 24-36-120, C.R.S.

7 Deposits made into the third-party vendor’s escrow account in order to issue payments on claims.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine if the Department is ensuring that the Fund meets
its statutory purpose to pay for an injured worker’s expenses when the worker’s employer fails to
maintain required workers’ compensation insurance for their employees [Section 8-67-102, C.R.S.].
The audit also reviewed whether the Department has operated the Fund in compliance with key
statutory and rule requirements for operating the Fund, and has sufficient internal controls to ensure

that the Fund is administered as intended.

Our audit work included reviewing data compiled by the Department and its vendor that
administers the Fund—which showed benefits paid to claimants and other costs paid out of the
Fund in Fiscal Years 2021 through 2023—to determine if benefit amounts paid complied with the
Fund’s statutory purpose, appeared reasonable based on the requirements for the Fund, and
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complied with the benefit rates set by the Board. We also reviewed Fiscal Years 2021 through 2023
Fund accounting data and documents from the Colorado Operations Resource Engine (CORE), the
State’s accounting system; employer penalty and fine data compiled by the Division; the
Department’s contract with the vendor; invoices for services provided by the Department’s vendor;
and a sample of payments made by the vendor to claimants and for claims for Fiscal Year 2023. We
conducted interviews and walkthroughs with Division staff to assess how the CUE Fund operates,

and reviewed Board meeting minutes, rules, and written guidance related to the Fund.

How were the results of the audit work measured?

Key requirements related to the CUE Fund include: (1) benefits must be paid on eligible claims in
accordance with the purpose of benefits established in statute and the rules established by the Board,
and (2) the Board must oversee the Fund’s operations to ensure it is financially stable and that it is

administered as intended. Specifically:

¢ Claimants must be eligible to receive benefits. Section 8-67-107(1)(g), C.R.S., states that
claims brought for benefits should be investigated, and eligible claims should be adjusted or paid
to the extent permitted by statute and rule; and the Board should “...deny payment of benefits
from the Fund of all other claims....” To be eligible for CUE Fund benefits, a worker must: (1)
have been injured on or after January 1, 2020 while working for an uninsured employer; (2) have
an order from a judge declaring that they are entitled to workers” compensation benefits and that
their employer is uninsured; and (3) apply to the Division to request payment of benefits from
the Fund [7 CCR 1106-1, Rule 2-2]. Upon approval of benefits, previously accrued expenses
related to the injury are entitled to be paid by the Fund. The Department’s vendor is to pay
approved claimants benefits from the Fund for the following expenses, as applicable to their

claim:

0 Medical Costs—For injury-related medical expenses, prescriptions, medical devices, and

mileage to and from medical appointments.

o Lost Wages for Temporary Disability or Fatality—Two-thirds of an injured worker’s lost
wages may be paid while they are unable to work. If a claim involves a deceased worker,

their surviving beneficiaries may be paid their lost wages and reimbursed for funeral costs.
0 Other Fund Benefits—For the worker’s injury if it caused a permanent disability preventing
them from ever returning to employment, permanent partial disability of function to a

particular body part, or serious permanent disfigurement.

The Board promulgates rules to carry out the Fund’s purpose, determines whether a claimant is

eligible for benefits, and decides the benefit rates that the Fund will pay claimants.
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e The Board must ensure the Fund is financially stable and administered in line with
statute. Statute establishes that the duty of the Board is to ensure the financial stability of the
Fund, to modify or suspend the payment of benefits if necessary to ensure the Fund’s financial
stability, and to contract with a vendor, as needed, to carry out the purposes of the Fund
[Sections 8-67-107(1) and (2), C.R.S.]. Further, Section 8-67-107(1)(b), C.R.S., requires the Board
to set minimum and maximum benefit rates, and set priority of benefit levels to be paid on
admitted claims. Pursuant to these requirements, rules require the Board to review the Fund

balance, and allow the Board to modify benefit levels or close the Fund to new claims if needed.

What problem did the audit work identify?

Overall, we found that the Department operated the Fund largely in compliance with the key
statutory and rule requirements; however, we identified some payments that were issued by the
Fund’s vendor prior to Fiscal Year 2023, which did not comply with requirements, as described in

the following section:

Ineligible claims were paid. We identified 4 out of 12 (33 percent) Fiscal Years 2021 and 2022
claims for which the Department’s vendor erroneously paid a total of $640 from the Fund. The 4
claims were being monitored by the vendor as potentially eligible for Fund benefits, and the vendor
paid for medical expenses, such as prescriptions and doctors’ visits, for individuals who were
potentially eligible between April and November 2021; however, the Board never admitted those 4
claims into the Fund, meaning the individuals who submitted the claims had never been approved to

receive benefits from the Fund.

Based on our review of Fund benefits paid for claims during Fiscal Year 2023, we found that all
claims were admitted to the Fund, and were paid in line with the Fund’s statutory and rule
requirements as well as in line with the benefit amounts established by the Board. Specifically, in
Fiscal Year 2023, there were 9 individuals with claims who were approved and received benefits
from the Fund, and all approvals and payments were compliant with the requirements previously
noted. As summarized in the following chart, a total of $412,284 in Fund benefits were paid for
these 9 claimants during Fiscal Year 2023 for their medical expenses and disability compensation for
lost wages, and $5,227 was paid for administrative expenses related to these claims and other claims

being monitored and reviewed by the vendor.
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CUE Fund Benefits Paid, By Type, Fiscal Year 2023

$109,005 B Medical

$303,279 W Disability

Administrative
Expenses

$5,227

Source: Auditors’ analysis of claim data provided by the Department’s vendor
that administers the Fund.

Administration and Financial Stability of the Fund. We found that the Board has consistently
monitored the costs of active claims and the Fund’s balance in order to help ensure the financial
stability of the Fund, and has monitored workers” compensation claims from those who may qualify
as Fund beneficiaries in order to anticipate potential claims and how they may affect the Fund. To
annually plan for setting the Fund’s benefit rates for the upcoming fiscal year, we found that the
Board has reviewed the prior year’s Fund expenses and revenues, and anticipated expenses and
revenues for the upcoming year, and has set a minimum balance for the Fund that must be
maintained for the year to help ensure that existing claims and the Fund’s administrative costs are
paid. Although the Board has the authority to close the Fund to new claimants, or to temporarily
modify benefits to approved claimants to ensure financial stability of the Fund, since the Fund was
implemented in Fiscal Year 2021, its balance has not been depleted to the point that the Board has

needed to consider such actions.

The Department’s vendor also has implemented processes to report on Fund activity to the Board
and Division, monitor worker’s compensation claims identified by Division staff to check if a judge
has deemed a claim as compensable due to the employer being uninsured, and then notify the Board
and Division staff of such claims so that they can be reviewed. As needed, Division staff contact
claimants with information on how to apply for benefits from the Fund. According to Division
staff, the vendor also has assisted with Fund administration and financial stability by working with
healthcare providers to ensure claimants receive the care they need and negotiating lower rates with

providers that serve claimants.

We found no issues during our review of this area.
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Why did the problem occur?

According to Division staff, between April and November 2021, the Department’s vendor
erroneously issued benefit payments on four ineligible claims because the Fund and its requirements
were new and unique for the vendor at that time. When the vendor made these errors, it was
monitoring the four claims because they appeared to be potentially eligible for Fund benefits, but
the individuals who submitted the claims were never approved by the Board to receive Fund
benefits. Division staff stated that when these mistakes were identified, corrective action was taken
to prevent future payments on the four ineligible claims. In addition, we found that written guidance
for administering the Fund and following applicable requirements was implemented in Fiscal Year
2022 to ensure internal controls are in place. However, the Department did not recover the cost of
the $640 that the vendor paid from the Fund in error, nor did the vendor recover this cost from the

claimants and/or their medical providers.

Why does this problem matter?

When the four ineligible claims were paid from the Fund between April and November 2021, it
could have depleted the Fund resources available for eligible claimants at that time, and the Fund
continues to be short the amounts that were paid in error. To ensure the Fund is made whole, the

vendor should repay the State the $640 that was inappropriately paid.

Classification of Finding: Not Classified/Not an Internal Control Issue

This finding does not apply to a prior audit recommendation.

Recommendation 2023-027

The Department of Labor and Employment should ensure that its third-party vendor for the
Colorado Uninsured Employer Fund (Fund) reimburses the Fund for the erroneous payments that
the vendor issued on four claims that had not been approved for Fund benefits between April and
November 2021.

Response
Department of Labor and Employment

Agree
Implementation Date: February 2024

As of 1/19/2024, the Department has requested reimbursement for incorrect claim payments issued

on 4 claims in 2021 in the amount of $640. The Department expects to receive and will confirm that
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payment is made by 2/29/2024. The Department has also updated the CUE Manual to outline the
expectation and process to recover incorrect payments made by the state's vendor. As noted in the
finding, the Department updated the procedure manual with the state's vendor in FY 2022 to
eliminate future errors for these types of payments.
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Department of Labor and Employment

The following finding and recommendation relating to an internal control deficiency classified as a
Material Weakness was communicated to the Department of Labor and Employment
(Department) in the previous year and has not been remediated as of June 30, 2023 because the
original implementation date provided by the Department was in a subsequent fiscal year. This
complete finding and recommendation can be found within the original report and the complete

recommendation can be found within Section IV: Prior Audit Recommendations of this report.

CUBS, CATS, and CLEAR Information Security

Current Rec. Number  BpiorEE iz
Pt ai=le W lo S 2022-020 and 2021-023
o ESdlilec el Material Weakness

Implementation Date(s) RASMEY B. [1] C. [1] D. [1]
E. October 2023 F. October 2023 G. [1]

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is no

longer applicable. See Section IV: Prior Audit Recommendations of this report for information regarding this part of

the recommendation.
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Department of Military
and Veterans Affairs

The Department of Military and Veterans Affairs (Department) consists of three Divisions—the
Division of the Colorado National Guard, the Division of Veterans Affairs (VA), and the Colorado
Wing of the Civil Air Patrol. The Adjutant General is the Executive Director of the Department as well
as the Commander of the Colorado National Guard. The Colorado National Guard is a federally-funded
and recognized state militia which has both a federal mission and state mission. The federal mission is to
fight and win our nation’s wars. The state mission is to provide defense support to civil authority in a
time of natural or man-made disaster. The VA offers advocacy to Colorado veterans, family members,
and survivors in securing benefits earned through military service. The Colorado Wing of the Civil Air
Patrol operates to assist in search-and-rescue of lost hikers or hunters and to transport emergency

personnel when there is a disaster in a Colorado community.

For Fiscal Year 2023, the Department was appropriated approximately $143.1 million and 2,513 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Military and Veteran Affairs Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Cash Funds General Fund
$1.6 $12.7
Reappropriated
Funds
$0.1

Federal Funds
$128.7

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Military and Veterans Affairs Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Federal Funded

Air National Programs
Guard
a1 2,340
Division of
Veterans Affairs |
23

Executive Director
and Army
National Guard
109

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financial Program Financial Program - -
Military and Reporting Compliance  Reporting  Compliance
Veterans Affairs
1 - - - - 1

Finding 2023-029, 2023-030, and 2023-031
Compliance with Spending Authority

The Office of the State Controller (OSC) is responsible for oversight of all of the State’s financial
accounting and reporting, including the accurate entry and approval of financial transactions in the
Colorado Operations Resource Engine (CORE), the State’s accounting system, and preparation of
its financial statements. Because governmental operations are diverse and constrained by numerous
legal and fiscal requirements, a basic principle of governmental Generally Accepted Accounting
Principles (GAAP) is fund accounting. A fund represents part of the activities of an organization, so
that each fund separates its activities in the accounting records and has a self-balancing set of
accounts. In order to more easily demonstrate compliance with legal restrictions or limitations,

governmental transactions and balances are accounted for through separate funds across several sets
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of financial statements. For example, statute directs the use of various funds, including the General
Fund and the Department’s Real Estate Proceeds Cash Fund, for reporting the State’s financial
activities. The OSC also oversees the State’s spending authority and is responsible for ensuring

departments comply with budgetary requirements and limits.

The Real Estate Proceeds Cash Fund was established through Section 28-3-106 (1)(s)(I), C.R.S. In
addition, the Department uses this fund as the “military fund” that is discussed in other parts of
Section 28-3-106, C.R.S. The statute indicates that the Adjutant General —who serves as the
Executive Director of the Department — with the approval of the Governor, has the authority to
sell, trade, or otherwise dispose of real estate that has been acquired for military purposes but is
unsuitable for military purposes. The statute further specifies that “proceeds of all sales, trades, or
other disposition shall be placed in [the Real Estate Proceeds Cash Fund] to be invested by the State
Treasurer as provided in section 24-36-113. Any interest earned on the investment or deposit of
such proceeds shall remain in [the Real Estate Proceeds Cash Fund] and shall not be credited to the

general fund or any other fund of the state.”

Each year, the General Assembly approves the Long Appropriations Bill (Long Bill), a bill that
outlines how much funding each state department and program will receive and is approved to
spend through an appropriation. The General Assembly can also approve additional appropriations
through other legislation referred to as supplemental or special bills. The General Assembly’s Joint
Budget Committee (JBC) is charged with studying the management, operations, programs, and fiscal
needs of the agencies and institutions of Colorado state government. Throughout the year, the JBC
holds a number of meetings and considers a range of documents to help prepare budget
recommendations for the General Assembly. The JBC also reviews capital construction and
controlled maintenance recommendations made by the General Assembly’s Capital Development
Committee (CDC). The CDC is a six-member, statutory committee of the General Assembly, which
is responsible for reviewing funding requests for capital projects from all state agencies, and making
prioritized recommendations to the JBC. The JBC’s recommendations ultimately provide the budget

amounts contained in the Long Bill that is then submitted for approval to the General Assembly.

Departments review their portion of the Long Bill and request new CORE appropriation accounting
codes from the OSC, if needed. The CORE appropriation accounting codes provide departments
the authority to incur and record expenditures in CORE. The departments with the ability to create
appropriation accounting codes may set up these codes on their own, otherwise the OSC creates
appropriation accounting codes on behalf of departments. The Governor’s Office of State Planning
and Budgeting (OSPB)enters the new appropriation amounts and codes into the Performance
Budget module within CORE; no other departments, except for OSC CORE operations staff and
OSPB, have authority to make modifications to information in this module. Departments, OSPB,
and OSC staff review appropriations in the Performance Budget module for appropriateness. Once
the review is completed, OSPB and OSC CORE operations staff initiate an interface of budgetary
data from the Performance Budget module into the budget portion of CORE, which allows
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departments to start recording transactions in CORE. OSC staff perform reconciliations to ensure
that the CORE information matches the Long Bill.

In order for departments to spend funds, they must enter the transactions in CORE and the
transaction must coordinate with an appropriation accounting code in order to reflect spending
against authorized spending authority. Departments are required to ensure sufficient spending
authority exists either through the budget process or through a statutory approval. Departments’
spending authority, also known as appropriations, can be through a “multi-year” or “rollforward”
appropriation. A multi-year spending appropriation is for funding that is legally authorized for use in
more than one fiscal year including, but not limited to, capital construction appropriations. A
rollforward appropriation indicates that the remaining, unspent appropriation amount is transferred
into a subsequent fiscal year that is beyond the expiration of that appropriation. Authorization for
more than 1 year may be in the form of express legislative intent enacted in legislation or a legislative
action signed by the Governor or the JBC. Rollforward appropriations have to be approved by the
OSC each year.

In Fiscal Years 2021 through 2023, the Department reported a total of about $2.7 million of
expenditures in the Real Estate Proceeds Cash Fund.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether the Department complied with the
statutory spending requirements for the Real Estate Proceeds Cash Fund during Fiscal Year 2023.
We also performed work to determine whether the Department had adequate internal controls in
place related to its review of statutory spending requirements for the Real Estate Proceeds Cash
Fund.

As part of our audit testing, we analyzed the Department’s CORE transactional data recorded in the
Real Estate Proceeds Cash Fund in Fiscal Years 2021 through Fiscal Year 2023. We also inquired
with the Department and OSC regarding the appropriations and spending from the Real Estate
Proceeds Cash Fund in recent years, including the Fiscal Years 2021 through 2023 period.

How were the results of the audit work measured?

We measured the results of our audit work against the following requirements:

Section 28-3-106 (1)(s)(I), C.R.S., outlines spending authority for the Real Estate Proceeds Cash
Fund. Specifically, the statute states “Said proceeds and any interest thereon shall be disbursed by
authority of the adjutant general, subject to appropriation by the general assembly (emphasis added), only for
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the construction, repair, improvement, acquisition, or costs of acquisition or sale of armories

throughout the state.”

In addition, the Department reported that some of the expenditures in the Real Estate Proceeds
Cash Fund are based on Section 28-3-106 (1)(x), C.R.S. that discusses the “military fund”—there
isn’t a separate “military fund” within CORE. As noted previously, the Department uses the Real
Estate Proceeds Cash Fund as the military fund; there isn’t a separate “military fund” within CORE.
Specifically, this section of statute states ““The adjutant general, by and with the advice and approval
of the governor, is authorized to rent, hire, purchase, take the conveyance of, and hold in trust for
the use of the state of Colorado such buildings, lands, tenements, and appurtenances thereof as may
be from time to time deemed necessary for use by the National Guard. All such expenditures shall
be paid out of the military fund, but all titles shall be taken in the name of the governor of the state
of Colorado for the use of the National Guard. Prior to acquiring any real property pursuant to the
provisions of this paragraph (1), the adjutant general shall submit a report to the capital development
committee which describes the anticipated use of such real property, the maintenance costs related
to such real property, the current value of such real property, any conditions or limitations which
may restrict the use of such real property, and any potential liability to the state which could result
from acquiring such real property. The capital development committee shall review any such report
which is submitted to the capital development committee and shall provide recommendations to the
adjutant general concerning the proposed real property acquisition within thirty days after the date
of receipt of such report. The adjutant general shall not complete any such real property acquisition
without considering any recommendations of the capital development committee which are

provided within such thirty-day period.”

Section 25.5-1-120 (1)(a), C.R.S,, states that the General Assembly should make adequate
appropriations in accordance with the budget prepared by the executive director. The General
Assembly is required to approve the final appropriations report that summarizes the budget and
other legislation passed during the previous legislative session that contained an appropriation of

moneys.

Section 2-3-1304(1)(a), C.R.S., states that the CDC has the power and duty “to study capital
construction, controlled maintenance, and capital renewal requests and proposals ... of each state
agency and state institution of higher education.” In addition, Section 2-3-1304 (1)(c), C.R.S states
that the CDC has the power and duty “to make determinations ... of the priority to be accorded to
the proposals made by the various state agencies and state institutions of higher education with
respect to capital construction, controlled maintenance, and capital renewal proposals, based upon
information made available to the capital development committee from any sources with respect to

estimates of revenues available for such purposes.”

Section 24-37-201 (1)(c), C.R.S,, states that OSPB should review and coordinate the planning efforts
of departments, including the relationship of such efforts with federal and local governmental

programs.
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The OSC’s State Fiscal Rule 7-1 (2.1 and 2.2), Spending Authority, states that spending authority is
subject to approval by the State Controller under delegated authority from the OSPB. In addition,
spending authority requests must be supported by law (such as statute or legislation), certain grant
awards, or other authority as determined by the State Controller.

The OSC’s State Fiscal Rule 2-1 (3.3), Propriety of Expenditures, states that all expenditures by state
agencies and institutions of higher education shall meet the standards of propriety. One of these
standards is that expenditures should be authorized by the creation and usage of proper
appropriations.

Section 24-75-303 (1), C.R.S,, states that the general assembly should make a capital construction
appropriation in such form, in such amounts, and from such funds as it deems necessary and may

appropriate amounts for construction or for planning of any project.

What problems did the audit work identify?

We found that the Department spent nearly $2.7 million from the Real Estate Proceeds Cash Fund
from Fiscal Years 2021 through 2023—3§1.9 million of the $2.7 million was spent in Fiscal Year
2023—without obtaining the General Assembly’s approval through the appropriations process.
Specifically, the Department spent $2.7 million of funds on a construction project related to the Fort
Lupton Readiness Center Project (Fort Lupton Project), which is a capital project, but did not
request or obtain approval from the CDC or JBC for spending the funds, as required. The OSC
provided spending authority for this project without legislative action. OSPB relied on the OSC
approval and also approved the spending authority in CORE.

In addition, when we inquired with the Department as to whether there were any other expenditures
for which they did not request and obtain the General Assembly’s approval, but were required to,
they reported that in Fiscal Year 2018, the Department spent about $1.1 million from the Real
Estate Proceeds Cash Fund to purchase the Joint Force Headquarters Land in Centennial without
the General Assembly’s approval. The CDC and the Governor, however, approved the initial land
acquisition request per Section 28-3-106(1)(r), C.R.S.

Why did these problems occur?

The Department appears to have misinterpreted statute to mean that it did not need the General
Assembly’s approval, including specific approval from the CDC and JBC, in order to spend funds
from the Real Estate Proceeds Cash Fund for the Fort Lupton Project. In March 2020, the
Department started the process for the Fort Lupton Project. Due to the COVID-19 pandemic in
the Spring of 2020, the CDC cancelled all capital projects requested by state departments that year.
However, in May 2020, the JBC approved the restoration of almost $5.0 million to the Real Estate
Proceeds Cash Fund and the Department incorrectly interpreted this action as an approval for the
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Fort Lupton Project to proceed, spending $2,850,400 towards the Fort Lupton Project without
official approval. At that time, the Department (through the OSC and OSPB) requested an
appropriation for the Fort Lupton Project, in order to use monies in the Real Estate Proceeds Cash
Fund totaling $2,850,400. In October 2020, the OSC established an appropriation in CORE for
expenditures related to the Department’s Fort Lupton Project that was set up to roll forward for 3
years as a capital project appropriation. In April 2022, during the OSC’s review of appropriations,
the OSC initially denied the spending approval in CORE, but later approved the appropriation for
Fiscal Years 2022 and 2023 as a time-limited waiver based on the discussion with the Department
about their interpretation of the statute. The waiver granted authority to spend funds for the Fort
Lupton Project under the Department’s interpretation of the statute and the spending authority
expired at the end of Fiscal Year 2023, when all future spending authority had to be approved by the
General Assembly. The Department submitted an appropriations request to the JBC in November
2023 after the State Controller refused to provide spending authority for the Real Estate Proceeds
Cash Fund for Fiscal Year 2024.

The Department indicated that it interpreted a section of its statutes [Sections 28-3-106 (1)(q) and
(1), C.R.S.] as allowing the Adjutant General to spend funds from the Real Estate Proceeds Cash
Fund without the General Assembly’s approval because the statute states that the Adjutant General
“should have charge” of the campgrounds and military reservations of the state, should keep in
repair all state buildings and other improvements, may make such sound improvements as the good
of the service requires,” and “with the advice and approval of the governor, is authorized to rent,
hire, purchase, take the conveyance of, and hold in trust for the use of the state of Colorado such
buildings, lands, tenements, and appurtenances thereof as may be from time to time deemed
necessary for use by the National Guard.” However, the Real Estate Proceeds Cash Fund statute
specifies that amounts in the fund, including interest, “...shall be disbursed by authority of the
adjutant general, subject to appropriation by the general assembly (emphasis added), only for the
construction, repair, improvement, acquisition, or costs of acquisition or sale of armories
throughout the state” [Section 28-3-106 (1)(s)(I), C.R.S].

However, the State Controller communicated to the Department in April 2022 that the Department
should seek legal guidance or statutory change regarding conflicting statutory guidance in Section
28-3-106, C.R.S. Despite the State Controller’s direction, the Department did not seek guidance on
the interpretation of the statute from the Attorney General’s Office. Specifically, the State Controller
noted in its letter to the Department that the OSC interpreted Sections 28-3-106(1)(q) and (r),
C.R.S., as support for providing the Department statutory spending authority for the Real Estate
Proceeds Cash Fund and for not requiring the General Assembly’s approval, while it interpreted
Section 28-3-106(1)(s), C.R.S., as requiring the Department to have the General Assembly’s approval
for spending authority for the Real Estate Proceeds Cash Fund. In further discussions with OSC
staff, they noted that while Section 28-3-106(1)(r), C.R.S., refers to a military fund that can be used
for capital construction with expenditures approved by the Adjutant General, the State does not
have a fund named the “Military Fund.” They indicated that it is unclear within this statute whether
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the reference to the military fund is intended to be synonymous with the Real Estate Proceeds Cash

Fund, which is what the Department had assumed is the case.

Based on our discussions with OSC staff, the OSC granted the Department to have the spending
authority for the Fort Lupton Project in Fiscal Years 2022 and 2023 based on the construction
project application approved by the Office of the State Architect, the approval memo from the
National Guard Bureau, and the fact that the OSC previously approved a land acquisition in Fiscal
Year 2018 that referenced Section 28-3-106(1)(r), C.R.S. We further inquired with the OSC on
whether the OSC approved any other spending authority requests in which there was unclear
guidance and the OSC reported that they did not.

Related to the Fiscal Year 2024 Fort Lupton Project spending request, OSPB included the
Department’s supplemental request for the Fort Lupton Project in its December 2023 request to the
JBC without ensuring that the capital construction project and its related spending authority had
been previously approved by the CDC, JBC, and General Assembly. The OSPB characterized the
supplemental request as an extension of spending authority for operating expense items related to
maintenance and operations of the Fort Lupton Project, which would allow funds to be
appropriated under the Real Estate Proceeds Cash Fund. In addition, based on discussion with
OSPB staff, OSPB does not have a process to ensure that supplemental requests comply with
legislative requirements, and represent the proper characterization of expenditures covered under

the request.

Why do these problems matter?

By failing to request and obtain spending authority approval, as appropriate, from the Real Estate
Proceeds Cash Fund, the Department is out of compliance with the State’s budget requirements.
Proper approvals from the General Assembly, when required by statute, are necessary to ensure that

the Department, OSPB, and OSC are in compliance with statutory requirements.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-029

The Department of Military and Veterans Affairs (Department) should ensure it complies with
statutory requirements for the Real Estate Proceeds Cash Fund (Fund), including requirements to
obtain spending authority for the Fund from the General Assembly, as appropriate. This should

include:
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A. Secking guidance from the Attorney General’s Office on the interpretation of Section 28-3-1006,
C.R.S,, to determine when the Department is required to obtain the General Assembly’s
approval for spending from the Real Estate Proceeds Cash Fund.

B. Requesting the General Assembly’s approval for spending authority for the Real Estate Proceeds
Cash Fund as required by Section 28-3-106, C.R.S.

Response
Department of Military and 1V eterans Affairs

A. Agree
Implementation Date: July 2024

The department agrees that an Attorney General's interpretation would provide clarity on the
statute. The department will submit a request for guidance from the Attorney General's office
interpretation of Section 28-3-106, C.R.S. to determine when the Department is required to
obtain the General Assembly's approval for spending from the Real Estate Proceeds Cash Fund.

B. Agree
Implementation Date: July 2024

The department will ensure that any projects related to the Real Estate Proceeds Funds will have
proper spending authority granted by the General Assembly, prior to making expenditures.

Recommendation 2023-030

The Governor’s Office of State Planning and Budgeting should improve its internal controls over
compliance with statutory requirements by working with the Office of the State Controller to
develop and implement a process to ensure supplemental requests comply with legislative

requirements, and represent the proper characterization of expenditures covered under the request.

Response
Governor’s Office of State Planning and Budgeting

Agree
Implementation Date: June 2024

The Governor's Office of State Planning and Budgeting (OSPB) agrees with the recommendation

included in the audit. The OSPB will work with the Office of the State Controller to develop and

implement a process to ensure supplemental requests comply with legislative requirements, and
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represent the proper characterization of expenditures covered in its supplemental requests. The
OSPB will implement this recommendation no later than the next supplemental submission to the
General Assembly (June 2024).

Recommendation 2023-031

The Office of the State Controller (OSC) should improve its internal controls over the
appropriations process by not approving spending authority if the OSC determines there is
conflicting statutory language and should consult with the Governor’s Office of the State Planning
and Budgeting and the Attorney General’s Office to resolve the conflict in statutory language.

Response
Department of Personnel & Administration’s Office of the State Controller

Agree
Implementation Date: September 2024

The OSC will consult as needed with Office of State Planning and Budgeting and Attorney

General’s office when there is conflicting statutory language regarding spending authority. This
process will be included in Fiscal Rules and the Fiscal Procedures Manual by September 30, 2024.
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Department of
Personnel & Administration

The primary function of the Department of Personnel & Administration (Department) is to support
the business needs of the State’s Executive Branch. The Department administers the classified
personnel system, comprising 27,656 full-time equivalent (FTE) employees across the State—
excluding the Department of Higher Education, which includes the State’s institutions of higher
education—and providing general support for state departments. The Department includes the

following divisions and offices:

e FExecutive Director’s Office

o Office of the State Architect

o Colorado State Employees Assistance Program
e Division of Central Services

e Division of Accounts and Control

o Office of the State Controller
e Division of Human Resources
e Office of Administrative Courts
¢ Constitutionally Independent Entities Division, including the State Personnel Board
e Division of Capital Assets

For Fiscal Year 2023, the Department was appropriated approximately $243.0 million and 452 FTE
staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.
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Department of Personnel & Administration Fiscal Year 2023
Appropriations by Funding Source (In Millions)

Cash Funds
$12.2

Reappropriated
Funds
$202.0

General Fund
$28.8

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Department of Personnel & Administration Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Executive Director's

Division of Office
Capital Assets 61
77
Division of
Human
Resources
69
Administrative /
Courts
45

—__ Personnel

Board
5
Division of Accounts
and Control Division of
67 Central Services

128

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financial Program Financial Program
Personnel & Reporting Compliance  Reporting  Compliance
Administration
6 - 2 - - 8

11-146 Colorado Office of the State Auditor



Office of the State Controller

The Office of the State Controller (OSC) is located within the Department’s Division of Accounts
and Control. The OSC is responsible for managing the State of Colorado’s financial affairs, which
includes (1) the preparation and submission of the State’s financial statements to the Governor and
General Assembly by the statutorily-required September 20 due date, referred to as Financial
Statements, and (2) preparation and issuance of the State’s audited Annual Comprehensive Financial
Report (Annual Financial Report). The OSC is also responsible for the preparation of the State’s
Schedule of Expenditures of Federal Awards (SEFA), which reports the total federal awards expended by
the State during the fiscal year.

The OSC is the functional business owner of the Colorado Operations Resource Engine (CORE),
the State’s accounting system, and the Colorado Payroll and Personnel System (CPPS), the State’s
integrated human resources and payroll management application. As such, the OSC is also
responsible for providing guidance to the various state departments and institutions of higher
education (state entities) on the use of CORE and CPPS, overseeing certain access and information

security requirements of the systems, and ensuring that the systems are working as intended.

Finding 2023-032
Statutory Compliance and Internal Controls Over Financial
Reporting

The OSC is responsible for preparing the State’s Financial Statements in accordance with Generally
Accepted Accounting Principles (GAAP), as required in statute [Section 24-30-204(1), C.R.S.].
GAAP’s overall objective is to create consistency in financial reporting to ensure reliable, concise,
and understandable information for users of the financial statements. The Governmental
Accounting Standards Board (GASB) establishes GAAP for state and local government entities
through the issuance of GASB statements and authoritative accounting guidance, such as GASB

implementation guides.

At the end of each fiscal year, the OSC requires state entities to provide certain financial-related
information to the OSC through “exhibits,” which are submitted through an information system
called Gravity. In order to aid in the preparation of the financial statements, the OSC uses Gravity

to collect and summarize the exhibits submitted by all state entities.

Some state entities also present separately-issued financial statements (Standalone Financial
Statements); these entities are also referred to as standalone entities. The OSC requires that
standalone entities enter their financial information into CORE. Additionally, the OSC requires
standalone entities to submit an Exhibit |, Standalone Financial Statement Reconciliation, which reconciles

each entity’s Standalone Financial Statements to CORE and includes descriptions for all reconciling
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items. Standalone entities use the Exhibit | to identify and communicate differences between their
Standalone Financial Statements and CORE to the OSC.

CORE and InfoAdvantage, CORE’s reporting application, segment accounting transactions into
accounting periods throughout the fiscal year. Periods 1 through 12 correspond to the months of
the fiscal year (July through June, respectively), and sequentially numbered subsequent periods—
Period 13 through Period 16—are used, as necessary, to record any required adjusting entries to
correct errors or reclassify information as may be necessary to create the State’s Financial Statements
and Annual Financial Report. The OSC is statutorily responsible for ensuring that the State’s
accounting records are closed annually within 35 days of fiscal year end, which is the final date
allowed for transactions to be posted to Period 13, or the “close date.” The following table shows

the Fiscal Year 2023 closing periods and what each of those periods represents:

Office of the State Controller’s Fiscal Year 2023 Closing Periods

Period Close Date Explanation of Closing Period

Statutory close date and department’s closing period for final entry

Period 13 August 4, 2023 of adjustments without OSC’s intervention.
0OSC'’s closing period for processing year-end recurring entries and
Period 14 August 9, 2023 adjustments (i.e. entries can only be made with OSC’s review and

approval).

0OSC’s closing period for fiscal year-end Financial Statement

Period 15 September 20, 2023 . .
presentation entries.

0OSC's final closing period occurring from the end of Period 15

Hoillod] L3 by 2, 202 through the audit opinion date.

Source: Office of the State Auditor analysis of Fiscal Year 2023 Fiscal Procedures Manual closing periods.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to review the OSC’s internal controls over, and compliance with,
its financial reporting responsibilities during Fiscal Year 2023, including whether the OSC had fully
implemented our Fiscal Years 2022 and 2021 audit recommendations related to its financial
reporting. This included determining whether the State’s Fiscal Year 2023 Financial Statements were
accurate, complete, and prepared in accordance with GAAP, including GASB requirements, within

required timeframes defined in statute, as applicable.

As part of our Fiscal Year 2023 audit work, we conducted inquiries with OSC statf and reviewed
applicable supporting documentation to determine the following:

e Whether the OSC had strengthened internal controls over financial reporting, as recommended in

our Fiscal Year 2022 audit recommendation. Specifically, as a result of that audit, we

recommended that the OSC review and update its current process for posting annual fiscal year-
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end payroll adjustments and labor allocation entries in CORE; ensure these postings are
performed accurately, in a timely manner, and in compliance with the statutory close date going
forward; and formalize an effective implementation planning process for future GASB statements
to ensure an accurate and timely adoption, and communicate this plan to state entities. This
implementation planning process should include, for example, estimated timetables, checklists,
and/or data collection methods to ensure the OSC obtains the necessary financial information
from departments prior to the beginning of the fiscal year when the applicable GASB statement

goes into effect.

e Whether the OSC had improved its policies and procedures over its review of Standalone
Financial Statements and the Exhibit | to include sufficient details and requirements on its
processes related to timely obtaining and reviewing the Exhibit Js and Standalone Financial
Statements, including any that were not provided by the applicable deadline, prior to its statutorily-
required submission to the Governor and General Assembly on September 20. The OSC prepares
a summary of any differences noted between the Exhibit Js, the Standalone Financial Statements,
and the State’s Financial Statements. There were 14 Exhibit ] submissions noted on the OSC’s
Fiscal Year 2023 summary, and we tested all of them.

e Whether the OSC complied with statutory requirements regarding financial reporting timeframes.
We analyzed CORE transactional data recorded after the State’s Fiscal Year 2023 statutory close
(Period 13) to identify the number and dollar amount of transactions processed by state entities
and the OSC after that statutory closing date. We also reviewed the OSC’s communications and
the accounting guidance it provided during Fiscal Year 2023, including in the OSC’s Fiscal
Procedures Mannal (Manual).

What problems did the audit work identify and how were the
results of the work measured?

We determined that the OSC did not ensure compliance with the statutorily-required financial
reporting timeframes for Fiscal Year 2023 and, therefore, did not fully implement our prior audit
recommendations related to financial reporting. The basis for our conclusions are detailed in the

following section:

e Statutory Close. The OSC approved and recorded a significant number of state entities’
transactions after the statutorily-required August 4, 2023 deadline. Specifically, while the OSC
closed the applicable period of activity (Period 13) in CORE, as of August 4, 2023, the OSC
approved the posting of transactions totaling $16.2 billion for state entities in CORE after this
date. In addition, the OSC initiated and posted additional transactions of $0.2 billion, which
brought the total transactions posted after the closing deadline to $16.4 billion. These

transactions related to revenue, expense, capital asset, and adjustments to the financial
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statements. We have included a table showing summary information about the transactions, as

well as a table containing comparative information, from Fiscal Years 2021 through 2023.

Fiscal Year 2023 CORE Transactions Recorded After Statutory Close

OSC and State Entities

State Entity-Initiated OSC-Initiated Total
Period Period Open Transactions Transactions Transactions
Close for Number of Total
Date Calendar Days

Total Total

Count Amount Count Amount
Period 14 08-09-23 5 Days 262 $1.6 billion 2 S5 million 264 $1.6 billion
Period 15 09-20-23 42 Days 352 $10.8 billion 5 $6.1 million 357 $10.8 billion
Period 16 02-02-24 135 Days 127 $3.8 billion 8 $210.5 million 135 $4.0 billion

$16.2 billion 15 $0.2 billion $16.4 billion

Source: Office of the State Auditor analysis of CORE Periods 14, 15, and 16 accounting transactions.
*This data includes GASB 96 related transactions.

OSC and State Entities

Total
Transactions

Total Total
Fiscal Year Count Amount
2023 756 $16.4 billion
2022 749 $24.0 billion
2021 415 $19.0 billion

Source: FY21 and FY22 Statewide Single Audit Report

The OSC has historically posted some adjustments to CORE after the August 4 statutory
deadline, as necessary, for financial statement presentation purposes, including reclassifications
and recurring transactions. However, the amount of non-standard post-closing adjustments
posted after the August 4, 2023 deadline were significant and indicate that state entities were
continuing to finalize their Fiscal Year 2023 accounting as late as January 2024, which does not
appear to meet the 35-day closing requirement established in statute.

Section 24-30-204(3), C.R.S., requires that, “The official books of the state shall be closed no later than thirty-
fve days after the end of the fiscal year. As of this date, all adjusted revenue, expenditures, and expense acconnts

shall be closed into the state accounting system in order to divide the financial details of the state into comparable
periods.” For Fiscal Year 2023, this date was August, 4, 2023.

e Exhibit J. The OSC did not review and reconcile the Exhibit Js in a timely manner. Specifically,
the OSC provided us their completed Exhibit | reconciliation on January 8, 2024, more than 4

months after the Exhibit Js were due to the OSC and after the OSC prepared the Annual
Financial Statements.
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Section 24-30-204(1), C.R.S. requires the State Controller to prepare financial statements in accordance with
GAAP, which includes following existing GASB standards and appropriately implementing new GASB
standards. The purpose of GAAP is to provide complete and accurate financial statements. Section 24-30-
204(1), C.R.S., also requires that Standalone entities submit their draft Standalone Financial Statements to the
State Controller by Augnst 25 each year but allows the OSC to grant an exctension of up to 20 days (to
September 14). The OSC requires Standalone entities to submit their Exchibit [s on the same date they submit
their Standalone Financial Statements to the OSC. The statutory due date for the Standalone Financial
Statement submission to the OSC provides approximately 1 to 3 weeks for the OSC to review Exhibit |5 and
make necessary adjustiments before the required September 20 submission to the Governor and General Assembly.
According to the OSC’s communication, Exchibit | and Standalone Financial Statements were both due on
Aungust 25, 2023. Upon requests from state entities, the OSC extended the deadline to September 8, 2023.

Why did these problems occur?

Overall, we determined that the OSC did not have sufficient processes and internal controls in place
to ensure it complied with financial reporting-related statutory requirements, and to obtain and
review Exhibit Js in a timely manner. We identified more specific causes to the problems identified

as follows:

Post Close Transactions. We noted numerous transactions posted in CORE after Period 13 by
state entities. Further, we noted that some of these transactions were fixing transactions that were
recorded incorrectly—as is the purpose of having a year-end closing period for transactions—while
others were miscellaneous, day-to-day transactions that typically should be made before the year-end

closing period.

We identified that many state entities have experienced accounting staff turnover, including some in
the controller position. In addition, we determined that some of the new accounting staff do not
have experience with the State’s accounting processes, such as using CORE or the OSC’s required
process for reporting financial information through exhibits, which are areas where staff must have
sufficient knowledge and experience to ensure that the state entities are able to close their books
timely and accurately. Ultimately, the OSC is responsible for ensuring that the State’s books as a

whole are closed timely and accurately.

Exhibit J. The OSC does not have an adequate process—including policies and procedures—in
place to timely review Exhibit Js to ensure information in CORE is accurate. For Fiscal Year 2023,
the OSC updated its existing policy to state that “having the majority of Exhibit ] submissions
extended to as late as September 14 does not allow adequate time for the OSC to fully review the
Exhibit | submissions prior to the issuance of the BFS [statutorily-required submission to the
Governor and General Assembly| on September 20.” This indicated that the OSC was expecting

state entities to meet the September 14 submission due date. However, we tested the OSC’s
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summary of any differences noted between the Exhibit Js, the Standalone Financial Statements, and
the State’s Financial Statements and noted that—of the 14 Exhibit | submissions included in the
summary of differences—eight were submitted after September 14; three of those were not
submitted until November 2023. Further, the OSC did not complete its full Exhibit ] reconciliation
until January 2024—7 months after fiscal year end. In addition, we noted that the OSC’s policies and
procedures lack detail to specify when the OSC should complete its review of Exhibit Js.

Why do these problems matter?

The State Controller is statutorily required to prepare the State’s Financial Statements, which
includes obtaining additional and necessary financial information from state entities. This requires
the need for the OSC to have robust internal controls over financial reporting that are designed,
implemented, and operating effectively. The State Controller also has the responsibility to ensure the
OSC’s internal controls and related processes for preparing the State’s Financial Statements are
timely and accurately communicated to state entities. The lack of robust internal controls within the
OSC may cause inaccurate financial reporting and delays in the completion of the Financial
Statements and the Annual Financial Report. Further, entering and approving a significant number
of accounting transactions during a shortened timeframe after fiscal year end increases the chance of
errors. In addition, by not receiving, reviewing, and analyzing Exhibit Js in a timely manner, the OSC
staff may not detect errors and omissions, and ensure that standalone entities correct any identified
issues and submit revised exhibits in order to minimize the OSC’s delays in preparation of and the
accuracy of the State’s and standalone entities’ financial statements. These issues have been
outstanding for a number of years, and the OSC agreed with our recommendations. Finally, significant
turnover in accounting positions increases the risk for errors in the State’s Annual Financial

Statements and the need for more detailed OSC training and guidance.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendations 2022-027C and 2021-029C.

Recommendation 2023-032

The Department of Personnel & Administration’s Office of the State Controller (OSC) should
strengthen its internal controls over financial reporting to ensure that the OSC’s fiscal year-end
accounting processes result in compliance with statutes and that the State’s Financial Statements and
Annual Comprehensive Financial Report (Annual Financial Report) provided to decision-makers are
accurate, complete, and prepared in accordance with Generally Accepted Accounting Principles
(GAAP). This should include the following:
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A. Working with the State’s departments, agencies, and higher education institutions to ensure
newer controllers and accounting staff, as applicable, have been adequately trained on the State’s
accounting and reporting processes. This training support should include strategies to reduce

excessive post-closing transactions.

B. Improving the OSC’s existing policies and procedures for its review of standalone financial
statements and the Exhibit Js, S7andalone Financial Statement Reconciliation, and ensuring it
completes its annual Exhibit | reconciliation in a timely manner. This should include enforcing
the Exhibit | and standalone financial statement submission deadline; establishing a deadline for
OSC staff to review the statements and Exhibit ]’s as soon as practicable thereafter; and
establishing detailed procedures for the OSC’s process for obtaining and reviewing the Exhibit
Js and standalone financial statements, and for making adjustments to the State’s Financial

Statements, as appropriate.

Response
Department of Personnel & Administration’s Office of the State Controller

A. Agree
Implementation Date: June 2024

The Office of the State Controller agrees with this recommendation. The OSC will solicit
feedback from departmental controllers and accounting staff regarding how the OSC can
support and educate new accountants. The OSC's collaboration with departments will include a
significant focus on identifying and re-mediating causes for non-standard post-closing
accounting adjustments posted after the August 4th deadline.

B. Agree
Implementation Date: September 2024

The Office of the State Controller agrees with this recommendation. The OSC will re-evaluate
and update its Exhibit ] review process in order to perform a more timely review of
departmental-submitted financial statements and the Exhibit J. The OSC will precisely define
what is meant by a financial statement submission as outlined in statute, and will update its

guidance and training to departments and institutions of higher education accordingly.
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Finding 2023-033
Errors in Compiling the State’s Schedule of Expenditures of
Federal Awards

The State is required to comply with the reporting requirements of Title 2 U.S. Code of Federal
Regulations Part 200, Uniform Administrative Requirements, Cost Principles, and Aundit Requirements for
Federal Awards (Uniform Guidance) for the State’s SEFA. The federal Office of Management and
Budget’s (OMB) Compliance Supplement is part of Uniform Guidance and provides some
additional information required to be included on the SEFA. The OSC is responsible for preparing
the SEFA, which reports the total federal awards expended by the State during the fiscal year.

In order to prepare the State’s SEFA, the OSC requires state entities to submit an Exhibit K1,
Schedule of Federal Assistance, each year to report federal program information, including the grant
name, Assistance Listing Number (ALN), expenditures, receipts, and receivables for each federal
grant program administered by the department or institution of higher education (IHE) during the
fiscal year. The OSC compiles and summarizes all Exhibit K1s and prepares the SEFA, ensuring
information like ALN, ALN title, and any other identification (ID) number that has been assigned
by the awarding federal agency that provided the federal award, are propetly reported on the SEFA.

For Fiscal Year 2023, the OSC changed the Exhibit K1 compilation process, requiring state entities
to submit their Exhibit K1s through the OSC’s Gravity system, which collects and summarizes these
exhibits. The OSC’s new process is that, once information is summarized by Gravity, OSC staff will
extract that information, then enter it into the OSC’s SEFA database, which is a Microsoft Access
database used to prepare the Exhibit K1 summary spreadsheet. Using the SEFA database, OSC staff
then run queries to determine the ALN titles by comparing ALNs reported on Exhibit K1s to the
OSC’s ALN file that was downloaded from the official U.S. government system that identifies
ALNs—sam.gov. The Exhibit K1 summary spreadsheet contains all summarized Exhibit K1
information and queries, and is then used to convert all required information to the SEFA. Each
version of the SEFA is to be reviewed by one of the OSC’s managers. This review is to be
documented on a SEFA Review Checklist that includes the SEFA and SEFA footnotes preparation
tasks.

For Fiscal Year 2023, the SEFA was compiled based on the OSC’s Exhibit K1 summary spreadsheet
that contained a total of 7,497 individual lines and 1,687 federal programs reported by state entities
through their Exhibit K1s. An individual line on the Exhibit K1 summary spreadsheet represents
individual federal program information submitted by state entities on their Exhibit K1s.
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What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to review the OSC’s internal controls over its compilation of the
State’s SEFA for Fiscal Year 2023. This included determining whether the OSC prepared the State’s

SEFA accurately, completely, and in accordance with federal Uniform Guidance.

As part of our audit work, we tested a random sample of 40 individual SEFA lines. We compared
each sample against the final, audited version of the Exhibit K1. In addition, we summarized all
COVID-19 expenditures that state entities reported to the OSC and compared those amounts to
COVID-19 expenditures reported on the SEFA. We also compared the SEFA ALN titles to sam.gov
information to identify if the OSC reported ALN information properly on the SEFA. Further, we
analyzed the SEFA’s ALN numbers and Other ID Numbers Assigned by Federal Awarding Agencies
that were shown on the SEFA as ending in zero. Finally, we performed a walkthrough with the OSC
of its compilation process of the Exhibit K1s through the Gravity system.

How were the results of the audit work measured?

We measured the results of our audit against the following:

e Federal regulation [2 CFR Section 200.510] requires that the SEFA include specific information,
such as the identifying number that is assigned by the awarding federal agency, on each federal

award expended during the year.

e According to the 2023 OMB Compliance Supplement, non-federal agencies are required to
separately identify COVID-19 expenditures on the SEFA. For existing programs that have both
COVID-19 expenditures and non-COVID-19 expenditures, this may be accomplished by
identifying COVID-19 expenditures on a separate line of the SEFA by ALN with COVID-19 as

a prefix to the program name.

o The 2023 Compliance Supplement states that only ALN 84.425, Education Stabilization Fund, is
required to identify its subprograms with an alphabetic character identifier on the SEFA.

o State Fiscal Rule 1-2, Internal Controls, states that the OSC “shall implement internal accounting
and administrative controls that reasonably ensure that financial transactions are accurate,

reliable, [and] conform to the Fiscal Rules...”

e According to the OSC’s Internal Control System policy, state agencies shall use the Standards for
Internal Control in the Federal Government (Green Book), published by the U.S. Government
Accountability Office, as its framework for its system of internal control. Green Book Paragraph

OV2.14, Roles in an Internal Control System, states that management is responsible for designing an
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internal control system. This should include controls over the preparation of external financial

reporting in accordance with professional standards and applicable laws and regulations.

e Federal regulation [2 CFR Section 200.1], Definitions, defines the ALN as a unique number
assigned to identify a Federal Assistance Listings. According to the OSC’s Exhibits Instructions,
the ALN is a 5-digit number that uniquely identifies a federal program.

What problems did the audit work identify?

During our testing of the OSC’s Fiscal Year 2023 SEFA, we discovered several errors that were not
identified and corrected through the OSC’s preparation and review processes, as follows:

e In 1 of 40 samples (3 percent) selected for testing, the OSC did not identify COVID-19-related
expenditures on the SEFA. The department’s Exhibit K1 specified that the sampled grant was
COVID-19-related, but the OSC did not include that information on the SEFA. Based on
turther testing, we noted that the OSC failed to report on the SEFA a total of 416 individual
lines that were reported by state entities on their Exhibit K1s as COVID-19 federal

expenditures.

e In 2 of 40 samples (5 percent) selected for testing, the OSC did not ensure that the ALNs were
properly reported on the SEFA. Specifically, the OSC included a letter after the ALNs, but those
ALNs do not have an alphabetical character. For example, ALN 84.002 was reported on the
SEFA as 84.002A. The OSC researched these errors and further identified that this issue
affected an additional 75 of the 7,497 individual lines representing 38 of 1,687 federal programs
on the SEFA.

e In 1 of 40 samples (3 percent), the OSC did not report the program name associated with the
ALN properly on the SEFA. Specifically, the OSC reported ALN 47.076 on the SEFA as
“Education and Human Resources” while sam.gov indicated the title for this ALN was “STEM
Education” for Fiscal Year 2023. The OSC later researched this issue and determined that it had

not propetly updated an additional 16 federal program titles on the SEFA for Fiscal Year 2023.

e In 5 of 40 samples (13 percent), the OSC did not ensure that the “Other ID Number Assigned
by Awarding Federal Agency” was properly reported on the SEFA.

o In 2 of 5 samples, the OSC misreported the “Other ID Number Assigned by Awarding
Federal Agency” by adding a period within the number and an additional two digits to the
end of the number. For example, the OSC incorrectly reported the ID Number 2004767961
that was obtained from a submitted Exhibit K1 as 2.004767961E9. After we notified the
OSC, the OSC researched the issue and identified 69 additional instances in which it failed to
report Other ID Numbers properly on the SEFA.
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o In 3 of 5 samples, the OSC incorrectly reported the “Other ID Number Assigned by
Awarding Federal Agency” by adding a period and zero to the end of the number. For
example, the OSC incorrectly reported the ID Number 1680477 that was obtained from a
submitted Exhibit K1 as 1680477.0. We analyzed the entire population of “Other 1D
Number Assigned by Awarding Federal Agency” and identified a total of 162 additional
instances of this error. These errors impacted 35 different ALN programs within the SEFA.

e In 974 instances, ALNs reported on the SEFA did not match ALNs reported by state entities on
their Exhibit K1s. The OSC identified an issue in Gravity for the Exhibit K1s. For example,
ALNs 12.230 or 12.200 were reported through the Exhibit K1 to the OSC by Departments and
IHEs as 12.23 and 12.2, respectively. The OSC made corrections to the ALN on the SEFA for
each of these instances.

The OSC subsequently corrected each of the previously identified issues after we brought them to
its attention.

Why did these problems occur?

These problems occurred because the OSC lacked adequate internal controls to ensure the SEFA
was prepared and reviewed appropriately, including that any errors were identified and corrected, as

follows:

e The OSC did not have an adequate review process in place over the SEFA reporting process to
ensure the errors we identified did not occur or were detected and corrected by OSC staff.
Specifically, the OSC’s SEFA Review Checklist does not contain a list of specific items that

should be reviewed in order to ensure the SEFA is complete and accurate.

e The OSC did not effectively test, identify, or analyze potential issues with Gravity and the SEFA
database and ensure the issues were corrected prior to state entities” submissions of Exhibit K1s
and the OSC’s preparation of the Fiscal Year 2023 SEFA. Through our testing, we found that
the following specific issues led to the Exhibit K1 and SEFA errors:

o Gravity removed zeros on the state entities’ Exhibit K1 if an ALN ended with zero(s),
causing ALNs on the Exhibit K1 to not meet the 5-digit number requirements when
summarized by the OSC for the SEFA.

0 The OSC did not identify a query that should be performed within the SEFA database to

remove an alphabetical character for ALNs that do not contain these characters, when

applicable, and did not ensure ALN titles are reported accurately.
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0o The Exhibit K1 is formatted as text in Gravity but the Exhibit K1 summary is automatic,
using the field as text, which resulted in reporting errors of the “Other ID Number Assigned
by the Awarding Federal Agency” on the SEFA.

Why do these problems matter?

Strong internal controls, including effective review processes over the preparation of the SEFA, are
necessary to ensure that the OSC is reporting SEFA information appropriately and accurately, in
accordance with federal requirements. In addition, when implementing a new reporting and
compilation process—such as the submission of the Exhibit K1 through Gravity and compilation of
all Exhibit K1s submitted by state entities in Gravity—it is necessary to ensure the system is working

properly and that sufficient reviews are performed to identify and correct any issues.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-033

The Office of the State Controller (OSC) should strengthen its internal controls over the
compilation of the State’s Schedule of Excpenditures of Federal Awards (SEFA) to ensure the SEFA is

accurate and complete by:

A. Ensuring staff perform an adequate supervisory review over the SEFA process—including
reviews of the SEFA database and information summarized by the OSC’s Gravity information
system—>by updating the OSC’s SEFA Review Checklist with a more detailed listing of the items

to review.
B. Identifying potential issues that could arise when compiling information for the SEFA and
addressing those issues prior to departments’ and institutions of higher educations’ required

Exhibit K1, Schedule of Federal Assistance, submissions.

C. Correcting the issues with the Gravity system and Exhibit K1 summary spreadsheet noted in this
audit.

Response
Department of Personnel & Administration’s Office of the State Controller

A. Agree
Implementation Date: October 2024
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The OSC will ensure the supervisory review is more comprehensive to include a review of all

software used, a more thorough review of the final Schedule, and an improved review checklist.

B. Agtree
Implementation Date: October 2024

The OSC has compiled a list of all issues encountered in preparation of the FY 2023 SEFA, will
work to identify additional potential issues, and will implement controls to ensure any known

potential issues are identified and corrected during compilation or review.

C. Agree
Implementation Date: October 2024

The OSC will correct or implement compensating controls for any known issues or potential

issues identified in any of the templates or software used in preparation of the SEFA.

Finding 2023-034
System and Organization Control Reports

The OSC is responsible for the preparation of the State’s financial statements, including the SEFA.
The OSC uses financial information in CORE to prepare the State’s financial statements. Some state
entities do not use CORE as their primary accounting system and they use other Information
Technology (IT) systems for program management. Therefore, these state entities upload financial
information to CORE from their IT systems.

In some cases, the state entiteis contract with third-party vendors (service organizations) to provide
various services for some of the State’s I'T systems. For example, the OSC contracts with CGI as its
service organization to maintain and house the CORE system infrastructure components remotely at
CGT’s hosting facilities. Service organizations contract with independent auditors (service auditors)
to audit the service organizations’ internal controls for these I'T systems. The service auditors follow
the guidance issued by the American Institute of Certified Public Accountants (AICPA), Statement on
Standards for Attestation Engagements (SSAE), within AT-C Section 320, and issue a System and
Organization Controls (SOC) report at the conclusion of the engagement. One type of SOC
report—a SOC 1, Type II (SOC 1) report—provides the service auditor’s opinion on the service
organization’s internal controls, specifically as to whether the internal controls are suitably designed

and operating effectively for a specified period.

On an annual basis, the OSC requires all state entities to provide the OSC with the list of their I'T
systems that contain financial information, regardless of amount. The OSC requests this information
through the completion of an inventory spreadsheet; the fields within the inventory spreadsheet that
the OSC sends to state entities for this data request include fields for, among others, the
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Information System (IS) name, brief description of the IS, whether the vendor provides a SOC 1
report and, if so, when it is received, and whether any financial data maintained by the IS feeds into
CORE, and, if so, the annual amount of that data. The OSC compiles information within one
spreadsheet and then determines through a spreadsheet review which systems are material to the
State’s financial statements, which should also include the State’s SEFA.

When the OSC, departments, and IHEs receive SOC 1 reports, they should determine whether they
can rely on the service organization’s internal controls for financial reporting. In addition, when
service auditors provide a SOC 1 report with a modified opinion—which indicates that the auditor
has identified internal controls that fail to meet the standard upon which they are being measured or
the auditor was unable to obtain sufficient and appropriate evidence—the OSC, departments, and
IHEs should determine if actions to mitigate the increased risk to financial reporting are necessary.
Some examples of additional actions could be department staff increasing reviews of data in the

systems to outside information or contacting vendors to confirm their payment requests.

During Fiscal Year 2023, the OSC compiled information provided by state entities for a total of 81
IT systems. State entities reported that 21 of the 81 IT systems receive a SOC 1 report on an annual
basis. Based on the OSC’s analysis, the OSC determined that for Fiscal Year 2023, 36 IT systems

were significant to the State’s financial reporting.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether the OSC had implemented our Fiscal Year
2022 audit recommendation relating to service organization SOC 1 reports. As a result of that audit,
we recommended that the OSC improve controls related to SOC 1 reports by updating its SOC-
related procedures to include a completeness check of I'T systems by the OSC staff that ensures: (1)
staff apply their knowledge and expertise of the State’s financially-significant I'T systems when
comparing department- and IHE-provided information (2) all financially-significant I'T systems are
identified and assessed for risk, and (3) all SOC 1 reports are obtained and reviewed in a timely
manner. In addition, we recommended that the OSC ensure that staff comply with the OSC’s
procedure to follow-up with departments and IHEs who fail to timely provide information
necessary for annually updating the OSC’s listing of financial I'T systems and/or SOC 1 reports to
the OSC, in order to ensure the OSC’s IT systems list contains all relevant information and that the
OSC reviews SOC 1 reports for each of the State’s financially significant I'T systems and assesses the
impact on the State’s financial statements. Further, we recommended that the OSC establish and
implement a formal review process over the OSC’s SOC 1 risk assessment process to ensure all of
the State’s financially-significant I'T systems are assessed for risk, that SOC 1 reports are obtained
and reviewed, and that all required follow-up actions are performed. The OSC agreed with our

recommendations and agreed to implement them during Fiscal Year 2023.
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As part of our Fiscal Year 2023 audit, we requested the OSC’s policies and procedures for SOC 1
reports; the OSC’s IT systems listing containing all systems that contain financial information,
regardless of amount; and other information regarding the OSC’s implementation of this audit

recommendation, including the related supporting documentation.

How were the results of the audit work measured?

Statute [Section 24-30-201(1)(f), C.R.S.] requires the OSC to “coordinate all the procedures for
financial administration and financial control so as to integrate them into an adequate and unified
system, including the devising, prescribing, and installing of accounting forms, records, and

procedures for all state agencies.”

The OSC’s SOC 1, Type 1I Risk Assessment procedure that it updated on June 20, 2022 and June 30,
2023 states the following:

e According to the OSC’s procedure, as updated on June 20, 2022, in situations where a
department (state agency or IHE) does not have a SOC 1 report for a system that is deemed to
be material to the State's financial statements, the department or IHE, “shall provide an
explanation as to why material systems do not have these reports available, include
compensating controls the department has in place for this system, and the department’s plan to
obtaining a SOC 1, Type II Report in the following year.” The OSC removed this section in the
June 30, 2023 update to this procedure.

e According to the OSC’s procedure, as updated on June 30, 2023, on an annual basis, the OSC
performs a risk assessment related to SOC 1 reports to ensure that systems determined to be
material to the State’s financial statements have SOC 1 reports. Specifically, as part of the risk
assessment, by June 1 each year, state entities should provide the OSC with “an inventory” of all
IT systems that contain financial information, regardless of amount, in order to allow the OSC
to “independently determine which systems are material” to the State’s annual financial
statements, based on the OSC’s comparison of the provided information to its materiality
spreadsheet for the financial statements. The procedure indicates that the OSC will follow up
with state entities, as necessary, to ensure that all state entities respond to the request for
information and that, by July 1, the OSC will follow up with the departments and IHEs that
have systems determined by the OSC to be material to the State's financial statements to

determine if a SOC 1 report is available for those systems.
According to the OSC’s Manual, Chapter 3, Section 3.41, Statewide System: and Organizational Controls
Reviews, departments shall provide SOC 1 reports to the OSC within 10 business days of receipt
from the service organization.
According to the OSC’s policy, the OSC and state departments must use the Green Book as their

framework for their systems of internal control. Green Book Paragraph OV4.01, Service Organizations,
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states that management retains responsibility for the performance of processes assigned to service
organizations. Furthermore, the Green Book specifies that management needs to understand the
internal controls that each service organization has designed, implemented, and operates, as well as
how each service organization’s internal control system impacts the OSC’s and relevant

departments’ internal control systems.

What problems did the audit work identify?

We found that the OSC did not fully implement the prior audit recommendation related to SOC 1
reports during Fiscal Year 2023. Specifically, OSC staff added to its tracking list the significant state
system that we had identified as missing from the list during our prior audit, but the OSC failed to
update its procedures to include a required I'T systems completeness check based on OSC staff
knowledge and expertise—in order to have a process in place to identify any systems missing from

future lists.

We also found that the OSC did not follow up with state entities to obtain missing information for

IT systems, as follows:

e TFor 16 of 36 IT systems determined by the OSC in Fiscal Year 2023 to be material to the State’s
financial statements, the OSC determined that the “Department accepts risk of no SOC
Report,” but did not obtain an explanation from the state entity for why material systems do not
have these reports available, compensating controls the state entity has in place for the system,

and the state entity’s plan to obtain a SOC 1 report in the following year.

e The OSC did not obtain the inventory spreadsheet for Fiscal Year 2023 from one department

on its I'T systems, as of the end of our audit procedures.

e The OSC did not follow up with state entities that did not provide the I'T system inventory
spreadsheet by July 1, 2023, as required by the OSC’s procedure. Specifically, the OSC did not
obtain 17 of 34 (50 percent) state entities’ inventory spreadsheets by June 1, 2023, as required by
the OSC’s procedure and received the inventory spreadsheets from these state entities between 1
to 42 days after June 1, 2023.

e The OSC did not receive complete information on the inventory spreadsheets from 5 of 34 (15
percent) state entities, and the OSC did not follow up with these state entities to obtain those
spreadsheets, affecting 22 of the 81 I'T systems (27 percent). For example, some entities reported
that financial data is maintained by the information system that feeds into CORE, but did not

provide specific information to explain what data is maintained.

e The OSC did not obtain 19 of 21 (90 percent) SOC 1 reports that covered the Fiscal Year 2023

financial reporting period, and did not follow up with state entiteis to obtain these reports.
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Why did these problems occur?

We found these problems occurred due to the following:

e The OSC’s procedures do not provide specific guidance to address the OSC’s responsibility to
ensure it tracks and assesses risk related to all of the State’s I'T systems containing financial

information.

e OSC staff reported that on June 30, 2023, they removed wording from the OSC’s procedures
requiring OSC staff to follow up with state entities, as applicable, to obtain (1) an explanation
for any missing SOC 1 reports for significant systems, (2) compensating controls the state
entiteis have in place to address the missing SOC 1 report, and (3) the state entities’ plan for
obtaining a SOC 1 report in the following year. Instead, they chose to add a note to the
spreadsheet that the state entities “accepted the risk” of the system by not having the SOC 1
report available. However, because the OSC is solely responsible for compiling and reporting the
State’s annual financial statements, the OSC ultimately is responsible for ensuring it assesses the
overall control environment for all of the State’s financial I'T systems and makes adjustments to

the controls, as necessary.

e OSC staff did not follow the procedure to follow up with state entities to ensure the OSC has a
complete list of all financially significant I'T systems and related information and that the OSC

receives in all SOC 1 reports, as appropriate.

e The OSC did not have a formal review process of the OSC’s I'T systems list in place to identify
instances where follow-up actions, such as obtaining incomplete information or obtaining SOC
1 reports, should be taken in order to ensure the OSC had sufficient information for its analysis

of I'T systems.

e The OSC did not review the information provided by the state entities, then follow up with
them about the specific timing for when they would receive the SOC 1 reports for the current
fiscal year (or the periods covered by the SOC 1 reports).

Why do these problems matter?

The OSC is responsible for annually preparing the State’s financial statements. The OSC relies on
uploads from various state entities’ I'T systems to accurately and completely prepare the State’s
financial statements. Without obtaining complete and timely information from the state entities
regarding their I'T systems and any internal control weaknesses and risk areas, the OSC cannot
ensure that the internal controls over the State’s financial reporting related to the State’s I'T systems
are designed and operating effectively for the current fiscal year. Furthermore, the OSC cannot

ensure that state entities require the receipt of SOC 1 reports on an annual basis for the significant
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IT systems or that those reports are completed and received by the OSC prior to the OSC annually

finalizing the State’s financial statements.

Classification of Finding: Material Weakness

This finding applies to prior audit recommendations 2022-025A,
2022-025B, and 2022-025C.

Recommendation 2023-034

The Department of Personnel & Administration’s Office of the State Controller (OSC) should

improve its internal controls related to the State’s information systems by:

A.

1I-164

Updating the OSC’s SOC' 1, Type 1I Risk Assessment procedure to include a completeness check of
Information Technology (IT) systems by the OSC staff that ensures staff apply their knowledge
and expertise of the State’s financially-significant I'T systems when comparing department- and
Institution of Higher Education IHE)-provided information. This check should further ensure
all financially-significant I'T systems are identified and assessed for risk. In addition, the OSC
should update this procedure to require OSC staff to follow up with departments and IHEs, as
applicable, to obtain the details on why a department or IHE is not obtaining an American
Institute of Certified Public Accountants’ Statement on Standards for Attestation
Engagements—System and Organization Controls (SOC) 1, Type II (SOC 1) report, when
applicable.

Ensuring OSC staff comply with the OSC’s procedure to follow up with departments and IHEs
who fail to timely provide information necessary for annually updating the OSC’s listing of
financial IT systems and/or SOC 1 reports to the OSC, in order to ensute the OSC’s IT systems
list contains all relevant information and that the OSC reviews SOC 1 reports for each of the

State’s financially significant IT systems.

Establishing and implementing a formal review process over the OSC’s SOC 1 risk assessment
process to ensure all of the State’s financially-significant I'T systems are assessed for risk,
including whether the OSC, departments, and IHEs are accepting the risk for not receiving a
SOC 1 report; that SOC 1 reports are obtained and reviewed; and that all required follow-up

actions are performed.

Establishing and implementing a review process of the department and IHE’s SOC 1 report
information, including following up with departments or IHEs to obtain the specific timing for
the current fiscal year for when they would receive the SOC 1 reports and the periods covered
by the SOC 1 reports.
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Response
Department of Personnel & Administration’s Office of the State Controller

A. Agree
Implementation Date: September 2024

The OSC agrees with the recommendation. We will add a completeness check of IT systems to
the risk assessment procedures as well as ensuring that we follow-up with departments to obtain

details of why a SOC 1 report is not obtained, when applicable.

B. Agree
Implementation Date: September 2024

The OSC agrees with this recommendation. We will add a step to the procedures to ensure
follow-up with any department that does not provide the information necessary to complete the
risk assessment. Furthermore, we will add a step to obtain all SOC reports that are available for

review and ensure they are reviewed by the OSC.

C. Agree
Implementation Date: September 2024

The OSC agrees with this recommendation. We will add a step to the risk assessment
procedures for a formal review process and ensure that review is completed timely and signed
off on by the reviewer. This will help ensure timeliness and completeness of the risk assessment

procedures.

D. Agree
Implementation Date: September 2024

The OSC agrees with this recommendation. We will add a review process of SOC 1 report
information, including following up with departments or IHEs to obtain the specific timing for
the current fiscal year for when they would receive the SOC 1 reports or the periods covered by
the SOC 1 reports.
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Finding 2023-035
Treatment of Health Insurance Affordability Enterprise
Revenue Under the Taxpayer’s Bill of Rights

The Taxpayer’s Bill of Rights (TABOR) was added as Article X, Section 20 of the Colorado
Constitution in the November 1992 general election. TABOR limits the annual growth in state
revenues to the sum of the inflation rate and the percentage change in the State’s population. Any

money the State raises above that amount must be returned to the taxpayers.

TABOR enterprises—government-owned businesses that receive revenue in return for the
provision of a good or service—can be established through legislation approved by the General
Assembly. TABOR enterprises that meet certain requirements are excluded from TABOR
requirements, and fees charged by those enterprises are not considered State revenues subject to
TABOR revenue limits. Specifically, Article X, Section 20(2)(d), defines a TABOR enterprise as: ...
a government-owned business authorized to issue its own revenue bonds and receiving under 10%
of annual revenues in grants from all Colorado state and local governments.” As defined in Section
24-77-102 (7), a “grant” means “any direct cash subsidy or other direct contribution of money from
the state or any local government in Colorado which is not required to be repaid.” Statute indicates
that grants do 7o# (emphasis added) include “...any revenues resulting from rates, fees, assessments,
or other charges imposed by an enterprise for the provision of goods or services by such

enterprise...”

During the 2020 legislative session, the General Assembly approved Senate Bill 20-215, which
created the Health Insurance Affordability Enterprise (HIA Enterprise) within the Department of
Regulatory Agency’s (DORA) Division of Insurance; the legislation specified that the HIA
Enterprise was established as a TABOR enterprise. In an effort to “reduce consumer costs for
individual health coverage plans”, the HIA Enterprise was created “for the purpose of assessing and
collecting the health insurance affordability fee from carriers that offer health benefit plans in the
state”. Senate Bill 20-215 stated that “the power to impose taxes [by the HIA Enterprise] is
inconsistent with enterprise status” according to TABOR requirements and therefore, the HIA

Enterprise cannot impose taxes.

Legislation passed in 1913 by the Colorado General Assembly established Section 10-3-209, C.R.S,,
which requires all insurance companies doing business within the State of Colorado to pay a
premium tax on the gross amount of all insurance premiums collected. The premium taxes are
collected by DORA and required by statute to be transmitted “...to the state treasurer for deposit in
the general fund; except that the state treasurer shall deposit amounts in the specified cash funds.”
During Fiscal Year 2023, DORA collected $533.5 million in premium taxes. Senate Bill 20-215
codified in Section 10-2-209(4), C.R.S., directed a portion of the premium taxes to be deposited into
the following funds:
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e Division of Insurance Cash Fund
e Wildfire Emergency Response Fund and the Wildfire Preparedness Fund

e HIA Enterprise Fund, not to exceed—in total—10 percent of the amount of revenues collected
by the HIA Enterprise.

The OSC is responsible for all of the State’s financial accounting and reporting, and prepares the
State’s financial statements in accordance with GAAP. Because governmental operations are diverse
and constrained by numerous legal and fiscal requirements, a basic principle of GAAP is fund
accounting. A fund represents part of the activities of an organization, so that each fund separates its
activities in the accounting records and has a self-balancing set of accounts. In order to more easily
demonstrate compliance with legal restrictions or limitations, governmental transactions and
balances are accounted for through separate funds across several sets of financial statements. For
example, the OSC uses various funds, including the General Fund and a variety of enterprise funds,

such as the HIA Enterprise Fund, for recording the State’s financial activities.

Section 24-77-106.5, C.R.S., requires the OSC to prepare a TABOR Report annually which includes
the amount of state revenues the State, or “District,” has collected in excess of the limitation on
state fiscal year spending. Article X Section 20 defines the “District” for TABOR purposes to mean
“the state or any local government, excluding enterprises.” The OSC prepares the TABOR Report
in early September each year, and updates the information for inclusion in the State’s Annual
Comprehensive Financial Report as supplementary information once the final fiscal year-end

financial information is known.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to review the OSC’s accounting treatment of premium taxes
collected by DORA for Fiscal Year 2023—specifically, portions of premium taxes recorded in the
HIA Enterprise Fund. We reviewed the premium taxes recorded by DORA for Fiscal Year 2023 to
determine if the OSC’s classification and reporting of the revenue in CORE and in the Fiscal Year
2023 TABOR report was appropriate. Finally, we made inquiries with the OSC and DORA
regarding the HIA Enterprise.

How were the results of the audit work measured?

We measured the results of our audit work against the following:

e Article X, Section 20 of the State Constitution limits the amount of the State’s fiscal year

spending; the District’s annual “spending” is calculated based on its annual revenues. Article X,
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Section 20(7)(d) requires that “if revenue from sources not excluded from fiscal year spending
exceeds these limits... the excess shall be refunded....” Revenue sources generally fall into two
categories: “exempt’” and “nonexempt.” All revenue collected by the State is considered to be
“nonexempt” revenue and is included in the TABOR revenue limit calculation unless it is
revenue specifically exempted such as gifts, revenue collected by a TABOR enterprise, or is a
voter-approved revenue exemption. Section 24-77-102(16), C.R.S., further defines the “State”
for TABOR purposes as “...the central civil government of the state of Colorado...” and

(13

indicates that it “...does not include any enterprise....”

e Senate Bill 20-215, codified in Section 10-16-1201, et seq., C.R.S,, states that “the health
insurance affordability fees and special assessments charged and collected by the health
insurance affordability enterprise are fees, not taxes, because the fees and assessments are
imposed for the specific purpose of allowing the [HIA] enterprise to defray the costs of
providing the business services” for which the HIA Enterprise was created. Section 10-16-
1202(2), C.R.S further clarifies that the power of the HIA Enterprise to impose taxes would be
inconsistent with what a TABOR enterprise is allowed to do, as defined under the requirements
of TABOR, and the HIA Enterprise, therefore, is not allowed to impose taxes such as, for

example, insurance premium taxes.

e Section 10-16-1206(1)(c), C.R.S., states that the “amount of premium tax revenues deposited in
the fund pursuant to 10-3-209(4)(a)(I1I), C.R.S., [shall] not exceed in any [fiscal| year ten percent
of the total amount the [HIA] enterprise collects in fees from carriers and hospitals under
Section 10-16-1205 (1)(a), C.R.S.,” in order to maintain TABOR enterprise status. Typically,
when statute directs a portion of nonexempt revenue to be credited to a TABOR enterprise, the
transaction is recorded as a grant or transfer expenditure in order to segregate it as state support
which should be included in the ten percent calculation. The statute in question did not specify a
transfer from the General Fund to the HIA Enterprise Fund, and there was not an
appropriation in the General Fund to provide a basis for spending authority to make the
transfer. Instead, the statute directed DORA to “deposit amounts in the specified cash
funds...” which included the HIA Enterprise Fund.

e In accordance with GAAP, when moving resources from one fund to another, there are two
sides to the transaction—a reduction in resources from the outgoing fund, and an increase in

resources in the receiving fund.

What problem did the audit work identify?

We found that the OSC did not include $13.0 million in premium tax monies recorded in the HIA
Enterprise Fund as TABOR nonexempt revenue in its Fiscal Year 2023 TABOR Report, although
the funds resulted from and were collected as taxes specifically subject to TABOR that should have
been included in the OSC’s TABOR calculations and reported as TABOR revenue. Although
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DORA ultimately followed the statutory requirement to “...deposit amounts in the specified cash
funds...”—the HIA Enterprise Fund in this instance—this treatment was inconsistent with the
statutory treatment of premium tax monies as a whole, as well as other premium taxes transferred to

a different fund pursuant to Senate Bill 20-215, as we discuss in the following sections.

In fiscal years prior to the implementation of Senate Bill 20-215 and the creation of the HIA
Enterprise effective for Fiscal Year 2021, DORA recorded all of the State’s insurance premium tax
revenue collections in the General Fund as TABOR nonexempt revenue and the OSC included it in
its TABOR calculations and reports. During Fiscal Year 2023, DORA recorded all of its premium
tax collections in the General Fund as nonexempt “Insurance Premium Tax” revenue throughout
the fiscal year. However, after the end of the fiscal year when total collections were known, DORA
recorded $13.0 million of the premium taxes in the HIA Enterprise Fund pursuant to Senate Bill 20-
215 by recording the $13.0 million as a reduction of nonexempt revenue in the General Fund with
an offsetting increase in nonexempt “Insurance Premium Tax” revenue in the HIA Enterprise Fund.
Because the HIA Enterprise Fund was classified as a TABOR enterprise for Fiscal Year 2023, the
OSC considered all of the HIA Enterprise Fund’s revenue—including the $13.0 million in premium
taxes—to be excluded from TABOR and did not include the premium taxes in its TABOR revenue
calculations or its TABOR Report.

We also determined that the OSC did not include $9.2 million and $11.6 million in premium tax
TABOR nonexempt revenue in its respective Fiscal Years 2021 and 2022 TABOR calculations and
report, due to DORA’s similar accounting treatment for these tax revenues required by Senate Bill

20-215 during those years.

While DORA and the OSC followed statute as written for the HIA Enterprise, the OSC’s exclusion
of the premium tax revenue recorded in the HIA Enterprise Fund was also inconsistent with its
treatment for TABOR purposes of other premium tax revenue recorded in a different fund pursuant
to Senate Bill 20-215. Specifically, although statute required the deposit into the Division of
Insurance (DOI) Cash Fund, DORA also reduced nonexempt “Insurance Premium Tax” revenue in
the General Fund with an offsetting increase in “Insurance Premium Tax” revenue in the DOI Cash
Fund, because the DOI Cash Fund is not a TABOR enterprise, the OSC included the premium tax
revenue in its TABOR calculations and the TABOR report.

Opverall, the recording of the total of $33.8 million for Fiscal Years 2021 through 2023 in the HIA
Enterprise Fund as premium tax revenue appears to be inappropriate because the HIA Enterprise
cannot levy taxes and the collection and recording of the taxes in the HIA Enterprise, therefore,
could have resulted in its losing its status as a TABOR-exempt enterprise. Because TABOR-exempt
enterprises lack the power to impose taxes, the full amount of the premium taxes collected by the
State should have been recorded in the General Fund as nonexempt revenue and included by the
OSC in its TABOR calculations and reporting; similar to other transfers of nonexempt revenue
amounts into TABOR-exempt enterprises, DORA could have recorded a transfer or state grant in
the HIA Enterprise Fund when transferring the cash. Although both DORA and the OSC have
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indicated that DORA did not have an appropriation to request spending authority to record the
transfer from the General Fund, it was ultimately DORA’s responsibility to seek an appropriation in
order to transfer moneys to the HIA Enterprise Fund. Because the OSC is ultimately responsible for
TABOR reporting, they should provide direction to departments in situations where new statutes
direct a change to TABOR reporting.

The language in Senate Bill 20-215, as codified in Section 10-16-1206(1)(c), C.R.S., appears to align
with this treatment given that it specified that the “amount of premium tax revenues deposited in
the fund pursuant to Section 10-3-209(4)(a)(I1I), C.R.S., [shall] not exceed in any [fiscal] year ten
percent of the total amount the [HIA] Enterprise collects in fees from carriers and hospitals under
Section 10-16-1205(1)(a), C.R.S.” As noted previously, the 10 percent TABOR limit is a limit on
“grants” received by a TABOR enterprise in order to maintain its TABOR-exempt status; grants in
this context are defined in Section 24-77-102(7), C.R.S., to include “any direct cash subsidy or other
direct contribution of money from the state or any local government in Colorado (emphasis added) which is not
required to be repaid.” Statute further indicates that grants do #o# (emphasis added) include “...any
revenues resulting from rates, fees, assessments, or other charges imposed by an enterprise for the

provision of goods or services by such enterprise....”

Why did this problem occur?

Neither the OSC nor DORA considered the TABOR implications of the change in accounting
treatment for the premium taxes recorded within the HIA Enterprise. The OSC’s current processes
do not include any means for departments to communicate to the OSC when legislation creates new

TABOR enterprises or makes changes to existing TABOR nonexempt revenue.

The OSC indicated that they believed that the language within Senate Bill 20-215 is problematic
because it specifically requires that the State Treasurer “shall deposit amounts 7z (emphasis added)
the specified cash funds,” including the HIA Enterprise Fund, and that the language appears to
indicate that premium taxes should be specifically recorded in the HIA Enterprise Fund rather than
transferred from the General Fund. The OSC has interpreted the statute to mean that, since the
HIA Enterprise is a TABOR-exempt enterprise, the revenue shall be excluded from the OSC’s
TABOR calculations and reporting if the HIA Enterprise meets the fiscal-year requirements for a
TABOR-exempt enterprise. However, based on our review, language within Senate Bill 20-215
supports the argument that the intention was to continue to count the premium taxes as TABOR
nonexempt revenue subject to the TABOR limit in the General Fund. Further, DORA is collecting
and recording all of the State’s premium tax revenues in the General Fund during the fiscal year and
then moving the required portions into the various funds, including the amount required to be
deposited into the HIA Enterprise Fund, since DORA must calculate the 10 percent limitation
based on the total grant revenue received by the Fund during the fiscal year, as required by the
statute. Therefore, DORA is not immediately “depositing” the premium tax revenues into the HIA
Enterprise Fund.
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The OSC should work with the Attorney General’s Office and/or Governor’s Office to obtain
guidance and work with the General Assembly, as deemed necessary, for changes in the HIA
Enterprise’s statutory language. Ultimately, it is the OSC’s responsibility to ensure that TABOR

revenue collected by the State as a whole is recorded appropriately and consistently.

Why does this problem matter?

It is essential for the OSC to ensure that it includes in its TABOR calculations and annual report all
revenue that is not specifically exempted from TABOR, as appropriate, because any revenues
collected by the District (State) in excess of TABOR limits must be returned to the taxpayers. The
amounts underreported by the OSC for the 3 fiscal years noted—3§9.2 million for Fiscal Year 2021,
$11.6 million for Fiscal Year 2022, and $13.0 million for Fiscal Year 2023—will increase the amount
owed to the taxpayers for those years because the State exceeded the TABOR limits all 3 years.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.

Recommendation 2023-035

The Office of the State Controller (OSC) should ensure it includes in its Taxpayer’s Bill of Rights
(TABOR) calculations and annual report all revenue that is not specifically exempted from TABOR,
as appropriate. This should include:

A. Working with the Department of Regulatory Agencies to obtain guidance from the Attorney
General’s Office and/or Governor’s Office, as it deems appropriate, on TABOR-related
statutory language for the Health Insurance Affordability Enterprise (HIA Enterprise), and
seeking statutory change through the General Assembly if deemed necessary.

B. Based on the guidance received in Part A of the recommendation, working with the Department
of Regulatory Agencies to ensure premium taxes deposited into the HIA Enterprise Fund,
pursuant to state statute, are recorded appropriately for TABOR reporting purposes, and make
changes as applicable to prior year TABOR revenues.

C. Working with departments and the Governor’s Office to develop and implement a process to
communicate with the OSC on new legislation that creates new TABOR enterprises or changes
existing TABOR nonexempt revenues to exempt revenues, in order for the OSC to provide
appropriate guidance on departments’ accounting treatment or to identify areas requiring

additional guidance from the Attorney General’s Office.
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Response
Department of Personnel & Administration’s Office of the State Controller

A. Agree
Implementation Date: June 2024

The Office of the State Controller agrees with this recommendation. The OSC will work with the
Department of Regulatory Agencies to seck guidance from the Attorney General's Office
regarding the statutory treatment of premium tax revenue directed at the Health Insurance

Affordability Enterprise as it relates to TABOR, and will seek legislative change as appropriate.

B. Agree
Implementation Date: June 2024

The Office of the State Controller agrees with this recommendation. The OSC will work with the
Department of Regulatory Agencies to seek guidance from the Attorney General's Office
regarding the statutory treatment of premium tax revenue directed at the Health Insurance
Affordability Enterprise as it relates to TABOR, and will seek legislative change as appropriate.

C. Agree
Implementation Date: June 2024

The Office of the State Controller agrees with this recommendation. The OSC will collaborate
with departments and update its current guidance to implement a new process to identify and
address any legislative changes to the treatment of nonexempt TABOR revenues, or when a new
enterprise is created in statute to ensure the changes align with the Constitutional provisions of
TABOR. This may include secking additional guidance and input from the Governot's Office
and the Attorney General.

Finding 2023-036 and 2023-037
Colorado Payroll and Personnel System—Information Security

Government Aunditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. T'herefore, the details of the following finding and responses have been provided to the Department and the
Governor’s Office of Information Technology (OIT) in separate, confidential memoranda.
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The Colorado Payroll and Personnel System (CPPS) is the State’s integrated human resources (HR)
and payroll management application that was developed to run on the mainframe and resides at the
State’s data center. In addition to being used by all Executive Branch departments, the Judicial and
Legislative Branches also utilize CPPS to process employee payroll. CPPS has been in production
since 1980, and is an online processing system that allows for real-time changes to employees’ job
statuses and payroll benefits information. CPPS contains sensitive, personally identifiable
information, such as State employees’ social security numbers, birth dates, salaries, home addresses,

and bank account information.

The OSC, with support from its Central Payroll Unit, has overall responsibility for CPPS and its data
in the role of business owner, and should, therefore, develop procedures to ensure management’s
identified risks and expectations are adequately addressed, including those related to information

security.

The Governor’s Office of Information Technology (OIT), as CPPS’s IT service provider, is
responsible for developing, publishing, and communicating information security policies and
technical standards that outline I'T security requirements that protect data obtained, processed,
stored, and reported by state agencies. Together, the OSC and OIT have responsibility for ensuring
that CPPS complies with Colorado Information Security Policies (Security Policies).

In July 2018, OIT initiated a project to decommission the mainframe that CPPS resides on, due to
its legacy nature and the loss of OIT staff with knowledge to develop and maintain mainframes and
their associated applications. OIT determined that staff were only able to maintain the applications
residing on the mainframe in their current state because changes or updates to them were
considered inherently dangerous and could result in OIT being unable to operate or recover the
applications or their data. As a result, OIT placed the mainframe in a “break/fix”” mode of operation
at that time, which locked the mainframe infrastructure and the applications residing on it from

having any additional changes or updates made.

In July 2023, during Fiscal Year 2024, OIT migrated the mainframe hardware and the systems it
housed, including CPPS,; to a third-party hosted cloud solution, and OIT stated that this solution
would, “...remove the risk of older equipment failing and interrupting the delivery critical services

to Coloradans and state employees.”

What was the purpose of our audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether the Department and
OIT designed effective information security I'T general controls for CPPS. In addition, we

performed audit work to determine OI'T’s progress toward implementing our information security
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prior audit recommendation. We conducted our audit work through inquiries of Department and

OIT staff, as well as by reviewing supporting documentation.

How were the results of the audit work measured?

We measured the results of our audit work against OI'T’s Security Policies, certain OIT standard

operating procedures, and the Green Book.

What problems did the audit work identify?

Based on our Fiscal Year 2023 testing, we identified problems with the design of information
security I'T general controls for CPPS and determined that OIT did not fully implement our prior
audit recommendation.

Why did the problems occur?

The problems we identified were caused by the following:

Central Payroll Unit

e  Problem 1: Staff stated that there is a timing delay during the onboarding process and they

consider their current process to be more efficient.

e  Problem 2: Staff stated that they have not seen a need to develop a process to review specific

reports as part of their business practice.

e  Problem 3: Staff failed to monitor or conduct follow-up procedures. Staff specifically stated
that they were unable to explain the 3-month time lapse and only conducted follow-up
procedures when Central Payroll Unit staff were fulfilling our audit request.

OIT

e  Problem 1: Staff did not provide an explanation for the specific problem we identified, but

stated the specific documentation we reviewed will remain in place until the mainframe is

retired.

Why do these problems matter?

When information security I'T general controls are not designed effectively, management may not

ensure that their expectations and the entity’s objectives are being met, that risks are responded to
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appropriately, and that a strong system of internal control is established, which increases the risk of
unauthorized access and can impact the confidentiality, integrity, and availability of the data stored

and processed within and reported by CPPS.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendation 2021-034B.

Recommendation 2023-036

The Office of the State Controller should improve IT controls over the Colorado Personnel Payroll
System by:

A. Implementing recommendation Part A as noted in the confidential finding.

B. Implementing recommendation Part B as noted in the confidential finding.

C. Implementing recommendation Part C as noted in the confidential finding.

Response
Department of Personnel & Administration’s Office of the State Controller

A. Agree
Implementation Date: September 2023

Central Payroll agrees to implement recommendation Part A as noted in the confidential finding.

B. Agtree
Implementation Date: February 2024

Central Payroll agrees to implement recommendation Part B as noted in the confidential finding.

C. Agree
Implementation Date: February 2024

Central Payroll agrees to implement recommendation Part C as noted in the confidential finding.

Recommendation 2023-037
Governor’s Office of Information Technology

The Governor’s Office of Information Technology should improve IT controls over the Colorado

Personnel Payroll System mainframe by:
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A. Implementing recommendation Part A as noted in the confidential finding.

B. Implementing recommendation Part B as noted in the confidential finding.

Response
Governor’s Office of Information Technology

A. Agree
Implementation Date: July 2023

The Governor’s Office of Information Technology agrees with the recommendation. Please see

the detailed response for more information.

B. Agree
Implementation Date: July 2023

The Governor’s Office of Information Technology agrees with the recommendation. Please see

the detailed response for more information.

Finding 2023-031
Compliance with Spending Authority

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to the Department of Personnel & Administration’s Office of the State Controller,
the Department of Military and Veterans Affairs, and the Governor’s Office of State Planning and
Budgeting related to internal controls over the appropriations process for the Real Estate Proceeds
Cash Fund. This finding and recommendation, and the responses of these agencies, are included in
the Department of Military and Veterans Affairs chapter within this report. See Recommendation
2023-031.

Finding 2023-041
Internal Controls Over Financial Reporting

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to the Department of Personnel & Administration’s Office of the State Controller
and the Department of Public Safety related to inadequate internal controls over financial reporting
and accounting related to the Disaster Emergency Fund and Federal Emergency Management
Agency funds. This finding and recommendation, and the responses of these agencies, are included

in the Department of Public Safety chapter within this report. See Recommendation 2023-041.
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Department of Personnel & Administration’s

The following finding and recommendation relating to an internal control deficiency classified as a
Material Weakness was communicated to the Department of Personnel & Administration’s Office
of the State Controller (OSC) in the previous year and has not been remediated as of June 30, 2023
because the original implementation date provided by the OSC was in a subsequent fiscal year. This
complete finding and recommendation can be found within the original report and the complete

recommendation can be found within Section IV: Prior Audit Recommendations of this report.

Statutory Compliance and Internal Controls Over Financial Reporting

Current Rec. Number PA0pRE0EL
T TNVl ST 2022-024
@EESileckilelg| Material Weakness
Implementation Date(s) AWIEY B. [1] C. December 2023

[1] This part of the recommendation has been implemented, partially implemented, not implemented, or is no
longer applicable. See Section IV: Prior Audit Recommendations of this report for information regarding this part of

the recommendation.
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Department of Public
Health and Environment

The Department of Public Health and Environment (Department) is solely responsible, according
to statute [Section 25-1-101, C.R.S.], for protecting and improving the health of the people of

Colorado and protecting the quality of Colorado’s environment.

For Fiscal Year 2023, the Department was appropriated approximately $916.0 million and 1,732 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Public Health and Environment Fiscal Year 2023
Appropriations by Funding Source (In Millions)

Federal Funds

$323.1 Cash Funds
$311.7
Reappropriated Funds/ General Fund
$76.6 $204.6

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Public Health and Environment Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Administration and Support

Health Facilities and Emergency Medical 116

Services Division
197

T

Center for Health and

Environmental Information

106

Prevention Services Division
229

NG

Disease Control and
Public Health
Response

335

Division of Environmental
Health and Sustainability
59

Office of HIV, Viral Hepatitis
and Sexually Transmitted
Infections

53

Hazardous Materials and Waste/

Management Division
113

\ Air Pollution Control Division
334

Water Quality Control Division
190

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals
Federal Federal
Depqrtment of Financial Program Financial Program
Public Health and Reporting  Compliance™  Reporting Compliance™
Environment
1" 1 1 1 - 3

“One Material Weakness Deficiency is related to both financial controls and federal awards
and is counted in both the federal and financial columns. See Finding 2023-077.

“*See Section llI: Federal Awards Findings
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Finding 2023-039
Internal Controls Over Inventory Adjustments

During Fiscal Year 2023, the Department was responsible for administering and organizing testing
and vaccination sites as part of responding to the COVID-19 public health emergency. The
Department purchased supplies and maintained inventory for these sites; the supplies and inventory
were recorded in the Colorado Operations Resource Engine (CORE), the State’s accounting system.
As of June 30, 2023, the Department’s inventory balance in CORE was about $53.8 million.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department had adequate internal
controls in place over inventory, whether inventory accounts were properly stated for Fiscal Year
2023, and whether the Department had implemented our prior audit recommendation related to

inventory.

We reviewed the Department’s internal controls over inventory, which included performing a
physical inspection on June 29, 2023 of a sample of 15 out of 190 items from the Department’s
inventory tracking sheets after the Department’s inventory count was performed; reviewing the
Department’s determination of its fiscal year-end inventory valuation, which included a review of
the estimated acquisition price of inventory donated to the Department; and reviewing the
Department’s inventory reconciliation information to determine if inventory accounts were propetly
stated as of June 30, 2023.

During the Fiscal Year 2022 audit, we recommended that the Department retain documentation of
the inventory counts; retain documentation of inventory costs; implement a policy that requires all

inventory to be tracked in a consistent manner within the same tracking system, requiring monthly

inventory counts and timely reconciliation to the inventory records with a documented count

approval by a second individual; and, lastly, ensure the external contractor counts all inventory.
How were the results of the audit work measured?

We measured our results against the following criteria:

e The Office of the State Controller’s Fiscal Procedures Manual (Manual), Chapter 3, Section 3.13,
Prepaid Expenses and Consumable Inventories, requires that consumable inventories totaling $100,000
or more per location be inventoried annually and recorded on the Department’s balance sheet as

of the last business day of June.
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e State Fiscal Rule 1-2, issued by the State Controller, states that the Department “shall implement
internal accounting and administrative controls that reasonably ensure that financial transactions
are accurate, reliable, and conform to state fiscal rules.” This would include the Department
having policies for tracking inventory and performing fiscal year-end reconciliations between the

amount of inventory recorded in CORE to the amount of inventory held by the Department.

What problem did the audit work identify?

While there were no exceptions identified during the physical inspection or price testing of
inventory, we found that the Department did not fully implement the prior audit recommendation.
We specifically determined that the Department did not properly adjust the inventory balance
recorded in CORE as of June 30, 2023. Specifically, the Department had $53,785,061 recorded in
CORE as its June 30, 2023 inventory balance; however, the actual amount of inventory was
$3,476,834. Therefore, this resulted in the Department overstating its inventory balance by
$50,308,227 compared to the actual amount of inventory held by the Department.

Why did this problem occur?

The Department lacked adequate internal controls over inventory to ensure that a fiscal year-end
inventory reconciliation was performed and that the inventory balance was adjusted, as appropriate.
Department staff indicated that the reconciliation of inventory to CORE and related entries to
adjust inventory to the proper ending balance were not performed due to turnover in the
Department’s finance department staff near the end of the fiscal year. However, in addition to the
turnover of staff, the Department lacks a policy that requires that staff reconcile the records of

counted inventory on-hand at the fiscal year end to the accounting records.

Why does this problem matter?

Without strong internal controls over inventory, the Department cannot ensure that its inventory
records are accurate. Internal control weaknesses, such as a lack of internal control over the year-end

reconciliation process for inventory, increases the risk of accounting misstatements.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendation 2022-028C.

Recommendation 2023-039

The Department of Public Health and Environment (Department) should strengthen its internal

controls to ensure that its inventory is properly recorded by implementing a policy that requires all
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inventory of the Department to be reconciled timely to the records of counted inventory on-hand at

the fiscal year end.

Response
Department of Public Health and Environment

Agree
Implementation Date: June 2024

The Department will update the Warehouse Standard Operating Procedures (SOP) to include
preparing any required valuation adjustments in CORE following the annual physical inventory. The
department uses the CORE Inventory Module Cycle Count Procedures per the Office of the State
Controller Fiscal Procedures Manual, chapter 3, section 3.14. After the physical count is completed,
any needed inventory adjustments will be made by Accounting in CORE.

Warehouse staff will continue to perform monthly inventory counts and work with Accounting to
reconcile to CORE, including monthly adjusting entries. The procedure for entering adjustments in
CORE following the monthly inventory will be expanded in the SOP as well as the department fiscal
procedures manual to ensure that all applicable staff have the information they need to propetly
record the inventory valuation. This should also reduce the magnitude of any required adjustments

following the end of year annual physical inventory.
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Department of Public Safety

The Department of Public Safety (Department) is responsible for providing a safe environment for
the citizens of Colorado. The Department operates according to statute [Section 24-1-128.6,
C.R.S.] and comprises an Executive Director’s Office and the following five divisions:

o  Colorado State Patrol

e  Division of Fire Prevention and Control
e Division of Criminal Justice

e  Colorado Bureau of Investigation

e  Division of Homeland Security and Emergency Management

For Fiscal Year 2023, the Department was appropriated approximately $624.4 million and 2,123
full-time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major
areas, respectively, within the Department for Fiscal Year 2023.

Department of Public Safety Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Federal Funds
$69.0

Cash Funds
$259.6

/

Reappropriated Funds
$53.6

General Fund
$242.2

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Public Safety Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Colorado Bureau Executive
of Investigation
386

_____— Director's Office
147

Division ot
Homeland
Security and
Emergency
Management
119

Division of
Criminal Justice
90

Colorado State Patrol

Division of Fire 1,228

Prevention and Control
153

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Other | Totals

Federal Federal
Financial Program Financial Program - -

Department of Reporting  Compliance™  Reporting  Compliance™

Public Safety
2" 3 - 1 - 5

*One Material Weakness Deficiency is related to both financial controls and federal awards
and is counted in both the federal and financial columns. See Finding 2023-076.

“*See Section IlI: Federal Awards Findings

Finding 2023-040 and 2023-041
Internal Controls Over Financial Reporting

The Department’s accounting staff are responsible for all of the Department’s financial accounting
and reporting, including the accurate and timely entry of financial transactions into the Colorado
Operations Resource Engine (CORE), the State’s accounting system. The Department is required to
prepare its financial transactions in accordance with Generally Accepted Accounting Principles
(GAAP). The Office of the State Controller (OSC) uses the financial transactions in CORE to

prepare the State’s financial statements, which are also required to be prepared in accordance with

11-186 Colorado Office of the State Auditor



GAAP. The Governmental Accounting Standards Board (GASB) establishes GAAP for state and
local government entities through the issuance of GASB statements and authoritative accounting
guidance, such as GASB implementation guides, which the Department and the OSC must comply

with when preparing their financial transactions and statements.

Because governmental operations are diverse and constrained by numerous legal and fiscal
requirements, a basic principle of GAAP is fund accounting. A fund represents part of an
organization’s activities, so that each fund separates its activities in the accounting records and has a
self-balancing set of accounts. In order to more easily demonstrate compliance with legal restrictions
or limitations, governmental transactions and balances are accounted for through separate funds
across several sets of financial statements than can often span multiple fiscal years due to the nature
and timing of when federal awards are received in relation to a disaster event occurring. For
example, the Department uses a Disaster Emergency Fund (DEF) and the State’s General Fund to
account for federally-funded disaster projects. This results in the Department accounting for
activities in two separate funds, based on the source of resources used to fund its expenditures. For
example, there may be a disaster that is funded by DEF resources in Fiscal Year 2022, but in a
subsequent period, such as in Fiscal Year 2023, the Department may receive approval from the
Federal Emergency Management Agency (FEMA) to fund those costs with federal resources. Once
FEMA approval is received, all eligible costs related to that specific disaster already incurred, and
going forward, can be funded using FEMA Grant awards. In some cases, this may result in the

Department needing to reimburse the DEF with General Fund resources.

In 1992, the General Assembly created the State’s DEF to help ensure that funds are available to
meet disaster emergencies in the state. The Governor can make money available to state and local
agencies from the DEF to help pay for disasters when the costs become too high. Disaster
emergencies include events such as floods, wildfires, and the COVID-19 pandemic. Additionally,
under the federal Robert T. Stafford Disaster Relief and Emergency Assistance Act, governors can
request that the President declare that a state disaster is severe enough to be classified as a national
disaster and make federal funding available through FEMA. For certain disasters, the Department’s
process for paying disaster-related costs is to fund and account for those projects through the DEF.
In some instances, through the President’s declaration of a national disaster, certain costs previously
funded through state funding sources may subsequently be allowed to be reimbursed by FEMA.

FEMA-approved reimbursements could come several years after the initial costs were incurred.

For Fiscal Year 2023, FEMA reimbursed the Department approximately $73.2 million that was
initially funded with DEF state sources in prior years.
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What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to review the Department’s internal controls over accounting
and financial reporting activities and to determine whether the Department complied with applicable

accounting standards during Fiscal Year 2023.

We obtained an understanding of the Department’s internal controls over selected account balances,

financial processes, and fiscal year-end close processes. Specifically, we performed the following:

e Inquired of the Department to gain an understanding of the process for recording FEMA

reimbursements of prior years’ costs that were initially funded with state DEF funds.

¢ Obtained and analyzed the Department’s CORE transactional data for Fiscal Year 2023 in the
DETF totaling a negative $73.4 million in expenditures to determine the reason for the negative
entries, such as entries made due to FEMA reimbursements of prior year costs that were initially
funded with DEF state resources during Fiscal Year 2023. In addition, we analyzed how the
Department recognized these transactions to determine whether the transactions were

appropriate, made in the proper amount, and made in the proper fund.

How were the results of the audit work measured?

We measured the results of our audit work against the following requirements:

o The OSC’s Fiscal Procedures Manual, Chapter 1, Section 3.3, State of Colorado Accounting Organization
Odbyjectives, states that one of the objectives of the State of Colorado reporting includes
“maintaining accounting records in accordance with Generally Accepted Accounting Principles
(GAAP) and in compliance with Governmental Accounting Standards Board (GASB)

pronouncements.”

State Fiscal Rule 6-4 (3.1), Refunds and Reimbursements, state that “State Agencies and Institutions
of Higher Education will normally use either an account receivable or a revenue account to
record Refunds and Reimbursements. However, incidental and non-recurring Refunds or
Reimbursements may be credited against the original account coding if the recovery occurs in
the same fiscal year as the original expenditure and is for activities that involve a routine State
Agency or Institution of Higher Education function. If such recoveries are made in a subsequent
fiscal year, such as an audit recovery or accounts payable reversion, they should be credited to a
Non-augmenting Revenue Account.” A Non-augmenting Revenue Account is an account “used
to record a refund or reimbursement from a prior fiscal year and does not serve as a funding
source for appropriate expenditures.” Rule 6-4 further goes on to state there is an exception for

federal funds as follows: “Federal Funds — Refunds or Reimbursements received for
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expenditures of federal funds, prior to the expiration of the award, shall be treated as if they
were received in the same state fiscal year as the original expenditure. If the recovery is made
after the award has expired, the recovery shall be refunded to the federal government, unless

otherwise directed by the federal government.”

GASB Statement No. 33, Accounting and Financial Reporting for Nonexchange Transactions, establishes
financial reporting guidance for nonexchange transactions. Specifically, “if it is probable that the
provider will require the recipient to return all or part of the resources already received, the

receipt should recognize a decrease in assets and an expense for the amount that the provider is
expected to reclaim.” FEMA Grants are conditional and can require that the recipient return all

or part of the resources provided if specific grant requirements are not met.

State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state agencies “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the
accounting transaction (substance rather than form).” For example, internal accounting and
administrative controls include periodic staff training on fiscal year-end accounting processes,

development of procedures, and implementation of new governmental accounting standards.

The OSC has adopted the Standards for Internal Control in the Federal Government (Green Book),
published by the U.S. Government Accountability Office, as the State’s standard for internal
controls, which all state agencies must follow. Green Book, Paragraph OV2.14, Roles in an
Internal Control System, states that management is responsible for designing an internal control
system which includes controls over the preparation of financial reporting in accordance with

professional standards and applicable laws and regulations.

What problem did the audit work identify?

As a result of our testwork, we determined that the Department did not have adequate internal

controls over financial reporting and did not comply with applicable accounting standards related to

disaster grant funding during Fiscal Year 2023. Specifically, the Department inappropriately

recorded $73.2 million in FEMA disaster reimbursements as a reduction, rather than an increase, in

current-year expenditures and revenues in the DEF and an increase in expenditures and revenues,

rather than a decrease, in the General Fund during Fiscal Year 2023. This resulted in the following:

The DEF revenues were understated by $73.2 million and expenditures were understated by
$73.2 million.

The General Fund expenditures were overstated by $73.2 million and revenues were overstated
by $73.2 million.
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Why did this problem occur?

The Department stated that they followed the OSC’s S7ate Fiscal Rules to recognize reimbursements
of previous state-funded expenditures once FEMA provided notification that it had approved the
federal project. However, the OSC’s Fiscal Rule was not in compliance with GAAP and the
Department did not obtain guidance on how to account for reimbursement of funds that crossed

fiscal years and multiple funds.

Ultimately, the Department is responsible for ensuring that staff understand all provisions of GAAP
and how it applies to its financial reporting, in particular as it relates to reimbursable grants spanning

multiple fiscal years, and that they follow it appropriately.

Why does this problem matter?

Without adequate internal controls in place over the financial reporting process to ensure that all
financial transactions are recorded propetly, the Department cannot ensure the accuracy and
completeness of its reported financial information in CORE and, ultimately, the State’s financial

statements.

The Department was required to make adjustments to properly reflect the reimbursement of
previously funded state expenditures that were subsequently funded with FEMA funds in the
General Fund and DEF. If these adjustments were not recorded, the State’s financial statements

would have been materially misstated.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.

Recommendation 2023-040

The Department of Public Safety should strengthen its internal controls over financial accounting
and reporting by ensuring it is in compliance with Generally Accepted Accounting Principles. This
may include obtaining additional guidance from the Office of the State Controller or other resources
regarding appropriate accounting treatment of reimbursements of prior-year expenditures when

funding sources are changed in the current year.
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Response
Department of Public Safety

Partially Agree
Implementation Date: June 2024

The Department followed direction provided by the Office of the State Controller in State Fiscal
Rules for recording the entries in question. We made reasonable assumptions to presume that
because we were following the Fiscal Rule, the Office of the State Controller had other mechanisms
in place to ensure GAAP compliance. Presentation entries to comport with GAAP are entered by
the Office of the State Controller in preparation of the Annual Comprehensive Financial Report in
various areas across the State. If, while applying State Fiscal Rules or Procedures, the Department
identifies any known discrepancies between GAAP and guidance provided by the OSC, we will
bring it to their attention and work collaboratively to ensure compliance is attained. The Department
is not statutorily responsible for compiling the Annual Comprehensive Financial Report and does

not issue standalone financial reports.

Auditor’s Addendum

The Department is ultimately responsible for ensuring it complies with Generally Accepted Accounting Principles
(GAAP) when recording its financial activity in the State’s accounting system, the Colorado Operations Resonrce
Engine, or CORE, because those transactions are used by the Office of the State Controller to compile the State’s
financial statements. For unusual and complex: accounting issues, the Department should perform sufficient research
using avatlable resources, including guidance from the Office of the State Controller and other standards-setting bodies,
as applicable, in order to ensure it is compliance with GAAP.

Recommendation 2023-041

The Office of the State Controller should strengthen its internal controls over financial reporting by
ensuring it provides appropriate guidance that is in compliance with Generally Accepted Accounting
Principles, including for unique and unusual transactions, such as those required when prior-year

expenditures’ funding sources are changed in a subsequent year when reimbursements are provided.

Response
Department of Personnel & Administration’s Office of the State Controller

Agree
Implementation Date: September 2024

The complexity of available funding streams increased COVID-19 pandemic, which resulted in a

greater magnitude of retroactive cross-year funding source changes than had been experienced in the
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past. The OSC will strengthen its internal controls in this area by clarifying Fiscal Rules to address
both the budgetary and financial implications of retroactive adjustments. The OSC will also update
the Fiscal Procedures Manual and provide training to state agencies.

The Fiscal Procedures Manual updates and training to state agencies will take place by April 2024
and we anticipate the Fiscal Rules updates will be made by September 2024.
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Department of Revenue

The Department of Revenue (Department) is responsible, according to statute [Section 24-35-108,
C.R.S.], for the collection of state taxes. Within its jurisdiction, the Department also collects
delinquent taxes, assessments, and licenses; assists the Attorney General in the prosecution of any
legal actions commenced for the collection of any delinquent tax, assessment or license; and audit
reports and taxpayer returns in connection with all taxes, assessments and licenses. In addition,

the Department is responsible for performing various other functions, including:

e Administering the Division of Motor Vehicles, which is also responsible for licensing drivers
and issuing driver licenses and state identification cards; maintaining driver records and
administering driver sanctions; titling and registering motor vehicles; regulating commercial
driving schools; enforcing the State’s emissions program; administering the Motorist Insurance
Identification Database Program; and assisting first time drunk driving offenders in obtaining
ignition interlock devices required for those offenders to drive motor vehicles. In Fiscal Year

2023, the Division collected approximately $727.4 million in taxes and fees.

e Administering the State Lottery, which grossed nearly $889.8 million in ticket sales during
Fiscal Year 2023. Of this amount, approximately $195.3 million was available for conservation
as well as for wildlife, parks, open space, and outdoor recreation projects, including projects
funded through Great Outdoors Colorado.

e Acting as a collection agent for city, county, Regional Transportation District, and special
district taxes. In Fiscal Year 2023, the Department collected approximately $2.9 billion in taxes
and fees on behalf of these entities.

e Collecting taxes and fees for the Highway User Tax Fund (HUTTF), primarily for the
benefit of highway maintenance projects in the State. In Fiscal Year 2023, the Department
collected approximately $712.0 million for the HUTF.

e Regulating the limited stakes gaming activities in Cripple Creek, Black Hawk, and Central
City. Adjusted gross gaming proceeds totaled about $1.1 billion during Fiscal Year 2023. The
Department’s Division of Gaming collected about $172.9 million in gaming taxes on these

proceeds.

e Enforcing tax, cigarette and tobacco, marijuana, alcoholic beverage, motor vehicle,

and emissions inspection laws.
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For Fiscal Year 2023, the Department was appropriated approximately $470.6 million and 1,692 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Revenue Fiscal Year 2023
Appropriations by Funding Source (In Millions)

Reappropriated Federal Funds
Funds $1.2

$8.7

General Fund
$143.4

Cash Funds
$317.3

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Department of Revenue Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Taxation Division of Motor
Business Group Vehicles
455 545

Executive Director's
Office
210

Specialized
State Lottery Divisior/ Business Group

102 380

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Department of Financjal Program Financ'ial Program
Revenue Reporting Compliance  Reporting Compliance

1 - 3 - - 4

Finding 2023-042
Internal Controls Over the Division of Gaming’s Financial
Reporting

The Division of Gaming (Division) collects gaming tax revenue and spends or distributes the
proceeds as prescribed by statute. This is done by using the following special revenue funds to track
revenue, expenditures, and distributions by the type of gaming tax collected: Extended Limited
Gaming Fund (Extended Gaming Fund), Responsible Gaming Fund, Limited Gaming Fund, Sports
Betting Fund, and Hold Harmless Fund. Furthermore, the Division prepares annual financial
statements that include each of these special revenue funds and their financial activity within a

separate column.

The Office of the State Controller (OSC) within the State’s Department of Personnel &
Administration is responsible for preparing the State’s Annual Comprebensive Financial Report (ACFR).
Because the Division is a division of the State within the Department of Revenue, while the Division

prepares its own separate financial statements each year, the Division’s financial activity is also
included within the ACFR.

The Division is required to prepare its financial statements in accordance with Generally Accepted
Accounting Principles (GAAP). The Governmental Accounting Standards Board (GASB)
establishes GAAP for state and local government entities through the issuance of GASB Statements
that are compiled into the formal code known as the GASB Codification.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to obtain an understanding of the Division’s internal controls
over financial reporting and to determine whether the Division complied with GAAP during Fiscal
Year 2023.
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We obtained an understanding of the Division’s internal controls over financial reporting and
audited the financial statements to determine whether they aligned with GAAP and were consistent

with financial reporting in the State’s ACFR. This included the following procedures:

e Inquired of the Division to gain an understanding of the process for preparing the financial
statements and the classification of expenditures and other financing sources and/or uses within

the basic financial statements.

e Compared the reporting of all account balances within the financial statements to GAAP related

to the proper classification of balances.

How were the results of the audit work measured?

We measured the results of our audit against the following:

e GASB Codification 2200, paragraph 167, Other financing Sources and Uses, defines what activities

can be reported as “Other financing sources and uses,” as follows:

Face amount of long-term debt
Issuance of premium or discount
Certain payments to escrow agents for bond refundings

Transfers

O O O O ©

Sales of capital assets

e The OSC has adopted the Standards for Internal Control in the Federal Government (Green Book),
published by the U.S. Government Accountability Office, as the State’s standard for internal
controls, which all state agencies must follow. Green Book, Paragraph OV2.14, Roles in an
Internal Control System, states that management is responsible for designing an internal control
system which includes controls over the preparation of financial reporting in accordance with

professional standards and applicable laws and regulations.

e  GASB Codification 2250, paragraph 135 (Correction of an Ervor in Previously Issued Financial
Statements) discusses guidance surrounding reporting of errors and notes that reporting a
correction of an error in previously-issued financial statements concerns factors similar to those
relating to reporting an accounting change. Errors in financial statements result from
mathematical mistakes, mistakes in the application of accounting principles, or oversight or
misuse of facts that existed at the time the financial statements were prepared. Additionally,
GASB 100, paragraph 27, Error Correction, notes that a government should disclose the nature of
the error and its correction, including the periods affected by the error and identification of the

financial statement line items affected by the error in prior periods.
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What problems did the audit work identify?

We determined that the Division’s financial reporting process did not propetly classify a portion of
the distributions out of the Limited Gaming Fund, Extended Gaming Fund, or Sports Betting Fund
as expenditures, but rather classified all distributions as other financing sources and uses. Instead,
the portion of distributions that are paid to parties outside of the State of Colorado’s funds and
departments, such as various cities and counties in Colorado, which totaled $39,242,894 for Fiscal
Year 2023, should have been reported as expenditures because presenting them as other financing
sources and uses does not comply with GASB Codification 2220, paragraph 167. Specifically, the
distributions did not fall within the specific categories allowed to be recorded as other financing

sources and uses.

Furthermore, when we asked the Division’s accounting staff why these expenditures were presented
as other financing sources and uses they were unable to provide documentation to support this
presentation in the Division’s financial statements. After we notified Division staff about this
misclassification, they made adjustments to the financial statements to accurately classify
distributions within the June 30, 2023 financial statements, which are now in line with GAAP
reporting standards and pronouncements. This error also resulted in a restatement of the

expenditures and other financing sources and uses of the Fiscal Year 2022 financial statements.

Why did these problems occur?

The Division’s financial reporting procedures did not specify that payments to parties outside of the
State of Colorado’s funds and departments should be presented in the financial statements as other
financing sources and uses instead of expenditures. This lack of direction caused the Division’s
accounting staff to record the distributions in error, and ultimately, allowed the significance of the
error to rise to the level of a material weakness because it caused a restatement of Fiscal Year 2022

financial statements.

Why do these problems matter?

Without adequate internal controls in place over the financial reporting process to ensure that all
financial transactions are presented propetly, the Division cannot ensure the accuracy and
completeness of its reported financial information, which may result in a material misstatement of

the financial statements and may mislead decision-makers who use the financial statements.

Classification of Finding: Material Weakness

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-042

The Division of Gaming should strengthen its internal controls over its financial reporting to ensure
that the financial statement classifications of all distribution payments are properly reported within

the financial statements.

Response
Division of Gaming

Agree
Implementation Date: November 2023

The Division of Gaming has presented distributions as other financing sources and uses on the

audited financial statements for over 20 years.

The Division agrees with the recommendation to ensure the audited financial statements change the
presentation of a portion of the distribution proceeds to expenditures in Fiscal Year 2023 to be
compliant with GASB Codification 2220, paragraph 167. In response to this recommendation, the

Division will implement the change in presentation of distribution proceeds in Fiscal Year 2023.

Finding 2023-043
Internal Controls Over the Department of Revenue’s Financial
Reporting

The Department’s accounting staff are responsible for all of the Department’s financial reporting,
including the accurate entry, review, and approval of financial transactions in the Colorado
Operations Resource Engine (CORE), the State’s accounting system. The Department is required to
prepare its financial information in accordance with Generally Accepted Accounting Principles
(GAAP). The Governmental Accounting Standards Board (GASB) establishes GAAP for state and
local government entities through the issuance of GASB pronouncements, which the Department

must comply with when preparing accounting transactions.

In Fiscal Year 2022, the Department implemented GASB Statement No. 87, Leases, (GASB 87),
which required the Department to evaluate all of its lease and financing agreements for proper
accounting and reporting of the lease liabilities and related assets in accordance with this standard.
GASB 87 defines a lease as a contract that conveys control of the right to use another entity’s
nonfinancial asset (the underlying asset) as specified in the contract for a period of time in a

transaction where both parties receive or sacrifice something of approximately equal value.
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The Department uses a Lease Summary workbook that summarizes the lease information from the
numerous lease agreements at the Department into an excel workbook. The Department uses a tool
called Leasel 7sion Excel Tool (LeaseVision) to determine what journal entries to make in the current
year regarding leases. The Department inputs lease information from the Lease Summary Workbook
into LeaseVision as part of its calculation of the lease activities/amounts. LeaseVision calculates the
lease asset and liability amounts and provides proposed journal entries for the Department to review
and make in CORE.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether the Department had adequate internal
controls in place and complied with the OSC’s policies and procedures related to financial
accounting and reporting processes and requirements, and complied with applicable accounting
standards during Fiscal Year 2023.

We tested the Department’s significant account balances in relation to the State’s financial
statements, as well as a sample of Department transactions that were selected for testing through a
selection of statistically-valid transactions as part of our testing of the State’s financial statements.
We also reviewed the Department’s exhibits submitted to the OSC for Fiscal Year 2023 and
determined whether the Department’s accounting staff prepared the exhibits in accordance with the
OSC’s Fiscal Procedures Manual (Manual) and the related instructions. As part of reviewing the
Department’s exhibits, we also reviewed the Department’s accuracy in preparing the exhibits.
Additionally, we reviewed the Department’s calculations and entries made by the Department to
record lease activities in CORE.

How were the results of the audit work measured?

We measured the results of our audit against the following:

e State statute [Section 24-17-102, C.R.S.] requires departments to institute and maintain a system
of internal accounting and administrative controls to provide for adequate authorization and
record-keeping procedures to ensure effective accounting controls over state assets, liabilities,

revenues, and expenditures.

e The OSC Manual states that each agency is responsible for accurate, timely, and complete year-
end accounting information. In addition, State Fiscal Rule 1-2 (3.5), Internal Controls, requires
state departments to “implement internal accounting and administrative controls that reasonably
ensure that financial transactions are accurate, reliable, conform to the Fiscal Rules, and reflect

the underlying realities of the accounting transaction (substance rather than form).”
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e The Manual contains specific instructions for the completion of various exhibits, including the

following:

o Exhibit F1, Principal and Interest Requirements to Maturity, Leases and SBITAs, Governmental and

Internal Service Funds, reports principal and interest requirements to maturity for leases.

o Exhibit W3, Changes in Right-to-Use Assets, Governmental and Internal Service Funds, reports

changes in right-to-use assets for leases.

o GASB 87 establishes a single model for lease accounting based on the foundational principle
that leases are financings of the right to use an underlying asset, known as a “right-to-use asset.”
In addition, the Manual provides guidance for accounting entries, including Chapter 4, Section
3.5.6.2, which specifies accounting entry details for the receipt of lease payments for a lessor,
and Chapter 4, Section 3.5.6.3, which provides details on the appropriate recognition of rental

revenue.

e State Fiscal Rule 1-2 (3.5), Internal Controls, requires that state departments “implement internal
accounting and administrative controls that reasonably ensure that financial transactions are
accurate, reliable, conform to the Fiscal Rules, and reflect the underlying realities of the
accounting transaction (substance rather than form).” For example, internal accounting and
administrative controls include policies and procedures related to fiscal year end accounting

processes and exhibit reporting.

e Green Book, Paragraph OV2.14, Roles in an Internal Control System, states that management is
responsible for designing an internal control system. This should include controls over the
preparation of external financial reporting in accordance with professional standards and

applicable laws and regulations.

What problems did the audit work identify?

We identified errors with the Department’s June 30, 2023 lease-related transactions and exhibits.
In preparing the lease related transactions for Fiscal Year 2023, the Department made multiple
errors. Specifically:

e When we compared the Department’s lease agreements to the data the department input into
LeaseVision, we found errors regarding the data input for Boulder, Centennial, and Fort Collins
building leases that affected the GASB 87 entries made for those leases.

e The Lease Summary Workbook that summarizes lease agreement information was missing lease

term information for the Centennial contract. This resulted in the wrong lease asset and liability

amounts getting calculated and recorded for the fiscal year.
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e We noted that the Department and its Lottery Division have shared responsibility in reporting
the lease agreement that made up the Fort Collins lease. However, we found that neither agency
included the Fort Collins-Lottery agreement in its lease analysis and resulting in no leases entries

for that agreement for the fiscal year.
In addition, the following exhibits were misstated. Specifically:

¢ On the Exhibit F1, two amounts were reported incorrectly: Lease Component Liability-Current,
was understated by $5,928 and the Lease Component Liability-Non-current was understated by
$45,402.

¢  On the Exhibit W3, we noted that the Leased Building capital asset was understated by $45,402.
The Leased Building accumulated depreciation was also understated by $79,960.

Why did these problems occur?

The Department did not have adequate internal controls—such as an appropriate detailed,
supervisory review process—in place over its GASB 87 calculations for Fiscal Year 2023 to ensure

accurate accounting and reporting.

Further, the Department did not have multiple people trained on GASB 87 calculations. One person
was doing all of the calculations regarding the numerous Department leases. The supervisory review

was not a detailed review and was not able to catch the errors the auditors identified.

Why do these problems matter?

Strong financial accounting internal controls, including effective review processes, are necessary to
ensure that balances are reported accurately and in accordance with Department policies and
procedures. Overall, without sufficient internal controls, the Department cannot ensure that it is
reporting accurate financial information in CORE, and, ultimately, that the State’s financial
statements are accurate. Thus, effective supervisory review of complex calculations and transactions
in CORE is necessary to mitigate the risk of a material misstatement to the State’s financial

statements.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-043

The Department of Revenue should strengthen its internal controls over its financial accounting and

reporting by:

A. Improving the supervisory review of lease agreement calculations to ensure transactions are

accurately recorded in the Colorado Operations Resource Engine (CORE).

B. Cross-training accounting personnel on the calculation of leases and other complex accounting

calculations so that in the event of turnover, the controls will continue to operate as designed.

Response
Department of Revenue

A. Agree
Implementation Date: June 2024

The Department will improve the supervisory review of lease agreement calculations to ensure

transactions are accurately recorded in the Colorado Operations Resource Engine (CORE).

B. Agree
Implementation Date: June 2024

The Department will cross-train accounting personnel on GASB 87 and the new lease

management software the Department is implementing in Fiscal Year 2024.

Finding 2023-044
GenTax Information Technology and Business Internal
Controls

The Department is the business owner of GenTax, the State’s primary information system for
processing taxes collected by the State, including estate, sales, severance, business, and individual and
corporate income taxes. This system is financially significant to the Department and to the State. It
is also significant to the Department’s mission and objectives. The Department contracts with a
third-party vendor (service organization), FAST Enterprises (FAST), to provide various services for
Gentax. Responsibility for the reliability and availability of GenTax is shared between the
Department and FAST.

Most service organizations, such as FAST, contract with independent auditors (service auditors) to

audit the service organizations’ internal controls for its various I'T systems. Service auditors should
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follow the guidance issued by the American Institute of Certified Public Accountants (AICPA),
Statement on Standards for Attestation Engagements (SSAE), within AT-C Section 320, and issue System
and Organization Controls (SOC) reports at the conclusion of the audit. One type of SOC report, a
SOC 1, Type II (SOC 1) report, provides the service auditor’s opinion on the service organization’s
internal controls, specifically as to whether the internal controls are suitably designed and were
operating effectively during a specified time period. In June 2023, the Department transferred the
data in Gentax from a data center housed by the State to a data center contracted by the service
organization, FAST. Historically, the data in GenTax was housed in the Governor’s Office of
Information Technology (OIT)’s data center.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department’s I'T- and business-related

internal controls over GenTax were operating effectively during Fiscal Year 2023.

We reviewed the Department’s contracts with FAST, its service organization for GenTax, to
determine if the Department required the service organization to provide assurance that the I'T- and

business-related internal controls were operating effectively during Fiscal Year 2023.

We inquired of Department staff whether they requested or received a SOC 1 report from FAST for
GenTax. As part of our testwork, we requested the SOC 1 report related to Fiscal Year 2023 for
GenTax and the data center that houses GenTax’s information to determine whether the

Department obtained and reviewed the report.

How were the results of the audit work measured?

We measured the results of our audit against the following:

AICPA’s SSAE [AT-C Sections 320.40(])(ii) and (iii)] requires service auditors to issue an opinion
within a SOC 1 report. When service auditors provide an unmodified opinion in a SOC 1 report, it
provides reasonable assurance that a service organization has suitably designed internal controls over
the related system and that those internal controls were operating effectively for a specified period.
Conversely, AT-C Section 320.42 (c) states that when service auditors provide a modified opinion in
a SOC 1 report, it could indicate that these internal controls were not operating effectively for a

specified period.

Green Book, Paragraph OV2.14, Roles in an Internal Control System, states that management is
responsible for designing an internal control system. This should include controls over the
preparation of external financial reporting in accordance with professional standards and applicable

laws and regulations.
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Green Book Paragraph OV4.01, Service Organizations, states that management retains responsibility
for the performance of processes assigned to service organizations. Furthermore, the Green Book
specifies that management needs to understand the internal controls that each service organization
has designed, implemented, and operates, as well as how each service organization’s internal control

system impacts departments’ internal control systems.

The State’s Financial Responsibility and Accountability Act [Section 24-17, C.R.S., Reporting for
Financial Responsibility and Accountability Acf] requires that each principal department and

higher education institution file an annual written statement to the OSC attesting that their systems
of internal accounting and administrative control are in compliance with the requirements of the
Financial Responsibility and Accountability Act (Act). The Act requires that departments maintain
an internal control system. In addition, the Act requires departments to have an organization plan
that specifies segregation of duties; restrictions permitting access to state assets only by authorized
persons; an effective process of internal review; and adequate authorization and record keeping
process to provide effective accounting controls over state assets, liabilities, revenues and
expenditures. To certify compliance with the Act, departments are required to complete and submit
to the OSC a Statement of Compliance, which contains the relevant statutory requirements and

examples for maintaining internal control.

The Fiscal Year 2023 OSC IT contract template states, “If Contractor performs Work for any of the
State’s I'T systems that impact the State’s Comprehensive Annual Financial Report as determined by
the Colorado Office of the State Controller, Contractor, on an annual basis, shall deliver to the State,
at Contractor’s sole cost and expense, Contractor’s System and Organization Controls 1 Type 11
Report (“SOC 1 Type II Report”) prepared by a qualified independent audit firm with respect to the
Statement on Standards for Attestation Engagements, Reporting on Controls at a Service
Organization (SSAE) as promulgated by the Auditing Standards Board of the American Institute of

Certified Public Accountants, as amended, from time to time.”

What problems did the audit work identify?

The Department failed to require that FAST undergo a SOC 1 audit. As a result, Department
management did not get an understanding of how the service organization’s design, implementation,
and operating effectiveness of its controls—both business process and I'T controls—would impact
the Department’s system of internal control. Further, Department staff were not able to provide any
support that showed us that they had obtained and reviewed any other internal controls reports

regarding the service organization.

In addition, the Department did not obtain a SOC 1 report for Fiscal Year 2023 from its service
organization’s contracted data center until we requested it in October 2023. The service organization
had this report but did not provide it to the Department since Department staff had not requested

it. However, this report is primarily for Department management to understand how a service
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organization’s contracted data center’s design, implementation, and operating effectiveness of its
controls, both business process and I'T controls, would impact the Department’s system of internal

control.

We noted that, in December 2022, the Department had submitted an annual statement to the OSC
certifying its system of internal accounting and administrate controls, and that it was in compliance
with the Act’s requirements, including that it has a strong internal control system. However, because
the Department did not obtain the assurance needed over its service organization’s system of
controls, it may have internal control weaknesses over GenTax that it is not aware of and that may

impact its compliance with the Act.

Why did these problems occur?

The Department did not require in its contract with its service organization that manages I'T services
for GenTax that the service organization undergo a SOC 1 evaluation and obtain a SOC 1 report on

an annual basis.

In addition, the Department did not have appropriate procedures in place to require staff to obtain a
SOC 1 report in a timely manner after fiscal year end from the GenTax service organization’s data

center contractot.

Why do these problems matter?

The SOC 1 report is primarily for Department management to understand how its service
organization’s design, implementation, and operating effectiveness of its controls—both business
process and I'T controls—could impact the Department’s system of internal control and whether the
service organization has strong internal controls in place related to the Department’s IT systems.
Without ensuring that the service organization has strong I'T internal controls, the Department
cannot obtain assurances that the service organization’s processes and controls, including those

related to IT, are in place and operating effectively.
If the service organization and its contractors do not have effective I'T security controls in place, the
Department’s systems could be susceptible to cyberattacks or data loss, which could cost the state

millions of dollars.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-044

The Department of Revenue should hold its service organization for its GenTax information system

accountable for maintaining strong I'T and business internal controls by:

A. Amending its contract to require its GenTax service organization to obtain and provide a SOC
1, Type II report over its internal control processes and implementing procedures to ensure the

service organization complies with the contract provisions.

B. Implementing procedures requiring that staff obtain and review SOC 1, Type II reports from
the service organization’s contracted data center on an annual basis to ensure that any
deficiencies that are identified are addressed or that compensating controls are identified and in

place.

Response
Department of Revenue

A. Agree
Implementation Date: July 2027

The Department of Revenue executed its contract with the GenTax service organization in 2007
when a SOC 1, Type 1I report was not required for service organizations as part of the State
Controller’s contract template. The existing contract has been in operation for the past 16 years
without a requirement for a SOC 1, Type II audit of the application. Any attempt to amend the
existing contract will require an additional appropriation to cover increases to the cost of service
and any additional requirements. The Department is not in a position to cover any additional
contract costs without an additional appropriation. The Department cannot mandate that the
service organization amend the contract to include the SOC 1, Type II audit provision. The
Department will commit to using the new template containing the SOC 1, Type II requirement
in negotiating a new contract in Fiscal Year 2026. If the Department were to pursue amendment
of the existing contract, it would first need to secure the necessary additional funding to cover
the additional contract costs. The Department would need time to conduct the necessary market
research to determine the amount of additional funding and contact the vendor and determine if
they are amenable to amending the existing contract. The time to conduct the necessary research
and secure the necessary funding would likely exhaust the time before the existing contract will

expire.
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B. Agree
Implementation Date: June 2024

The Department of Revenue will develop, document and implement procedures requiring that
staff obtain and review SOC 1, Type II reports from the service organization’s contracted data
center on an annual basis to ensure that any deficiencies that are identified are addressed or that

compensating controls are identified and in place.

Finding 2023-045
GenTax and DRIVES—IT Governance, Information Security,
and Computer Operations

Government Auditing Standards allow for information that is considered sensitive in nature, such as detailed
information related to information technology system security, to be issued through a separate “classified or limited nse”
report because of the potential damage that could be cansed by the misuse of this information. We consider the specific
technical details of this finding, along with the response, to be sensitive in nature and not appropriate for public
disclosure. Therefore, the details of the following finding and responses have been provided to the Department in a

separate, confidential memorandunm.

The Department is the business owner of the GenTax and the Drivers’ License, Record,
Identification, and Vehicle Enterprise Solution (DRIVES) systems. Each system fulfills the

tfollowing functions:

e GenTax is the State’s primary information system for processing taxes collected by the State,
including estate, sales, severance, business, and individual and corporate income taxes. Most
users of the system work for the Department’s Division of Taxation, but other divisions within
the Department have a variety of access that allows for and addresses reporting, accounting,

monitoring, or other data sharing needs.

e DRIVES provides an integrated solution for drivers and vehicle services, as well as licensing and
revenue accounting. State and County Divisions of Motor Vehicles” employees use DRIVES.
Most users in the system work for the State Division of Motor Vehicles and county offices, but
other divisions within the Department have a variety of access that allows for and addresses

reporting, accounting, monitoring, or other data sharing needs.

Responsibility for the reliability and availability of the GenTax and DRIVES systems is shared between

the following entities:

e The Department, specifically the Divisions of Innovation, Strategy and Delivery; Taxation; and
Motor Vehicles.
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e OIT, the State’s centralized I'T office—providing I'T support and services to State agencies.

e TAST Enterprises and FAST Hosting Services, the Department’s two third-party I'T contractors.
In June 2023, the Department contracted with FAST Hosting Services to house GenTax at
FAST Hosting Services’ data center, and moved it from the State’s data center, where it had
been housed since its implementation in 2009. Therefore, as of June 2023, FAST Enterprises
and FAST Hosting Services provide primary I'T support for both DRIVES and GenTax.

GenTax and DRIVES must comply with the Colorado Information Security Policies (Security
Policies) that are developed and published by OIT. In addition, GenTax contains Federal Tax
Information (FTT) and must, therefore, adhere to the IRS requirements and guidelines contained
within Publication 1075, Tax Information Security Guidelines for Federal, State and 1.ocal Agencies, to ensure

the adequate protection of the FTT data it receives, processes, stores, or transmits.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether, during Fiscal Year 2023, the Department
implemented our Fiscal Year 2022 I'T Governance, Information Security, and Computer Operations
recommendations for GenTax and DRIVES. During our Fiscal Year 2023 audit, we performed
inquiries of Department staff and reviewed and assessed supporting documentation to determine the

Department’s progress in implementing the recommendations.

What problems did the audit work identify and how were the
results of the audit work measured?

We determined that the Department partially implemented our Fiscal Year 2022 audit
recommendation. We measured the results of our audit work against Publications 1075, the Green

Book, Security Policies, and management’s expectations.

Why did these problems occur?
Department staff provided the following reasons for the problems identified:
e The Innovation, Strategy, and Delivery Division (ISD) staff stated that:

0 Department management did not officially implement the I'T Governance control before

fiscal year end, in June 2023.
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o DRIVES contractual limits prevented the ISD from implementing the information security

controls.

0 The ISD determined to wait to implement the computer operations security controls for

GenTax until after the change in I'T service providers occurred in June 2023.

Why do these problems matter?

Without timely implementation of I'T governance controls, staff may not be able to implement
management’s exceptions and perform their internal control responsibilities. In addition, the failure
to design and implement I'T general controls for GenTax and DRIVES does not provide adequate
assurance over security and operations of the systems and their data. Ultimately, this poses a risk to

the integrity of the financial information being generated and maintained by the systems.

Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-033A,
2022-033B, and 2022-033C.

Recommendation 2023-045

The Department of Revenue should continue improving its I'T governance, information security,
and computer operations I'T controls to ensure compliance with the IRS’s Publication 1075 or

Colorado Information Security Policies, where applicable, by:
A. Implementing recommendation Part A as noted in the confidential finding.

B. Implementing recommendation Part B as noted in the confidential finding.

C. Implementing recommendation Part C as noted in the confidential finding.

Response
Department of Revenue

A. Agree
Implementation Date: July 2023

The Innovation, Strategy and Delivery (ISD) Division has implemented Part A of this

recommendation as noted in the confidential response.
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B. Agree
Implementation Date: March 2024

The Innovation, Strategy and Delivery (ISD) Division will implement Part B of this

recommendation as noted in the confidential response.

C. Agree
Implementation Date: August 2023

The Innovation, Strategy and Delivery (ISD) Division has implemented Part C of this

recommendation as noted in the confidential response.
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Department of
Transportation

The Department of Transportation (Department) is primarily responsible for the construction,
maintenance, and operation of Colorado’s state highway system, and also has additional responsibilities
relating to aviation, interregional bus service, transit, multimodal transportation, and other state
transportation systems. The policy and budget authority for the Department rests with the
Transportation Commission (Commission), composed of 11 governor-appointed members who
represent specific districts around the state. Department statf provides support to the Commission as it
adopts budgets, establishes policies, and implements Commission decisions. The Department’s specific
responsibilities include managing highway construction projects, implementing the State’s Highway
Safety Plan, operating and maintaining Colorado’s 9,100-mile state highway system, providing technical
support to local airports regarding aviation safety, distributing aviation fuel tax revenues and

discretionary grants to local airports, and distributing grants for multimodal transportation projects.
The Department includes the following divisions and offices:

e Administration

e Construction, Maintenance, and Operations

e Statewide Bridge and Tunnel Enterprise (BTE)

e High Performance Transportation Enterprise (HPTE)

e Nonattainment Area Air Pollution Mitigation Enterprise

e (lean Transit Enterprise

For Fiscal Year 2023, the Department was appropriated approximately $1.8 billion and 3,327 full-time
equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.
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Department of Transportation Fiscal Year 2023
Appropriations by Funding Source (In Millions)

Federal Funds

$829.2
Cash Funds
$955.3
Reappropriated
Funds
$5.5

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Department of Transportation Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Construction,
Maintenance, and
Operations

3,156

Administration
161

High Performance
Enterprise
9

Statewide Bridge and
Tunnel Enterprise
1

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Fiscal Year 2023 Audit Findings

The following table provides a summary of current audit findings made to the Department.

Material Weakness Significant Deficiency
Agency (Most Serious) (Moderately Serious) Totals

Federal Federal
Financial Program Financial Program
Reporting Compliance™  Reporting  Compliance™

Department of
Transportation

- - 2 1 - 3

“*See Section llI: Federal Awards Findings

Finding 2023-046
Accounting Controls

The Department’s accounting staff are responsible for its financial reporting, including the accurate
entry, review, and approval of financial transactions within the Colorado Operations Resource Engine
(CORE), the State’s accounting system. This includes responsibility for the accurate recording of
revenue and the related accounts receivable, along with expenditures and the related accounts payable.
The Department is required to prepare its financial information in accordance with Generally Accepted
Accounting Principles (GAAP).

Department accounting staff are also responsible for the adoption of new accounting standards and for
reporting fiscal year-end accounting information through the submission of exhibits to the Office of
the State Controller (OSC). The OSC collects information from state departments after each fiscal year
end through these submitted exhibits. The OSC’s exhibits are standard templates that all departments
use in order to ensure the OSC receives the correct information that is needed to prepare the State’s
financial statements and required note disclosures. Finally, the Department is required to complete

fiscal year-end entries on a timely basis, in accordance with the OSC’s year-end closing calendar.

Within CORE, accounting transactions are segmented into accounting periods throughout the fiscal
year. Periods 1 through 12 correspond to the months of the fiscal year (July through June, respectively),
and subsequent Periods 13 and 14 are used by Departments as necessary to record any required
adjusting entries to correct errors or reclassify information as necessary to create the State’s financial
statements. Specifically, for state departmental purposes, for Fiscal Year 2023, Period 13 represented
the departmental financial accounting closing period, while Period 14 represented the final period for
adjustments, after the State’s statutory close on August 4, 2023.
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What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department had adequate internal
controls in place over, and complied with, applicable requirements related to its financial accounting
and reporting processes for Fiscal Year 2023. Our testwork included reviewing the Department’s
internal controls over various financial processes and assessing the Department’s control environment
related to the timely and accurate submission of required quarterly reports, annual financial statements,
and various financial information requested for audit. Specifically, we analyzed the Department’s
CORE transactional data recorded after the State’s Fiscal Year 2023 statutory closing date—August 4,
2023—to identify the number and dollar amount of transactions that were processed after the OSC’s
statutory deadline for closing the State’s accounting records. We also reviewed the Department’s
exhibits that were submitted to the OSC for Fiscal Year 2023 year-end reporting and the related
supporting documentation to determine whether Department accounting staff prepared the exhibits in
accordance with the OSC’s Fiscal Procedures Mannal (Manual).

As part of our audit work, we reviewed the Department’s progress in implementing our Fiscal Year
2022 audit recommendations. We recommended through this audit that the Department strengthen its
policies and procedures related to recording of accounts payable. Also, we recommended that the
Department implement a detailed process to fully evaluate the required implementation of any
accounting standards and to provide the results of this analysis to the OSC in a timely manner. Finally,
we recommended that the Department implement a detailed review process over information reported
to the OSC and its auditors to ensure exhibits were accurate, complete, and prepared in accordance
with GAAP, including Governmental Accounting Standards Board (GASB) requirements within the

required timeframes defined in statute, as applicable.

How were the results of the audit work measured?

We measured our results against the following criteria:

e The OSC’s Manual, Chapter 1, Section 3.3, State of Colorado Accounting Organization Objectives, and
Section 3.7a, State of Colorado Acconnting Organization Shared Responsibilities, requires State departments
to “establish internal controls for their departments” in order to “maintain an internal control
environment that enhances sound business practices, clearly defines roles, responsibilities, and
accountability, and provides for the prevention and detection of fraudulent activity.” This includes
maintaining internal controls over the preparation of financial information for submission to the

OSC per the Manual’s requirements.
e The OSC’s Manual, Chapter 3, Section 6, Supplemental Information for Statewide Reporting/ Exhibits,

requires State departments to provide “supporting documentation and a description must be

attached for audit purposes” and “each document should contain no more than a single entry”.
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GASB Statement No. 6, Recognition and Measurement of Certain Liabilities and Expenditures in
Governmental Fund Financial Statements, as amended, paragraph 12, states “in the absence of an explicit
requirement to do otherwise, a government should accrue a governmental fund liability and

expenditure in the period in which the government incurs the liability.”

According to the OSC’s Manual, Chapter 3, Section 3.21, Office of the State Controller Diagnostic Reports
in infoAdvantage, “The OSC produces diagnostic reports to assist with ensuring that year-end
balances in general ledger accounts and supplementary information are materially correct. For these

reports to be useful, departments must review them throughout the year and timely at fiscal year-

end.”

Exhibit F3, State of Colorado as Lessee — Leases & Subscription-Based Information Technology Arrangements
(SBI'T:As) — Other Disclosures, is used to report lease information to the OSC to aid the OSC in
preparing the State’s financial statements, including the adoption of GASB 87, Leases, and 90,

Subscription-Based Information Technology Arrangements, for agreements where the State is the lessee.

Exhibit F4, State of Colorado as Lessor — Leases & SBIT As — Other Disclosures, is used to report lease
information to the OSC to aid the OSC in preparing the State’s financial statements, including the
adoption of GASB 87 and 96 for agreements where the State is the lessor.

Exhibit K1, Schedule of Federal Assistance, is used to report federal expenditure information to the
OSC for its preparation of the State’s Schedule of Expenditures of Federal Awards.

Exhibit W1, Changes in Capital Assets — Governmental and Internal Service Funds, is used to report
changes in capital assets owned or used by governmental funds and internal service funds. The
Exhibit W1 includes various capital asset disclosures to the OSC including capital assets not

being depreciated, capital assets being depreciated and accumulated depreciation.

The OSC’s Manual, Chapter 3, Section 3.2.2.1, Reconciliation and Over-Accrual Adjustments, requires an
accounts payable reconciliation and over-accrual adjustment to be completed by September 30. An
accrual is a recording of expenditures that have been incurred prior to fiscal year end or June 30,
2023, but not yet paid until after June 30, 2023. Departments should compare the total expenditures
accrued to the total actually paid. If the department under-accrued (the amount paid is more than
the amount accrued), no adjustment is needed. If the department over-accrued (the amount paid is

less that the amount accrued), an adjustment must be made.

The OSC’s Manual, Chapter 1, Sections 3.3 and 3.7a, requires State departments to “establish
internal controls for their departments” to “Maintain an internal control environment that enhances
sound business practices, clearly defines roles, responsibilities, and accountability and provides for
the prevention and detection of fraudulent activity.” This includes the need to implement controls
over the preparation of the applicable exhibits for submission to the OSC per the requirements of

the Manual. In addition, per the Manual, departments are required to submit the exhibits in a timely
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manner based on the OSC’s fiscal year open/close calendar. The OSC required departments to
submit the majority of Fiscal Year 2023 exhibits by August 16, 2023.

What problems did the audit work identify?

We determined that the Department lacked adequate internal controls over its financial accounting
during Fiscal Year 2023 and did not fully implement our prior audit recommendations in a timely

manner. We identified the following specific issues:

e The Department and the OSC posted $830,482,946 of journal entries after Period 14 that the
Department should have identified and recorded as part of the Department’s closing process prior
to that time. These post-close adjustments were posted starting on August 4, 2023 through October
25, 2023. The adjustments were related to the following:

0 Accrual true-up process—3$1006,242,556. The Department implemented the accrual true-up
process in the current fiscal year. The amount of adjustments posted after close were
significant. The Department’s accrual estimate process did not properly define accruals timely.

The Department utilized the post close accrual true-up to identify accruals.

o OSC diagnostic—$724,240,390. The diagnostic reports are used as a monitoring tool by both
the Department and the OSC for management purposes to ensure that departments have
completed critical year-end closing processes. The Department should have reviewed the
diagnostic reports in a timely manner and corrected the year-end closing entries as part of
statutory Period 13 close.

e We selected 7 journal entries totaling $90,559,181 that we further tested in relation to the post-close
accrual true-up process. As part of this additional testing, we found:

0 One transaction for $1,944,555 of expenditures was overstated by $1,723,384—nearly 780
percent; this amount included Fiscal Year 2024 expenditures that were improperly included.
Specifically, the Department provided support for $221,171 of the transaction. Of this amount,
we found that $19,964 was recorded in Fiscal Year 2023 in error and should have been recorded
as a Fiscal Year 2024 expenditure. The Department passed on recording the adjustment because
it was immaterial

e The Department had to resubmit exhibits due to the adjustments posted after Period 13 close and
an error in the initial exhibit submission. The Department made errors on its Exhibit K1 in the
initial submission filed on September 28, 2023, totaling $17,057,802. The Department deducted a
subrecipient payment twice, which caused a $2,778,974 understatement and did not include a
subrecipient expenditure of $14,278,828. The Department resubmitted the Exhibit K1 on
November 8, 2023, 41 days after the initial due date. The initial Exhibit W1 was filed on time on
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August 16, 2023. The Department resubmitted the Exhibit W1 on September 29, 2023—44 days
after its original due date—based on the post-close adjustments that impacted the schedule of

changes in capital assets.

Why did these problems occur?

The Department did not have sufficient processes in place to ensure it complied with statutory
requirements related to financial reporting during Fiscal Year 2023, and that it provided accurate

financial information in a timely manner, as detailed below:

The Department did not have a policy or procedure requiring Department staff to compare
amounts paid to the Department after fiscal year end to fiscal year-end accounts payable estimates
to ensure that actual results are reasonable and necessary adjustments are made to its fiscal year-end

accounts payable balances.

The Department did not fully implement the prior audit recommendation by not having adequate
processes and policies in place over payables during Fiscal Year 2023. The Department relied on
the accrual true-up process to post accrual entries after the statutory closing date of August 4, 2023.
As a result, the Department did not implement a policy or procedure that requires Department staff
to compare amounts paid to the Department after fiscal year end to fiscal year-end accounts
payable estimates in order to ensure that actual results are reasonable in comparison to the
estimates and that necessary adjustments are made to its fiscal year-end accounts payable balances.
The Department should implement such a review over significant accounts payable estimates to a
time period that allows for a closing process pursuant to Section 24-30-204(3) C.R.S., which
represents the date that the “official books of the State” should close (statutory close—35 days
following the end of the fiscal year).

The Department did not have a process in place to require that staff review the diagnostic reports
in infoAdvantage, the OSC’s reporting system, provided by the OSC in a timely manner. The
review was not done timely due to new personnel performing the analysis. This review and analysis
did not identify the errors as part of the closing process. The adjustments were required to be made

because of the review being performed after Period 13 close.

Why do these problems matter?

Strong financial accounting internal controls, including effective timely review processes and

procedures over financial transactions and exhibits, are necessary to ensure that Department staff are

reporting financial information appropriately and accurately, in accordance with rules and regulations.

Further, timeliness of accounting information is important to protect the users of accounting

information from basing their decisions on outdated information.
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Classification of Finding: Significant Deficiency

This finding applies to prior audit recommendations 2022-035B

Recommendation 2023-046

The Department of Transportation (Department) should strengthen its internal controls to ensure that

its accounting information is properly reported by:

A. Strengthening its policies and procedures related to accounts payable. This should include
establishing a requirement that Department staff compare fiscal year-end accounts payable
estimates to amounts paid to the Department after fiscal year end and through a time period that is
reasonably close to when the State’s audited financial statements are available to be issued, in a
timely manner pursuant to Section 24-30-204(3) C.R.S, within 35 days after the end of the fiscal

year.

B. Strengthening its controls over review of the Office of the State Controller (OSC) diagnostic
reports in its infoAdvantage reporting system. The Department should review these reports
monthly and use them as a monitoring tool for management purposes to assist in assuring timely

completion of critical year-end closing processes.

C. Cross-training existing accounting employees on additional responsibilities to allow for appropriate

delegation when turnover occurs.

D. Enhancing its fiscal year-end reconciliation and exhibit preparation procedures to ensure the
accurate preparation of financial statements and exhibits in accordance with the OSC’s Fisca/

Procedures Manual.

Response
Department of T'ransportation

A. Agree
Implementation Date: August 2024

The Department will improve its internal controls over financial reporting by updating

the closing procedures to ensure a timely year-end process that aligns with the OSC’s

open/close calendar which includes year-end accruals. The procedure update and training plan will
be completed by June 2024 and the final accrual process will follow the Open/Close calendar and
Fiscal Procedures Manual.
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B. Agree
Implementation Date: June 2024

The Department will improve its internal controls over financial reporting by ensuring that
InfoAdvantage’s OSC diagnostic reports are tracked and cleared by staff members monthly to meet

the State Controllers quarterly reporting requirements.

C. Agree
Implementation Date: June 2024

The Department will improve its cross training for staff to allow for delegation as turnover occurs.
The section Controllers, Accounting Director and Accounting Managers will work together to
provide cross-training for staff on an annual basis. The training will include year-end processing,
exhibit compilation, diagnostic report analysis and review of the trial balance reconciliation to

determine corrections. This training will be completed by June 2024.

D. Agree
Implementation Date: June 2024

The Department will enhance its fiscal year-end reconciliation and exhibit preparation procedures to
ensure accuracy and timely submission of the financial statements and exhibits. The Controllers,
Accounting Director and Accounting Managers will ensure the fiscal year-end processes meet the
OSC’s timelines on exhibit submissions according to the Open/Close calendar and Fiscal

Procedures Manual.

Finding 2023-047 and 2023-048
IT Governance and Access Management

Government Aunditing Standards allow for information that is considered sensitive in nature, such as detailed information
related to information technology system security, to be issued through a separate “classified or limited use” report becanse
of the potential damage that could be cansed by the misuse of this information. We consider the specific technical details of
this finding, along with the response and addendum, to be sensitive in nature and not appropriate for public disclosure.
Therefore, the details of the following finding, responses, and addendum have been provided to the Department and OIT in

separate, confidential memoranda.

The Department is responsible for overseeing the State’s highways, roads, and bridges, among other
oversight activities, such as construction management for the State. In order for the Department to
accomplish its mission, it relies on information systems, such as its SAP system that records and tracks
general ledger transactions associated with the Department’s construction and maintenance projects.
The Department, as the business owner, is responsible for establishing Information Technology (IT)

governance that ensures the Department achieves its objectives, effectively responds to IT risks, and

Colorado Office of the State Auditor 11-219



meets management’s expectations. The Governor’s Office of Information Technology (OIT), as the
Department’s I'T service provider, is responsible for access management processes and controls to

ensure SAP is secured from unauthorized access.

In order for the Department to achieve its objectives and respond to risks, management should
establish a strong framework of internal controls that also address I'T controls. Specifically, I'T controls
for the Department typically start with management using a framework for I'T policies that addresses IT
general control responsibilities and specific procedures that document the more granular details of how
to implement Department policies. The IT framework should include those policies and procedures
that are specific to I'T controls supporting the SAP application. Once policies and procedures have
been formalized and communicated to the staff responsible for following and conducting them, specific

internal controls activities can be implemented and operationalized.

What was the purpose of our audit work and what work was
performed?

The purpose of our Fiscal Year 2023 audit work was to determine whether the Department had a
strong I'T governance structure in place by assessing the design and implementation of I'T policies and
procedures, specifically for SAP. In addition, we determined whether adequate I'T controls had been
designed by the Department and OIT for access management. We performed inquiries of Department

and OIT staff and requested and inspected documentation associated with those inquiries.

What problems did the audit work identify and how were the
results of the audit work measured?

During Fiscal Year 2023, we identified the following problems:

e DPolicies and procedures were lacking. Department management had not established its
expectations through the development and implementation of formalized I'T policies and limited I'T
procedures related to I'T general controls for SAP. Although we found that the Department had
developed procedures related to SAP change management and on- and off-boarding of SAP users,
we were unable to determine whether the Department had developed IT procedures to fully
address the business owner policy requirements listed in the Colorado Information Security Policies
(Security Policies or CISP) that are developed and published by OIT.

o Standards for Internal Control in the Federal Government (Green Book) published by the U.S. Government
Acconntability Office (GAO) states in Paragraphs 3.09, Documentation of Internal Control System, and
12.02, Documentation of Responsibilities through Polices, that management should develop and maintain
documentation of its internal control system and document in policies the internal control responsibilities of the
organization. Paragraphs 11.06 and 11.07, Design Appropriate Types of Controls Activities, states that
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management should design appropriate type of control activities in the entity’s information system, including

information system general controls that facilitate the proper operation of the entity’s systems.

0  Security Policies are required to be followed by the Department and, as stated within the Policy and General
Responsibilities sections, specifically 8.3.1 and 8.3.2 for Business Owners or the Department, all agencies, except
Jor the institutions of higher education and the general assembly, as the business owner, must implement
governance principles. Governance principles would include I'T policies and procedures for promoting data quality
and integrity for the Department’s systems, and the Department, as the business owner, is responsible for

Jfollowing and adhering to all identified business owner requirements as stated with the Security Policies.

e Access Management. We found problems at OIT related to SAP access management that were

measured against Security Policies.

Why did these problems occur?

Opverall, the Department did not have sufficient I'T governance in place, in the form of IT policies and
procedures for SAP, to ensure that Department staff complied with various I'T general control
requirements set forth by Department management, as well as those internal control principles
established within the Green Book’s internal control framework. Other specific causes for the problems
that we identified include:

¢ DPolicies and procedures were lacking. While the Department stated that it follows and utilizes
OIT’s Security Policies as its own, staff did not provide any documentation of a formal adoption of

Security Policies for use as the Department’s I'T policies.

e Access Management. OIT staff stated it followed its current practice for SAP access
management. However, OIT staff did not explain how it justifies that this current practice is

compliant with Security Policies.

Why do these problems matter?

The lack of established IT policies and procedures makes it difficult for Department management to
measure and hold staff accountable to management’s expectations, as well as ensuring risks are
addressed and overall objectives and missions are fulfilled. In turn, without policies and procedures,
staff may not perform processes and controls in a consistent manner. In addition, without ensuring that
strong security measures are designed, implemented, and operating effectively, it increases the data
reliability risk of the data stored and processed within SAP.

Classification of Finding: Significant Deficiency

This finding does not apply to a prior audit recommendation.
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Recommendation 2023-047

The Department of Transportation (Department) should improve its overall Information Technology

(IT) governance and information security I'T general controls for the SAP system by:

A. Formalizing and communicating to Department staff I'T policies that comply with the Business
Owner requirements listed within the Governor’s Office of Information Technology’s (OIT)
current version of the Colorado Information Security Policies (Security Policies), published on
OIT’s website.

B. Formalizing and communicating I'T Procedures to provide guidance to Department staff
performing I'T general control activities that further address the I'T policies formalized in
recommendation Part A. The formalization and communication should include an organizationally
defined, periodic review process of OI'T’s Security Policies to ensure the Department’s I'T policies
and procedures are updated accordingly to align with the most current version of the Security

Policies.

Response
Department of Transportation

A. Agree
Implementation Date: May 2024

The Department will develop a policy directive to formalize the communication for staff
responsibility to comply with the Business Owner requirements listed within the Governor's Office
of Information Technology's (OIT) cutrent version of the Colorado Information Security Policies
(Security Policies), published on OIT's website. The development team will consist of subject
matter experts and cross-functional staff members that will work together to get the policy directive

established and communicated to the business ownet's and appropriate staff.

B. Agtree
Implementation Date: June 2024

The Department will formalize and communicate I'T procedures to provide guidance to staff
performing I'T general control activities that further address the I'T policies formalized in
recommendation Part A. The communication and procedures will include an annual defined
periodic review of OIT's Security Policies to ensure the departmental procedures are kept up to

date. The development team will consist of subject matter experts overseeing the control activities.
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Recommendation 2023-048

The Governor’s Office of Information Technology should strengthen information security controls

over the SAP system by implementing the recommendation as noted in the confidential finding.

Response
Governor’s Olffice of Information 'Technology

Agree
Implementation Date: October 2024

The Governor's Office of Information Technology agrees with the recommendation. OIT will have the
finding implemented by 10/2024.

Auditor’s Addendum

The confidential anditor’s addendum has been included in the confidential finding to address OIT s “Agree” response.
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Department of
the Treasury

The Department of the Treasury (Treasury) is established by the Colorado Constitution. The State
Treasurer is an elected official who serves a 4-year term. The Treasury consists of three sections:
Administration, Unclaimed Property Program, and the Special Purpose unit. The Treasury’s primary
functions are to manage the State’s pooled investments, monitor the State’s cash management
services, and administer the Unclaimed Property Program. Other duties and responsibilities of the

Treasury include:

e Recelving, managing, and disbursing the State’s cash.

e Acting as the State’s banker and investment officer.

e Providing short-term interest-free financing to school districts by issuing tax and revenue
anticipation notes and assisting charter schools with long-term financing by making direct bond
payments.

e Distributing Highway Users Tax Fund revenues, federal mineral leasing funds, and
reimbursements to local governments for the Senior Citizen and Disabled Veteran Property Tax

Exemption.

e Making loans to elderly individuals and military personnel through the Property Tax Deferral

Program and providing property tax reimbursements for property destroyed by a natural cause.
e Managing certain state public financing transactions.

The State’s $17.7 billion of pooled investments are made up of a variety of securities, as shown in

the following chart:
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Colorado Treasury Pool Portfolio Mix
as of June 30, 2023 (in Millions)

Commercial Paper
(7 $4,554.7

Treasuries

$4,004.0 Mortgage Backed

$2,526.8

Federal Agencies
$827.4

Other
$341.0

Corporates and
Municipal Bonds
$4,906.8

Asset Backed
$490.2

Source: Department of the Treasury records.

For Fiscal Year 2023, the Treasury was appropriated approximately $983.4 million and 50 full-time
equivalent (FTE) staff, with 30 FTE allocated to administration and 20 FTE allocated to the
Unclaimed Property Program. The majority of Treasury’s funding, approximately 99 percent, was for
special purpose programs and the remaining 1 percent was for Treasury administration and the
Unclaimed Property Program. The following chart shows Treasury’s appropriations by funding source
for Fiscal Year 2023.

Department of the Treasury Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Reappropriated Funds
$48.7

Cash Funds
$631.9

General Fund
$302.8

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Compliance with Colorado Funds Management and the Tax
Anticipation Note Act

The Colorado Funds Management Act (Funds Management Act) under Section 24-75-902, C.R.S,,
asserts that, because the State “currently experiences and may hereafter experience fluctuations in
revenues and expenditures and temporary cash flow deficits,” this section of the statute is necessary,
and outlines the authority and mechanisms the State can use to fund shortfalls. Under Section 24-
75-905(1), C.R.S., the State Treasurer is specifically authorized to issue and sell Tax and Revenue
Anticipation Notes (TRANS)—short-term notes payable from anticipated pledged revenue—to
meet these shortfalls. These TRANS are referred to as General Fund Tax and Revenue Anticipation
Notes (General Fund Notes).

Under Section 29-15-112(1), C.R.S., the Tax Anticipation Note Act also specifically authorizes the
State Treasurer to issue TRANS for school districts. The purpose of these TRANS is to alleviate
temporary cash flow deficits of school districts by making interest-free loans to those districts. These
TRANS are referred to as Education Loan Program Tax and Revenue Anticipation Notes (ELP
Notes). For the Series 2022A issuance, 14 school districts had actual deficits from cash flows at
January 20, 2023. For the Series 2022B issuance, 16 school districts had actual deficits for the period
January 21 through June 30, 2023.

Section 24-75-914, C.R.S., requires the Office of the State Auditor (OSA) to review information
relating to the General Fund Notes and ELP Notes and annually report this information to the
Legislative Audit Committee and to the finance committees of the Senate and the House of
Representatives. During Fiscal Year 2023, the State Treasurer did not issue General Fund Notes
because cash flow projections did not forecast any cash flow deficits within the first 6 months of
Fiscal Year 2023. The following table and discussion provide information about the Treasuret’s
issuance of ELP Notes during Fiscal Year 2023.

State of Colorado Details of Education Loan Program Tax and Revenue Anticipation
Note Issuances for Fiscal Year Ended June 30, 2023

Education Loan Education Loan

Program Notes Program Notes Total Education Loan
Series 2022A Series 2022B Program

Date of Issuance July 19, 2022 January 17, 2023 -
Maturity Date June 29, 2023 June 29, 2023 -
Issue Amount $350,000,000 $425,000,000 $775,000,000*
Interest $15,878,472 $9,112,500 $24,990,972
Denominations $5,000 $5,000 -
Face Interest Rate 4.8% 4.76% -
Premium on Sale $10,774,700 $4,281,000 $15,055,700
Net Interest Cost to the State 1.59% 2.54% -

Total Due at Maturity $365,878,472 $434,112,500 $799,990,972

Source: Department of the Treasury records.
1 For comparative purposes, in Fiscal Year 2022, the Treasurer issued $770 million in Education Loan Program Notes.
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Terms and Price

Section 29-15-112(5)(b), C.R.S., states that the ELLP Notes are required to mature on or before
August 31 of the fiscal year immediately following the fiscal year in which the notes were issued. In
addition, if the notes have a maturity date after the end of the fiscal year, then on or before the final
day of the fiscal year in which the ELP Notes are issued, there shall be deposited in one or more
special segregated and restricted accounts and pledged irrevocably to the payment of the ELP Notes,
an amount sufficient to pay the principal, premium, if any, and interest related to the ELP Notes on

their stated maturity date.

Notes in each seties are issued at different face interest rates. These are the rates at which interest
will be paid on the notes. The average net interest cost to the State differs from the face interest

rates because the notes are sold at a premium, which reduces the net interest cost incurred.

The maturity date of the ELP Notes issued during Fiscal Year 2023 comply with statutory
requirements. Specifically, as shown in the previous table, both of the ELP Notes had a maturity
date of June 29, 2023. Neither was subject to redemption prior to maturity.

Security and Source of Payment

According to Section 29-15-112(2)(e)(II), C.R.S., interest on the ELP Notes is payable from the
General Fund. In accordance with the TRANS issuance documents, principal on the ELP Notes
was required to be paid solely from the receipt of property taxes received by the participating school
districts during March through June 2023, which were to be deposited into the General Fund of
each school district. Section 29-15-112(4)(a)(I)(A), C.R.S., requires the school districts to make
payments for the entire principal on the ELP Notes to the State Treasury. Per the TRANS issuance
documents, these payments were to be made by June 25, 2023. We confirmed that the school
districts made all payments by June 25, 2023, and the State Treasurer used these funds to repay the
principal on the ELP Notes.

In accordance with the TRANS issuance documents, if the balance in the ELP Notes Repayment
Account (ELP Account) had been less than the principal of the ELP Notes at maturity on June 29,
2023, the State Treasurer would have been required to deposit an amount sufficient to fully fund the
ELP Account from any funds on hand that were eligible for investment. The State Treasurer’s ability
to use the General Fund’s current revenues or borrowable resources to fund a deficiency in the ELP
Account is subordinate to the use of such funds for payment of any outstanding General Fund
Notes.

To ensure the payment of ELP Notes, the Treasurer agreed to deposit pledged revenue into the
ELP Account so that the balance on June 25, 2023 would be no less than the amounts to be repaid.
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The note agreements also provide remedies for holders of the notes in the event of default. The

amounts to be repaid on the maturity date are detailed in the previous table.

We determined that, on June 25, 2023, the account balance plus accrued interest earned on
investments was sufficient to pay the principal and interest on ELP Notes without borrowing from

other state funds.

Legal Opinion

Kutak Rock LLP, the bond counsel, has stated that in its opinion:

e The State has the power to issue the notes and carry out the provisions of the note agreements.

e The ELP Notes are legal, binding, secured obligations of the State.

e Interest on the notes is exempt from taxation by the U.S. government and by the State of

Colorado.

Investments

The Funds Management Act, the Tax Anticipation Note Act, and ELP Notes’ agreements allow the
Treasurer to invest the ELP Account funds in eligible investments until they are needed for note
repayment. Interest amounts earned on the investments are credited back to the General Fund, since
the General Fund pays interest at closing. The State Treasurer is authorized to invest the funds in a
variety of long- and short-term securities according to Section 24-36-113(1)(a), C.R.S. Furthermore,
Section 24-75-910, C.R.S., of the Funds Management Act and Section 29-15-112(3)(b), C.R.S., of the
Tax Anticipation Note Act state that the Treasurer may invest the proceeds of the notes in any
securities that are legal investments for the fund from which the notes are payable, and deposit the

proceeds in any eligible public depository.

Purpose of the Issuance and Use of Proceeds

The ELP Notes were issued to fund a portion of the anticipated cash flow shortfalls of the school
districts during Fiscal Year 2023. The net proceeds from the sale of the notes were specifically used to
make interest-free loans to the school districts in anticipation of the receipt of property tax revenue by
the individual districts on and after March 1, 2023, and up to and including June 25, 2023.

Colorado Office of the State Auditor 11-229



Additional Information

The ELP Notes were issued through competitive sales. A competitive sale involves a bid process in

which notes are sold to bidders offering the lowest interest rate.

The issuance of notes is subject to the IRS arbitrage requirements. In general, arbitrage is defined as
the difference between the interest earned by investing the note proceeds and the interest paid on
the borrowing. In addition, if the State meets the IRS safe harbor rules, which require the State to
meet certain spending thresholds related to the note proceeds, the State is allowed to earn and keep
this arbitrage amount. For Fiscal Year 2023, Treasury reported that the State met the IRS safe
harbor rules. Treasury further indicated that, although these requirements were met, interest earned
by investing note proceeds was less than the interest paid on the borrowing; thus, no arbitrage was
earned or kept. The Treasury is responsible for monitoring compliance with the arbitrage

requirements to ensure that the State will not be liable for an arbitrage rebate.

State Expenses

The State incurred expenses as a result of the issuance and redemption of the ELP Notes. These

expenses in Fiscal Year 2023 totaled approximately $599,000. The expenses included the following:

Bond legal counsel fees and reimbursement of related expenses incurred by the bond counsel.

e Disclosure counsel fees and expenses.

e TFees paid to rating agencies for services.

e Costs of printing and distributing preliminary and final offering statements and the actual notes.

e Tees paid to financial advisors.

Subsequent Events

On July 20, 2023, the State issued $500.0 million in ELP Notes, Series 2023 A, with a maturity date of
June 28, 2024. The notes carry an average coupon rate of 5.0 percent and were issued with a premium
of $7.7 million. The total due at maturity includes $500.0 million in principal and $23.5 million in

interest.

No recommendation is made in this area.
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Public School Fund

The Public School Fund (Fund), created under Section 22-41-101(2), C.R.S., is used for the deposit
and investment of proceeds from the sale of land granted to the State by the federal government for
educational purposes, as well as for other monies as provided by law. Interest and income earned on
the Fund are to be distributed to and expended by the State’s school districts for school
maintenance. In accordance with Section 22-41-104(2), C.R.S., the State Treasurer has the authority
to “effect exchanges or sales” of investments in the Fund whenever the exchanges or sales will not
result in the loss of the Fund’s principal. An aggregate loss of principal to the Fund occurs only
when an exchange or sale that resulted in an initial loss of principal is not offset by a gain on an

exchange or sale in the Fund within 18 months.

Section 2-3-103(5), C.R.S., requires the OSA to annually evaluate the Fund’s investments and to
report any loss of the Fund’s principal to the Legislative Audit Committee. During our Fiscal Year
2023 audit, we obtained confirmations from Principal Financial Group on the fair value of all
investments held in the Fund. We compared the total fair value of the Fund’s investments to the
book value of the investments as recorded in the Colorado Operation Resource Engine (CORE),
the State’s accounting system, and noted that the book value exceeded the fair value of the
investments at June 30, 2023, by approximately $1.4 billion. This was due to interest rates rising
during the fiscal year, resulting in the decline of current prices for Treasury’s investments. However,
this loss would not become a loss of principal, or therefore “realized,” unless and until Treasury
chose to sell the investment before its maturity date. Treasury has indicated that it intends to hold
the investments to maturity to recover the full principal. We did not identify any recognized loss of
principal to the Fund during Fiscal Year 2023.

No recommendation is made in this area.

Statutorily-Required Testing of Nicotine and Tobacco Tax
Revenues—2020 Tax Holding Fund

The General Assembly approved House Bill 20-1427 during the 2020 legislative session. This bill
proposed increasing the existing taxes on cigarettes and tobacco products, and established a tax on
nicotine liquids used in e-cigarettes, and other vaping products, in order to expand and enhance the
Colorado Preschool Program. In order for the provisions of this bill to take effect, Colorado voters’
approval of Proposition EE was required. In the 2020 general election, Colorado voters approved
Proposition EE and the requirements took effect January 1, 2021. House Bill 20-1427 made several
revisions to state statutes, including the creation of two new funds within Treasury in Fiscal Year
2021: the 2020 Tax Holding Fund (Holding Fund) for the new taxes and the Preschool Programs
Cash Fund (Preschool Fund) for the expanded preschool program funds. House Bill 22-1295 moved
the Preschool Fund from Treasury to the Department of Early Childhood in Fiscal Year 2023. The
provisions identified in House Bill 20-1427 and approved by voters in Proposition EE require the
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Department of Revenue to collect these taxes and deposit them into Treasury’s Holding Fund.
Treasury is required to distribute the revenues to other statutorily designated funds, including the
Preschool Fund. The transfers from the Holding Fund to the Preschool Fund will begin in Fiscal
Year 2024; starting with Fiscal Year 2021, the Preschool Fund received other general fund transfers
from Treasury. Each of these Funds, including the revenues received by and distributions from the
Funds, are recorded in the CORE.

House Bill 20-1427 also added Section 24-22-118(4), C.R.S., requiring the Office of the State
Auditor to annually, beginning with Fiscal Year 2021, perform a financial audit of the use of the
money allocated and appropriated for the Holding Fund. As noted previously, House Bill 22-1295
moved the Preschool Fund to the Department of Early Childhood, which also removed the fund
from the audit requirement in this statute. In Fiscal Year 2023, the Holding Fund received revenues
of approximately $201.0 million. The following discussion provides background on the uses of the
Holding Fund and the results of our testing for Fiscal Year 2023.

2020 Tax Holding Fund Financial Activity

Types of Taxes Collected

House Bill 20-1427 increased or established a tax on three products that must be transferred to the

Holding Fund: cigarettes, nicotine products, and tobacco products.
Cigarettes

Cigarettes are currently taxed on an individual cigarette basis and the taxes are paid to the
Department of Revenue monthly. Prior to Proposition EE and House Bill 20-1427, the tax on a
single cigarette was 4.2 cents. This tax consisted of an amount set in the Colorado Constitution of
3.2 cents and an amount set in statute of 1 cent. After Proposition EE was approved, House Bill 20-
1427 through Section 39-28-103, C.R.S., increased the statutory tax rate to 9.7 cents per single
cigarette starting on January 1, 2021 until July 1, 2024. See the following graph which shows the

individual tax amounts by basis on a single cigarette.
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Tax on a Cigarette by Basis as of January 1, 2021
through July 1, 2024 (in Cents)
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Source: Colorado Constitution Article X, Section 21 and House Bill 20-1427.

House Bill 20-1427 and Proposition EE also set an increase on the statutory tax of cigarettes. The
following graph shows the total tax on a cigarette and the increases noted in statute. According to
Section 39-28.5-101(8), C.R.S., modified tobacco products are “any tobacco product for which the
secretary of the United States Department of Health and Human Services has issued an order
authorizing the product to be commercially marketed as a modified risk tobacco product.” Federal
regulations [21 USC 387k] indicate that a modified tobacco product is a product that reduces “harm
or the risk of tobacco-related disease.” An example of this is the Phillip Morris heated tobacco

system, which heats tobacco enough to release a vapor without burning the tobacco.

Tax Rates on a Cigarette by Fiscal Year (in Cents)
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Source: Colorado Constitution Article X, Section 21 and House Bill 20-1427.
These prices apply to wholesale cigarettes and not cigarettes that are modified
tobacco products.
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In addition, House Bill 20-1427 and Proposition EE also set a minimum price of §7 for every
package of 20 cigarettes. This price is set to increase to $7.50 starting in Fiscal Year 2025. Per
Section 39-28-116(6), C.R.S., Legislative Council in its June forecast each year will calculate the
additional sales tax revenue from this minimum price and shall provide this to Treasury, which will
transfer an amount equal to 73 percent of the Legislative Council’s estimate of the additional sales

tax revenues from the General Fund to the Preschool Fund at the end of each fiscal year on June 30.
Tobacco Products

Tobacco products are taxed at a percentage of the manufacturer’s list price and the taxes are due to
the Department of Revenue quarterly. Taxed tobacco products include items such as cigars, chewing
tobacco, snuff, and other tobacco products that are intended for smoking or chewing, but do not
include cigarettes. Prior to Proposition EE and House Bill 20-1427, the tax on tobacco products was
40 percent of the manufacturer’s list price. This tax consisted of a 20 percent tax set in the
constitution and a 20 percent tax set in statute. House Bill 20-1427, with the passage of Proposition
EE increased the statutory tax rate from 20 percent to 30 percent starting January 1, 2021, which
resulted in a total tax on tobacco products of 50 percent of the manufacturer’s list price. The
changes to Section 39-28.5-102, C.R.S., will further increase the statutory tax of tobacco products
starting July 1, 2024, and again starting July 1, 2027. The following graph shows the total tax on

tobacco products and the increases noted in statute.

Tax Rates on Tobacco products by Calendar Year (Percent)?
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Source: Colorado Constitution Article X, Section 21, and House Bill 20-1427.

These tax rates do not apply to modified tobacco products.
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Nicotine Products

Nicotine products are also taxed at a percentage of the manufacturer’s list price and taxes are due to
the Department of Revenue quarterly. Nicotine products are products that include nicotine that are
not tobacco products or cigarettes. These include items that are consumed in a liquid, or are in a
vaporized, smoked, or chewed form. Prior to passage of Proposition EE and House Bill 20-1427,
there was no state tax being applied to these nicotine products. House Bill 20-1427, through Section
39-28.6-103, C.R.S., imposed a tax of 35 percent on nicotine products in Fiscal Year 2022 starting
on January 1, 2022, and 50 percent in Fiscal Year 2023 starting on January 1, 2023.

Section 39-28.6-103, C.R.S., further increased the tax of nicotine products in future fiscal years. The

following graph shows the total tax on nicotine products and the increases noted in Section 39-28.6-
103, C.R.S., which took effect beginning January 1, 2021.

Tax Rates on Nicotine Products by Calendar Year (Percent)
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Source: Section 39-28.6-103(1), C.R.S.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether Treasury complied with the statutory
requirements for the Holding Fund’s grant distributions and expenditures, and complied with
Generally Accepted Accounting Principles (GAAP) when recording financial transactions into
CORE and reporting financial information related to the Holding Fund.
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We reviewed the Department of Revenue’s processes for recognizing and recording cigarette,
tobacco, and nicotine tax revenue into the Holding Fund and reviewed the amount of tax revenue
collected in the Holding Fund during Fiscal Year 2023. We also reviewed Treasury’s process for
distributing these revenues from the Holding Fund to the funds designated in Section 24-22-118(2),
C.R.S. We reviewed all distributions from the Holding Fund for Fiscal Year 2023 to determine
whether Treasury had correctly distributed all the tax money received to the correct funds and

whether all distribution requirements had been met.

How were the results of the audit work measured?

Taxes Received During Fiscal Year 2023 for the Holding Fund

Section 24-22-118(1), C.R.S., created the Holding Fund and requires that the Department of

Revenue record into the Holding Fund the increased tax amounts for cigarettes, nicotine products,
and tobacco products established in Sections 39-28-103, 39-28.5-102, and 39-28.6-103, C.R.S.

Cigarette, nicotine, and tobacco distributors file tax returns and remit these taxes to the Department
of Revenue through its GenTax system, the State’s primary information system for processing
collected taxes. GenTax interfaces with CORE daily and records the amount of each tax collected
directly in the Holding Fund. Based on our review, we determined that the Holding Fund received a
total of approximately $201.0 million during the fiscal year. The following graph shows the amount
of taxes, by type, that were recorded in the Holding Fund during the fiscal year.

Holding Fund Taxes in Fiscal Year 2023 (in Millions)
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$10.0 - ——————— 65.94%
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Source: Office of the State Auditor’s Analysis of tax amounts recorded
in the Holding Fund during Fiscal Year 2023 as shown in CORE.
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Fiscal Year 2023 Distributions from the Holding Fund

Section 24-22-118(2)(c), C.R.S., requires Treasury to distribute the revenues received in the Holding
Fund during Fiscal Year 2023 to six funds: (1) $10,950,000 to the Tobacco Tax Cash Fund; (2)
$4,050,000 to the General Fund; (3) $11,167,000 to the Housing Development Grant Fund; (4)
$500,000 to the Eviction Legal Defense Fund; (5) $35,000,000 to the Rural Schools Cash Fund; and
(6) the remainder to the State Education Fund. Further, if there are insufficient revenues in the
Holding Fund to make the transfers, Treasury shall proportionally reduce each transfer. Beginning in
Fiscal Year 2024, the transfers will include amounts transferred to the Preschool Cash Fund.

Results of Audit Work

Based on our review of the distributions from the Holding Fund in Fiscal Year 2023, Treasury
correctly distributed all of the collected revenues. The following table outlines each fund, the
required statutory distributions, and the total distributed during Fiscal Year 2023.

Holding Fund Distributions in Fiscal Year 2023

Section 24-22-118(2)(c),

C.R.S. Required Distributions from the
Distributions Holding Fund
Fund Name for Fiscal Year 2023 in Fiscal Year 2023

Tobacco Tax Cash Fund $10,950,000 $10,950,000
General Fund $4,050,000 $4,050,000
Housing Development Grant Fund $11,167,000 $11,167,000
Eviction Legal Defense Fund $500,000 $500,000
Rural Schools Cash Fund $35,000,000 $35,000,000
State Education Fund $139,337,065* $139,337,065
Total Distributions $201,004,065 $201,004,065

Source: Office of the State Auditor’s Analysis of Holding Fund Distributions in CORE.
The amount is calculated each year after all of the other five required transfers.
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The following table summarizes the total financial activity in the Holding Fund for Fiscal Year 2023.

Holding Fund Financial Activity as of June 30, 2023

Revenue

Collected Revenue $201,004,065
Accrued Revenue $285,102
Rural Schools Cash Fund $35,000,000
Housing Development Grant Fund $11,167,000
Tobacco Tax Cash Fund $10,950,000
State Education Fund $139,337,065
General Fund $4,050,000
Eviction Legal Defense Fund $500,000
Total Distributions $201,004,065

Remaining Revenue Undistributed S0
Assets as of 6/30/2023

Taxes Receivable $33,388,882
Allowance for Bad Debt - Delinquent Taxes (5387,673)
Total Assets $33,001,209

Liabilities — Deferred Inflows as of 6/30/2023 (5142,498)

Fund Balance $32,858,711

Source: Office of the State Auditor’s Analysis of Fiscal Year 2023 Holding Fund Financial Activity in CORE.

The Department of Revenue recorded approximately $33.4 million in taxes receivable in the
Holding Fund as of June 30, 2023—the end of the fiscal year. These receivables include
approximately $12.3 million in cigarette taxes, $6.7 million in tobacco products taxes, and $13.7
million in nicotine taxes earned in Fiscal Year 2023 that will not be collected until Fiscal Year 2024;
and $0.6 million in delinquent taxes receivables that are expected to be collected more than one year
from the end of Fiscal Year 2023. The Department of Revenue receives the taxes for cigarettes

monthly and the taxes for tobacco and nicotine products quarterly.
Treasury distributes these accrued taxes once the taxes are collected.

Based on the testing described previously, we determined that the Department of Revenue and the
Treasury administered the Holding Fund in compliance with statutory requirements.

No recommendation is made in this area.
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Department of
Early Childhood

The Department of Early Childhood (Department) was created in Fiscal Year 2022, pursuant to
Section 26.5-1-104, C.R.S., and administers early childhood and family support programs. This
includes the Universal Preschool Program, Child Care Assistance Program, early intervention
services, and the regulation of eatly childhood service providers, along with licensing and monitoring
childcare facilities. In addition, the Department operates many smaller programs that provide
services to young children and their families, such as programs that work through physician offices
to connect families with specialists who provide education and support for new parents, programs
to prevent child maltreatment, programs to support early childhood mental health, and programs
that help parents prepare children to succeed in school. In its policy-setting role, the Department
helps to provide strategic guidance for, and connect families with, complimentary programs

throughout the state, such as nutrition assistance, income assistance, and school-based services.

For Fiscal Year 2023, the Department was appropriated approximately $537.4 million and 208 full-
time equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Early Childhood Fiscal Year 2023
Appropriations by Funding Source (in Millions)

Cash Funds
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$110.8

Federal Funds
$305.8

\ Reappropriated Funds

$12.1

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

Colorado Office of the State Auditor IlI-1



Department of Early Childhood Fiscal Year 2023
Full-Time Equivalent Staff by Major Areas

Executive
Director's Office
30

Early Learning
Access and Quality
69

Licensing and
Administration
72

Other/

37

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

During Fiscal Year 2023, the Department expended approximately $378.5 million in federal funds.
The Department is responsible for ensuring that all expenditures for these programs are appropriate
and that the State complies with the associated federal and state program requirements. As part of
our Fiscal Year 2023 audit, we tested the Department’s compliance with federal grant requirements

for the following program:

e Child Care and Development Fund Cluster, COVID-19 — Child Care and Development Fund
Cluster [ALNs 93.575, 93.596]

In Fiscal Year 2023, the Department’s expenditures for this program totaled approximately $335.2
million.

The following chart shows total federal expenditures by federal program for the Department.
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Department of Early Childhood Fiscal Year 2023
Expenditures by Federal Program (in Millions)

Child Care and Development
Fund Cluster
$335.2

Other _—

$43.3

Source: 2023 Statewide Schedule of Expenditures of Federal Awards.

Our Fiscal Year 2023 audit identified issues related to the Department’s administration of the CCDF

program.

Finding 2023-049
Federal Funding Accountability and Transparency Act

The federal Child Care and Development Fund Cluster (CCDF) [ALN 93.575, Child Care and
Development Block Grant; and ALN 93.596, Child Care Mandatory and Matching Funds of the
Child Care and Development Fund] provides financial assistance to states to increase the availability,
affordability, and quality of child care services for low-income families in which the parents or adult
caretakers of the children are working, or attending training or educational programs. In Colorado,
this program is referred to as the Colorado Child Care Assistance Program (CCCAP). The
Department is responsible for overseeing CCCAP and ensuring that it complies with the program’s
requitements. CCCAP is administered at the local level by the county departments of human/social

services, and the Department is responsible for monitoring the counties’ administration of CCCAP.

The Department is required to comply with the Federal Funding Accountability and Transparency
Act of 2006 (Transparency Act or FFATA) for CCDF. The Transparency Act was created to
empower Americans with the ability to hold the government accountable for each spending decision
and, as a result, to reduce wasteful spending by the government. The Transparency Act requires the

federal government to make certain information on federal awards available to the public.
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In accordance with the Transparency Act, the Department is required to report information about
subgrants, or subawards, given to other governments or to nonprofit organizations, also referred to
as subrecipients. Federal regulations [2 CFR 200.1] define a subaward as an award provided by a
pass-through entity, in this case the Department, to an entity to carry out part of a federal grant
award received by the pass-through entity. A subrecipient is defined in federal regulations [2 CFR
200.1] as “an entity, usually but not limited to non-Federal entities, that receives a subaward from a
pass-through entity to carry out part of a federal award; but does not include an individual that is a
beneficiary of such award. A subrecipient may also be a recipient of other Federal awards directly
from a federal awarding agency.” In Fiscal Year 2023, the Department submitted 19 FFATA
reports, totaling approximately $15.7 million for 15 subrecipients for the Child Care and
Development Block Grant [ALN 93.575].

The Department is required to submit FFATA information through the Federal Funding
Accountability and Transparency Act Subaward Reporting System (FSRS). Once the Department
submits a report to FSRS, the public can view information from the report, including the
subrecipient’s name, subaward identification number, subaward obligation/action date, subaward
amount, federal awarding agency and subagency, the Department’s name, and the Department’s

grant award identification number.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to determine whether the Department had adequate internal
controls over and complied with FFATA reporting requirements for the CCDF during Fiscal Year
2023.

As part of our audit work, we requested the Department’s policies and procedures over FFATA
reporting, the 19 FFATA reports submitted by the Department in Fiscal Year 2023, supporting
documentation for the reports, and a list of all subawards made by the Department during Fiscal
Year 2023.

How were the results of the audit work measured?

We measured the results of our audit work against the following:

In accordance with federal regulation [2 CFR 170.330.1(a)], the Department is required to report
subawards of $30,000 or more to FSRS by the end of the month following the month in which the
award was made. For example, the Department would have to submit a FFATA report to FSRS in
May 2023 if an award or supplemental award equal to or greater than $30,000 was made in April
2023.
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Federal regulation [2 CFR 200.303] requires the non-federal entity—in this instance the
Department—to establish and maintain effective internal controls over the federal award that
provides reasonable assurance that the non-federal entity is managing the federal award in

compliance with federal statutes, regulations, and the terms and conditions of the federal award.
What problem did the audit work identify?

Based on our audit work, the Department did not provide us with the subawards it awarded to its
subrecipients, and we could not determine if the Department submitted all of the reports required
for CCDF for Fiscal Year 2023. Additionally, while the Department provided supporting
spreadsheets for the reports submitted, including dates each report was submitted, the Department
did not provide evidence of that date, such as a screen shot in FSRS, or any other evidence to show,
that the reports they did submit were made in a timely manner and in accordance with federal
regulations. The following table summarizes the results of our testing and groups each exception
within the following categories: subaward not reported, report not timely, subaward amount

incorrect, and subaward missing key elements.

Child Care and Development Block Grant — ALN 93.575

Subaward Subaward

Transactions Subaward Not Report Not Amount Missing Key
Tested Reported? Timely?! Incorrect Elements

19 N/A N/A 0 0

Dollar Amount Subaward Subaward
of Tested Subaward Not  Report Not Amount Missing Key

Transactions Reported? Timely?! Incorrect Elements
$ 15,669,935 N/A N/A 0 0

1 Amounts shown above as “N/A” represent that, since there was no support for the reports submitted via FSRS,
the remaining categories were not applicable and/or we were unable to test them.

Why did this problem occur?

CCDF was previously administered by the Department of Human Services (DHS), and this is the
first year that the Department was in charge of the program. According to the Department, DHS
performed FFATA reporting for Fiscal Year 2023 for CCDF, and the Department could not obtain
the subaward documents made to the subrecipients from DHS or evidence that the reports were
submitted on time. CCDF staff reported that they are working to implement effective internal
controls, including policies and procedures to ensure they maintain the appropriate documentation,

to ensure compliance with FFATA requirements.
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Why does this problem matter?

By failing to obtain and maintain appropriate documentation, the Department cannot demonstrate
that it complied with federal requirements to properly report subawards to FSRS, and, therefore,
risks federal sanctions. In addition, it fails to meet the federal intent of transparency for federal

program spending.

Federal Agency(ies) Department of Health and Human Services

Federal Award Number(s)  2101COCCC5 2201COCCDD
2101COCDC6 2302COCCDD
2101COCSC6 2302COCCDF

Federal Award Year(s) 2022 and 2023

Pass Through Entity None

Assistance Listing Number(s)  93.575, Child Care and Development
Block Grant, COVID-19 — Child Care and
Development Block Grant

COVID-19 Funding  Yes
Compliance Requirement(s)  Reporting (L)
Classification of Finding ~ Material Weakness
Total Known Questioned Costs S0

Known Questioned Costs $0
Related to COVID-19 Funding

This finding does not apply to a prior audit recommendation.

Recommendation 2023-049

The Department of Early Childhood (Department) should implement internal controls for the Child
Care and Development Fund Cluster by developing policies and procedures to ensure that it
complies with requirements under the Federal Funding Accountability and Transparency Act. These
procedures should include requirements to maintain supporting documentation, including evidence

of timely submission and subaward documentation for awards made to subrecipients, as required.

Response
Department of Early Childhood

Agree
Implementation Date: March 2024

The Department of Early Childhood agrees with this recommendation. HB 21-1304, created the
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new state Department of Farly Childhood beginning July 1, 2022. Previously, programs and services
related to early childhood were primarily located in the Colorado Department of Human Services.
The Department of Early Childhood has been transitioning out of the Colorado Department of
Human Services and the operational support inter-agency agreement requiring CDHS to provide
administrative support for CDEC, including Federal Funding Accountability and Transparency Act
(FFATA) reporting, ended 12/31/23. CDEC is currently developing and implementing procedures
to validate financial data used to compile FEATA reporting, this process will include steps to resolve

identified discrepancies quickly to ensure that reports are submitted timely as required.

Finding 2023-050
Colorado Child Care Assistance Program

The Department is responsible for monitoring each county’s administration of CCCAP. County
caseworkers enter a CCCAP adult caretaker’s application information, including household
employment and income, household size, and the names and number of children needing care, into
the Department’s Child Care Automated Tracking System (CHATS). CHATS aggregates the
information for the county caseworker to determine whether an adult caretaker applying for benefits
will be eligible for CCCAP assistance. For example, the adult caretaker’s household income must not
exceed 85 percent of the State’s median household income. CHATS uses the household income and
the household size entered by the county caseworker to calculate the copayment amount, or parent
fee, the household must pay per month for child care services. CHATS then generates a letter that
must be sent by the county caseworker to the household that summarizes the information and must
be verified by the adult caretaker.

In addition to families that apply for child care assistance, CCCAP also provides child care benefits
for children in protective services and for families in the Temporary Assistance for Needy Families,
or Colorado Works, program. Children in protective services have been placed by the county
departments of human/social services in a foster care home. The Colorado Works program

provides assistance to families in need by providing benefits to help families become self-sufficient.

During Fiscal Year 2023, the Department provided approximately $133.2 million in child care
benefits through CCCAP for 24,592 children.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department had adequate internal
controls over CCCAP enrollment processing and to determine whether the Department complied
with federal and state CCCAP requirements during Fiscal Year 2023.
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During our audit, we reviewed the Department’s internal controls over CCCAP that were in place
during Fiscal Year 2023. In addition, we performed testing of a sample of 60 children who were
deemed eligible for child care services through CCCAP and received $348,581 in CCCAP benefits
during Fiscal Year 2023 to determine whether the children’s eligibility was correctly determined. Our
testing included reviewing the supporting documentation and the case files for each sample, along
with determining the accuracy of data entered into CHATS. We performed testwork to determine
whether the county caseworkers obtained and maintained the required documents supporting the
eligibility determinations and annual redeterminations in the case files and determined eligibility in a

timely manner.
How were the results of the audit work measured?

We measured the results of our audit work against the following:

e According to federal regulation [45 CFR 98.11], the Department “has broad authority to
administer the program through other governmental or non-governmental agencies”, such as
county departments of human/social setvices. In addition, the regulation states that the
Department “shall retain overall responsibility for the administration of the program” including
monitoring programs and services, and ensuring that the departments of human/social setvices

“operate according to the rules established for the program.”

e State regulation [8 CCR 1403-1, 3.103.YYY] defines a parent fee or copayment as the
“household’s contribution to the total cost of child care paid directly to the child care provider(s)
prior to any state/county child care funds being expended.”

e State regulation [8 CCR 1403-01, 3.124.A] states that “parent fees are based on gross countable
income for the child care household compared to the household size, taking the number of

children in care into account.”

What problems did the audit work identify?

We found that the Department did not fully comply with federal and state CCCAP requirements
during Fiscal Year 2023. Specifically, we identified errors in 2 of the 60 case files (3 percent) that we
tested, resulting in a total of $1,543 in known questioned costs. Specifically, we identified the

following:

In two cases, the caseworker incorrectly entered information into CHATS when determining
eligibility, which resulted in the adult caretakers being charged an incorrect parent fee. In one case,
the caseworker entered the adult caretaker’s income incorrectly as $2,125 instead of the correct
amount of $2,215, which caused the parent fee to be incorrectly calculated as $848 instead of the

correct amount of $879. In the other case, the caseworker incorrectly entered the number of hours
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worked by the adult caretaker when calculating the caretaker’s income, which resulted in the income
being incorrectly calculated as $1,974 instead of the correct amount of $3,637, which caused the
parent fee to be incorrectly calculated as $352 instead of the correct amount of $551. Because parent
fees are required to be paid before CCCAP benefits are paid, the errors in these two case files

resulted in $1,543 in known questioned costs.
Why did these problems occur?

The Department lacked sufficient internal controls to ensure compliance with federal and state
requirements for CCCAP during Fiscal Year 2023. The program was previously administered by the
DHS, and this is the first year that the Department was in charge of the program. Program staff
reported that they are working to implement effective internal controls, including policies and
procedures requiring that Department CCCAP staff adequately monitor the county departments of

human/social services to ensure the counties are conducting a secondary review over child care case
files.

Why do these problems matter?

It is essential for the Department to ensure that child care eligibility is propetly determined in
accordance with federal and state regulations. Inaccurate processing of case file information for
eligibility determination can result in counties improperly granting CCCAP benefits to ineligible
individuals, denying benefits to eligible individuals who rely on those benefits in order to work and
provide for their families, or assessing an incorrect parent fee. The federal government can disallow
the payment of federal funds for program expenditures that do not adhere to regulations, which

would require the State to use General Funds to cover the expenditures.
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Federal Agency(ies)  Department of Health and Human Services

Federal Award Number(s) 2101COCCC5* 2302COCCDF*
2101COCDC6* 2101COCCDF*
2101COCSCe* 2201COCCDF*
2201COCCDD* 2302COCCDF*
2302COCCDD*

Federal Award Year(s) 2022 and 2023
Pass Through Entity  None

Assistance Listing Number(s)  93.575*, Child Care and Development Block
Grant, COVID-19 - Child Care and
Development Block Grant
93.596*, Child Care Mandatory and
Matching Funds

COVID-19 Funding  Yes

Compliance Requirement(s)  Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)

Classification of Finding  Significant Deficiency
Total Known Questioned Costs $1,543

Known Questioned Costs $0
Related to COVID-19 Funding

This finding does not apply to a prior audit recommendation.
*|tems associated with known questioned costs.

Recommendation 2023-050

The Department of Early Childhood (Department) should strengthen its internal controls over, and
ensure it complies with, requirements for the federal Child Care and Development Fund Cluster
grant by monitoring the county departments of human/social services to ensure they are performing
supervisory and/or secondary reviews over case files after eligibility is determined in order to ensure
eligibility is appropriately determined and that parent fees are accurate, and to address the issues
identified in the audit.

Response
Department of Early Childhood

Agree
Implementation Date: December 2024

In December 2023, CCCAP automated case reviews in CHATS and required counties to submit
reviews monthly. The results of the reviews are included in the performance monitoring process.
The information gathered from the reviews will be used to target policy and system improvements
and identify future training needs. Policy and system improvements to identify future training needs
will be completed by December 2024.
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Department of
Education

Article IX of the Colorado Constitution places responsibility for the general supervision of the
State’s public schools with the Colorado State Board of Education (Board). The Board appoints the
Commissioner of Education to oversee the Department of Education (Department), which serves as

the Board’s administrative arm by providing assistance to 178 local school districts.

For Fiscal Year 2023, the Department was appropriated approximately $7.1 billion and 638 full-
time-equivalent (FTE) staff.

The following charts show the appropriations by funding source and FTE staff by major areas,
respectively, within the Department for Fiscal Year 2023.

Department of Education Fiscal Year 2023 Appropriations
by Funding Source (in Millions)

Federal Funds
$1,048.4

Cash Funds
$1,517.2

Reappropriated __— 4

Funds
$72.3

General Fund
$4,500.4

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.
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Department of Education Fiscal Year 2023 Full-Time
Equivalent Staff by Major Areas

Management
School for the Deaf and
and the Blind Administration

177

187

Library_—

Programs

41 School District

Operations
233

Source: Joint Budget Committee Fiscal Year 2023-24 Appropriations Report.

During Fiscal Year 2023, the Department expended approximately $1.2 billion in federal funds. As
part of our Fiscal Year 2023 audit, we tested the Department’s compliance with federal grant

requirements for the following two programs:

e  Child Nutrition Cluster [ALNs 10.553, 10.555, 10.556, 10.559, 10.582]
e COVID-19 - Education Stabilization Fund (ESF) [ALN 84.425]

In Fiscal Year 2023, the Department’s expenditures for these programs were approximately $739.9
million. The Department is responsible for ensuring that all expenditures for these programs are

appropriate and that the State complies with the associated federal and state program requirements.

The following chart shows total federal expenditures by federal program for the Department.
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Department of Education Fiscal Year 2023
Expenditures by Federal Program (in Millions)

Child Nutrition Cluster
__—$239.0

‘ Education
Stabilization Fund

$500.9

Other
$492.20

Source: 2023 Statewide Schedule of Expenditures of Federal Awards.

Our Fiscal Year 2023 audit identified issues related to the Department’s administration of the
Education Stabilization Fund program.

Finding 2023-051
Federal Funding Accountability and Transparency Act

The Federal Funding Accountability and Transparency Act (Transparency Act or FFATA) was
created to empower Americans with the ability to hold the government accountable for each
spending decision and, as a result, to reduce wasteful spending by the government. The
Transparency Act requires the federal government to make certain information on federal awards
available to the public. In order to obtain this information, grant recipients are required to provide
certain information to the federal government. For example, the federal Department of Education
(DOE) requires the Department to report information about subgrants, or subawards, it gives to
other governments or to nonprofit organizations (also referred to as subrecipients) from the DOE
grants it receives. Federal regulations [2 CFR 200.1] define a subaward as an award provided by a
pass-through entity, in this case the Department, to an entity to carry out part of a Federal grant
award received by the pass-through entity. The Department is specifically required to file FFATA
reports through the FFATA Subaward Reporting System (FSRS). Once the Department submits a
report to FSRS, the public can view certain information from the report, including the subrecipient’s
name, subaward identification number, subaward obligation/action date, subaward amount, federal
awarding agency and subagency, the Department’s name, and the Department’s grant award

identification number.

Colorado Office of the State Auditor 111-13



The Department is required to file a FFATA report in the following circumstances:
e If the initial award is equal to or more than $30,000;
e If subsequent grant modifications result in a total award equal to or more than $30,000;

e If the initial award is equal to or more than $30,000, but funding is subsequently de-obligated
such that the total award amount falls below $30,000.

The Department’s required FFATA reports for Fiscal Year 2023 included information on the
COVID-19 Education Stabilization Fund (ESF) [ALN 84.425], specifically the Elementary and
Secondary School Emergency Relief (ESSER) Fund [ALN 84.425D] and the American Rescue Plan
— Elementary and Secondary School Emergency Relief (ARP ESSER) [ALN 84.425U]. FFATA
reporting was required for the Department because the Department passed through funds to one or

more subrecipients for both programs in excess of $30,000.

The Department is required to report the subaward information in FSRS no later than the end of
the month following the month in which the award was made. According to the Department, during
Fiscal Year 2023, it was required to submit 562 FFATA reports for ESF.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department had adequate internal
controls over FFATA reporting during Fiscal Year 2023 and whether the information in the
Department’s submitted FFATA reports was accurate and submitted in a timely manner. Another
purpose of the audit work was to follow up on our Fiscal Year 2022 audit recommendation to
improve the Department’s process for determining the timing of reporting within FSRS, and,
additionally, to continue developing and implementing FFATA reconciliation procedures to identify
subawards that went unreported during the fiscal year. The Department planned to implement this

recommendation by December 2022.

During the Fiscal Year 2023 audit, we requested a list of all ESF subawards the Department made
during Fiscal Year 2023. We then selected a sample of 25 ESF subawards and requested copies of
the FFATA reports that the Department uploaded to the FSRS system. The full FFATA reports are
only accessible by the Department and are not fully viewable on FSRS.

Once the Department provided copies of the uploaded reports, we then reviewed the FFATA

reports within FSRS for each subaward selected for testing to determine if the FFATA report was

made in a timely manner in accordance with federal regulations.
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How were the results of the audit work measured?

We measured the results of our audit work against the following requirements:

In accordance with federal regulations [2 CFR 170], direct recipients of federal grants are required to
report subawards of $30,000 or more to FSRS by the end of the month following the month in
which the award was made. For example, the Department would have to submit a FFATA report to
FSRS in May 2023 if an award or supplemental award equal to or greater than $30,000 was made in
April 2023.

Federal regulations [2 CFR 200.303] require the non-federal entity—in this instance the
Department—to establish and maintain effective internal controls over the federal award that
provides reasonable assurance that the non-federal entity is managing the federal award in

compliance with federal statutes, regulations, and the terms and conditions of the federal award.

What problem did the audit work identify?

Based on our audit work, we determined that the Department partially implemented the Fiscal Year
2022 recommendation by its planned implementation date of December 2022. While the
Department improved its process for determining the timing of reporting within FSRS, for the
Fiscal Year 2023 sample we tested, we determined that the Department was late in reporting 11 of
25 ESF subawards (44 percent) by approximately 2 to 7 months. Collectively, these subawards
totaled about $160.3 million for Fiscal Year 2023. The following table summarizes the results of our
testing.

Subaward Not Report Not  Subaward Amount Subaward Missing
Transactions Tested Reported Timely Incorrect Key Elements

Dollar Amount of Subaward Not Report Not  Subaward Amount Subaward Missing
Tested Transactions Reported Timely Incorrect Key Elements

$7,502,200 0 $2,608,505 0 0

Why did this problem occur?

During part of Fiscal Year 2023, the Department did not have a control, such as a reconciliation, to
help identify subawards that went unreported during the fiscal year. Further, when attempted
submissions resulted in errors, the Department did not have a process in place to document the

failed submission attempt.

Colorado Office of the State Auditor 1l1I-15



Why does this problem matter?

By failing to properly report FEATA subawards through FSRS, the Department is out of

compliance with federal reporting requirements and risks federal sanctions. In addition, the

Department fails to meet the federal intent of transparency for federal program spending.

Federal Agency(ies)

Federal Award Number(s)

Federal Award Year(s)
Pass Through Entity

Assistance Listing Number(s)

COVID-19 Funding

Compliance Requirement(s)
Classification of Finding

Total Known Questioned Costs

Known Questioned Costs
Related to COVID-19 Funding

Department of Education

S$425D210033
S$425U210033
S$425D200033
S425U210033-21A

2020, 2021, 2022, and 2023
None

84.425D, 84.425R, 84.425U, 84.425V, and
84.425W, COVID-19 - Education
Stabilization Fund

Yes
Reporting (L)
Significant Deficiency

S0
S0

This finding applies to prior audit recommendation 2022-042B.

Recommendation 2023-051

The Department of Education should strengthen its internal controls over and ensure it complies

with requirements under the Federal Funding Accountability and Transparency Act reporting for the

COVID-19 Education Stabilization Fund by:

A. Continuing to develop and implement reconciliation procedures to identify subawards that need

to be reported each month.

B. Developing procedures for documenting submission attempts that were unsuccessful and

documenting any and all resubmission attempts until final acceptance is achieved.
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Response
Department of Education

A. Agree
Implementation Date: August 2023

The process improvement was implemented in January 2023. As such, there was ‘catch up’ to be
completed over the following months as we re-reconciled all of our federal awards against our
allocation database and USASpend.gov. This represents a portion of the uncompliant reports.
The other portion would be made up of several awardees whose profiles in FSRS would not
accept any uploaded allocations. As of August 30, 2023, the reconciliation process is occurring

much more consistently, on a monthly basis.

B. Agree
Implementation Date: August 2023

It is worth noting that in FY22 and into FY23 the General Services Administration (GSA) made
changes to the congressional district field in the FFATA upload process, which did finally allow
some of the these that errored out, to finally post. In addition, some of these that we were able
to finally post, as a result of our reconciliation, would only be accepted through the FSRS system
if they were keyed individually, creating a tremendous burden. Currently, we have a process in
place to save ‘error’ files when this occurs, as evidence of the timely submission, although failing

in FSRS through no fault of our own.
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Office of the Governor

The Office of the Governor (Office) is solely responsible for carrying out the directives of the
Governor of the State of Colorado. In addition to the Governor’s Office, the Office also comprises
the Office of the Lieutenant Governor, Office of State Planning and Budgeting, Office of
Economic Development Programs, and Office of Information Technology. Please refer to the
introduction to the Office’s chapter within Section II: Financial Statement Findings for additional

background information.

During Fiscal Year 2023, the Office expended approximately $122.8 million in federal funds. As part
of our Fiscal Year 2023 audit, we tested the Office’s compliance with federal grant requirements for
the following program:

e COVID-19 - Coronavirus State and Local Fiscal Recovery Funds [ALN 21.027]
In Fiscal Year 2023, the Office’s expenditures for this program were approximately $42.7 million.
The Department is responsible for ensuring that all expenditures for these programs are appropriate

and that the State complies with the associated federal and state program requirements.

The following chart shows total federal expenditures by federal program for the Department.

Office of the Governor Fiscal Year 2023
Expenditures by Federal Program (in Millions)

Other Federal
Programs
$80.1

Coronavirus State and Local
Fiscal Recovery Funds
$42.7

Source: 2023 Statewide Schedule of Expenditures of Federal Awards.
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Office of Information Technology

During the 2008 Legislative Session, the Governor’s Office of Information Technology (OIT) was
created through the enactment of Senate Bill 08-155—commonly referred to as the IT
Consolidation Bill. This bill, along with other I'T-related bills for the past nearly 15 years, have been
codified under state statutes [C.R.S. Title 24, Article 37.5, Parts 1-9], which consolidated IT
operations under OIT for most of the Executive Branch, but excluded the Departments of
Education, Law, State, and Treasury, State-supported institutions of higher education, as well as the
Judicial and Legislative branches. Overall, OIT’s statutory authority provides the following

responsibilities:
¢ Delivering innovative and information technology (I'T) to state agencies.
e Coordinating with state agencies to provide assistance, advice, and expertise.

o Assisting the General Assembly’s Joint Technology Committee (JTC), as necessary, to facilitate
the JTC’s oversight of OIT.

e Establishing, maintaining, and keeping an inventory of I'T-owned assets by or held in trust for

every state agency.
e Establishing, maintaining, and enforcing I'T oversight and standards.
e Reviewing and submitting budget requests for all I'T resources to be used by state agencies.

e Ensuring I'T purchases adhere to standards for data technology, architecture, and security and

oversight of IT vendors.

e Overseeing the installation, services, maintenance, and retirement of all state applications, as well

as IT infrastructure and hardware.

Our Fiscal Year 2023 audit identified issues related to federal programs at other state departments
for (1) the Office’s access management IT general controls over Colorado Benefits Management
System, a statewide eligibility system and (2) the Office’s governance over TRAILS, the statewide

automated child welfare information system.
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Finding 2023-065
Internal Controls Over the Colorado Benefits Management
System

During Fiscal Year 2023, we conducted audit work that resulted in a finding and recommendation
addressed jointly to OIT, the Department of Human Services, and the Department of Health Care
Policy and Financing related to internal controls over the Colorado Benefits Management System
(CBMS). This finding and recommendation, and the responses of these agencies, are included in the
Department of Human Services chapter within this report. See Recommendation 2023-065.

This recommendation is classified as a Significant Deficiency.
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Office of the Governor

The following finding and recommendation relating to an internal control deficiency classified as a
Significant Deficiency was communicated to the Office of the Governor’s Office of Information
Technology (OIT) in the previous year and has not been remediated as of June 30, 2023 because the
original implementation date provided by OIT was in a subsequent fiscal year. This complete finding
and recommendation can be found within the original report and the complete recommendation can

be found within Section IV: Prior Audit Recommendations of this report.

Trails—Information Security

Current Rec. Number
Prior Rec. Number(s)
Classification
Implementation Date(s)
Federal Agency(ies)

Federal Award Number(s)

Federal Award Year(s)

Pass Through Entity
Assistance Listing Number(s)
COVID-19 Funding

Compliance Requirement(s)

Total Known
Questioned Costs

Known Questioned Costs
Related to COVID -19 Funding

2023-052

2022-084

Significant Deficiency

A.June 2024 B. December 2023 C. December 2023
Department of Health and Human Services

2101COFOST
2201COFOST
2301COFOST

2021, 2022, and 2023

None

93.658, Foster Care Title IV-E
No

Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Eligibility (E)

Reporting (L)

Special Tests and Provisions (N)

S0
S0
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Department of Health Care
Policy and Financing

The Department of Health Care Policy and Financing (Department) is the state department responsible
for developing financing plans and policies for publicly funded health care programs. The principal
programs the Department administers are the federal Medicaid program—known in Colorado as
Health First Colorado (also known as Colorado’s Medicaid Program or Medicaid)—which provides
health services to eligible needy persons; and the federal Children’s Health Insurance Program—known
in Colorado as the Children’s Basic Health Plan (CBHP). CBHP furnishes subsidized health insurance
for low-income children aged 18 years or younger and pregnant women aged 19 and over who are not
eligible for Medicaid. Please refer to the introduction to the Department of Health Care Policy and
Financing chapter within Section II: Financial Statement Findings for additional background

information.

During Fiscal Year 2023, the Department expended approximately $8.8 billion in federal funds. As part
of our Fiscal Year 2023 audit, we tested the Department’s compliance with federal grant requirements

for the following programs:

e Children’s Health Insurance Program, COVID-19 — Children’s Health Insurance Program [ALN
93.767]

e Medicaid Cluster, COVID-19 Medicaid Cluster [ALN 93.775, 93.777, 93.778]

In Fiscal Year 2023, the Department’s expenditures for these programs were approximately $8.5 billion
for Medicaid and $241.3 million for CBHP. The Department is responsible for ensuring that all
program expenditures are appropriate and that the State complies with the associated federal and state

program requirements.

The following chart shows total federal expenditures by federal program for the Department.
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Department of Health Care Policy and Financing Fiscal Year 2023
Expenditures by Federal Program (in Millions)

Medicaid Cluster
$8,510.3

Children's Health
Insurance
Program $241.3

Other
S$2.4

Source: 2023 Statewide Schedule of Expenditures of Federal Awards.

Between Fiscal Years 2022 and 2023, the Department’s average monthly caseload, or eligible
beneficiaries, increased by 158,059 cases (10 percent) for Medicaid and decreased by 5,947 cases (11
percent) for CBHP, as shown in the following table.

Department of Health Care Policy and Financing
Average Monthly Caseload Fiscal Years 2021 through 2023

Fiscal Average Medicaid Percentage Average CBHP Percentage
Year Monthly Caseload Change Monthly Caseload Change

2021 1,404,955 66,185
2022 1,561,560 11% A 53,341 19% Vv
2023 1,719,619 10% A 47,394 11% Vv

Source: Department of Health Care Policy and Financing, Fiscal Year 2024-25 Budget Request.

Impact of the Public Health Emergency on Medicaid and CBHP
Eligibility and Benefits

On March 18, 2020, the President of the United States signed the Families First Coronavirus Response
Act (Act) that provided a temporary increase in the federal share of Medicaid and CBHP assistance
from 50 percent to 56.2 percent and 65 percent to 69.34 percent, respectively. The increase was
effective from January 1, 2020 until the end of the COVID-19 Public Health Emergency (PHE). In
addition, the Act required that the Department maintain Medicaid and CBHP eligibility for beneficiaries
enrolled as of March 1, 2020 through the end of the COVID-19 PHE, except for the required

terminations noted within the Center for Medicaid and Medicare Services’ (CMS) waivers, such as out-
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of-state residency, termination upon the beneficiary’s request, and death of the beneficiary. During
continuous enrollment, the Department could not disenroll beneficiaries due to changes in
circumstances (i.e., changes in household composition, employment, income, and resources) until the
end of the COVID-19 PHE.

Many states pursued CMS waivers for federal Medicaid and CBHP requirements during the PHE. On
March 26, 2020, CMS approved waivers for a number of Medicaid and CBHP requirements that
resulted in, for example, the expansion of benefits to include all uninsured individuals; suspension of
beneficiary deductibles, copayments, coinsurance, and other cost-sharing charges and fees; coverage of
COVID-19 vaccines and testing; and the suspension of the requirement for a provider to have a
current license if their license expired during the COVID-19 PHE. The COVID-19 PHE ended on
May 11, 2023, at which point many of the waivers have ended or will end by November 11, 2023

(6 months after the end of the PHE).

On December 29, 2022, the Consolidated Appropriations Act, 2023 (CCA) was enacted and made
significant changes to the Act’s continuous enrollment condition that took effect April 1, 2023. The
CCA did not address the end of the COVID-19 PHE, but instead addressed the end of the continuous
enrollment condition, the temporary increase in the federal share of Medicaid and CBHP assistance,
and the process for resuming regular eligibility and enrollment operations. Under the CCA, continuous
enrollment and the temporary increase in federal assistance were no longer linked to the end of the
COVID-19 PHE. The continuous enrollment condition ended on March 31, 2023, while the increase in
federal assistance started to gradually reduce in April 2023 and fully ended in December 2023.

The ending of the continuous enrollment condition meant that state programs could begin to return to
normal eligibility and enrollment operations, including terminating coverage for those individuals who
are no longer eligible for Medicaid and CBHP. The move back to normal operations is known as the
“unwinding” process. CMS required states to develop a comprehensive unwinding plan by February
2023 and the states will have up to 12 months to initiate all eligibility renewals. States also have 2
additional months (14 months total) to complete all renewals. The Department submitted its unwinding
plan to CMS in February 2023 and received approval in March 2023. Based on the unwinding plan, the
Department began its 12-month unwinding period with May 2023 eligibility renewals and began
providing notices to beneficiaries in March 2023 to comply with the CCA and associated federal

guidance for unwinding of the continuous coverage requirement.

Our Fiscal Year 2023 audit identified issues related to the Department’s administration of Medicaid and
CBHP, as we discuss in the following findings.
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Finding 2023-053
Medicaid Controls Over Eligibility Determinations

The Department is responsible for ensuring that all expenditures under Medicaid are appropriate, and
that the State complies with federal and state program requirements. In Colorado, the responsibility for
determining recipient eligibility for Medicaid program benefits is shared between local counties,
designated Medical Assistance eligibility sites (MA sites), and the State. For Medicaid, individuals and
families apply for benefits at their local county departments of human/social services, designated MA
sites, or online through the Program Eligibility and Application Kit (PEAK) system. Local counties and
MA sites are responsible for administering the benefits application process, entering the required data
for eligibility determination into the Colorado Benefits Management System (CBMS), and approving or
denying an applicant’s eligibility. An eligible beneficiary’s income and countable resources cannot
exceed a limit set by federal and state regulations. CBMS has a system check to mark eligibility as “fail”
if the applicant’s reported income exceeds the limit. The CBMS eligibility data feeds into the Colorado
interChange system (Colorado interChange), which pays providers for the services that they provide to

Medicaid beneficiaries.

If the application is complete, the caseworker enters the information into CBMS, at which point CBMS
determines the applicant’s eligibility based on the information entered. If the application is incomplete,

a caseworker is responsible for contacting the individual to assist with completing their application.

The Department is responsible for supervising and monitoring the local counties” and MA sites’
administration of Medicaid eligibility determinations. The Department is also responsible for ensuring
that only eligible providers receive reimbursement for their costs of providing allowable services on
behalf of eligible individuals.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to review the Department’s internal controls over the Medicaid
eligibility determination process, as well as to determine whether the Department complied with

applicable federal and state Medicaid eligibility requirements during Fiscal Year 2023.

During our audit, we reviewed the Department’s Medicaid eligibility internal controls in place during
Fiscal Year 2023. In addition, we performed testing on a random non-statistical sample of 60
beneficiaries to determine if they were properly determined eligible and receiving Medicaid benefits
during Fiscal Year 2023. The Department operated under the continuous enrollment condition from
July 1, 2022 to March 31, 2023, or 75 percent of the fiscal year. We obtained a listing of 106,314
beneficiaries who were determined to be newly eligible and who had a payment made on their behalf to

a Medicaid provider during this period. We noted approximately 63 percent of all beneficiaries that
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received benefits during Fiscal Year 2023 had claims during the first 3 quarters of the fiscal year. From
that listing we selected 38 beneficiaries (63 percent of the total sample) to determine whether those
individuals’ Medicaid eligibility determination was appropriate.

The Department started its unwinding process in April 2023 and continued the process through June
2023 (25 percent of the fiscal year). We obtained a list of 62,296 beneficiaries whose eligibility was
reviewed as part of the Department’s renewal unwinding process and who had a payment made on
their behalf to a Medicaid provider during this period. We noted approximately 37 percent of all
beneficiaries that received benefits during Fiscal Year 2023 had claims during the last quarter of the
fiscal year. From that list, we selected 22 beneficiaries (37 percent of the total sample), to determine

whether those individuals’ Medicaid eligibility determination was appropriate.

Our testing included reviewing supporting documentation, including case files, information in CBMS
data fields related to eligibility determination/redetermination, and Medicaid payment information in
Colorado interChange. We performed testwork to determine whether the Department ensured that
local county and MA site caseworkers obtained and maintained the required documents supporting
eligibility determinations in the case files, correctly entered eligibility data into CBMS, and determined
eligibility in a timely manner.

Additionally, we reviewed the Department’s progress in implementing our Fiscal Year 2020 audit
recommendation related to Medicaid eligibility. During the prior audit, we recommended the
Department strengthen its internal controls over Medicaid by providing adequate training to

caseworkers to ensure they properly determine eligibility when processing beneficiary applications.

What problems did the audit work identify and how were the
results measured?

We identified at least 1 error in 3 of the 60 Medicaid case files tested (5 percent). These errors resulted
in a total of $95 in known questioned costs for Fiscal Year 2023, as follows:

Details of Errors Identified. Specifically, we found the following:
e Timely Processing. In one case, the caseworker processed the application in 73 days, or 28 days
after the required time frame of 45 days. No questioned costs were identified in this instance

because the beneficiary was appropriately approved for benefits.

o State regulation [10 CCR 2505-10, 8.100.3.D.] notes that eligibility sites shall process an application for
benefits within 90 days for persons who require a disability determination, and 45 days for all other applications.

e Incorrect Income Threshold. In one case, CBMS used the incotrrect income threshold for the
beneficiary’s eligibility determination. Specifically, CBMS used the income standard that was
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effective for Fiscal Year 2022 instead of the updated Fiscal Year 2023 income standard. The
beneficiary’s income was less than the correct income threshold and, therefore, this error did not

result in questioned costs.

o Federal regulation [42 USC 1395w-114] requires an individual to meet income limits in order to receive
Medicaid benefits.

e Missing Case File Documentation. In one case, we determined the case file did not have the
documentation necessary to support the Medicaid eligibility determination, as required by federal
and state regulations. Specifically, the case file was missing a copy of the beneficiary’s birth
certificate, or other evidence that the individual was a qualified non-citizen when processing the

application. This resulted in known questioned costs of §95.

0  Federal regulation [42 CEFR 435.914] requires the Department to obtain and maintain documentation to
support each beneficiary’s Medicaid eligibility determination.

o State regulation [10 CCR 2505-10, 8.100.3.G.1.g] requires all individuals who apply for Medicaid to be
either a citizen of the United States or its Territories, or be a qualified non-citizen. Citizenship or nationality
along with identity status must be verified unless satisfactory documentary evidence bhas already been provided.

Why did these problems occur?

We determined that the Department did not fully implement our prior audit recommendation related to
ensuring caseworkers determine eligibility appropriately and in accordance with federal and state
regulations. Specifically, caseworkers did not process applications timely, use the correct income
thresholds to determine eligibility, and ensure that the required documentation to support eligibility was
maintained within the case file.

Why do these problems matter?

As the state Medicaid agency, it is essential for the Department to ensure that Medicaid eligibility
determinations are made appropriately and in accordance with federal and state regulations. This
includes ensuring that inaccurate processing of information used to determine Medicaid eligibility does
not result in Medicaid benefits being provided to, and paid on behalf of, ineligible individuals, or that
eligible individuals are denied benefits. Ultimately, the federal government may disallow federal funds
for Medicaid program expenditures that do not adhere to regulations, and the State would be required

to bear the cost of these errors.
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Federal Agency(ies)

Federal Award Number(s)

Federal Award Year(s)
Pass Through Entity

Assistance Listing Number(s)

COVID-19 Funding

Compliance Requirement(s)

Classification of Finding
Total Known Questioned Costs

Known Questioned Costs
Related to COVID-19 Funding

Department of Health and Human Services

XIX-ADM21 XIX-MAP21*
XIX-ADM22 XIX-MAP22*
XIX-ADM23 XIX-MAP23*
2021, 2022, and 2023

None

93.778*, Medical Assistance Program,
COVID-19 — Medical Assistance Program

Yes

Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Eligibility (E)

Material Weakness
$95

S5

This finding applies to prior audit recommendations 2022-048A, 2022-048C,
2021-047A, 2021-047C, 2020-034A, and 2020-034C.
*|tems associated with known questioned costs.

Recommendation 2023-053

The Department of Health Care Policy and Financing should strengthen its internal controls over
Medicaid eligibility to ensure compliance with federal and state regulations by addressing the issues
identified in the audit. This should include ensuring that local counties and Medical Assistance site
caseworkers are appropriately trained and are held to required timelines for processing beneficiary

applications, using the correct income thresholds to determine eligibility, and maintaining the required

documentation to support eligibility in the case file.

Response
Department of Health Care Policy and Financing

Agree

Implementation Date: January 2025

The Department recognizes that the training already exists so the Department will work with the
individual eligibility sites to develop a Corrective Action plan for timelines for processing beneficiary

applications, using the correct income thresholds to determine eligibility, and maintaining the required

documentation to support eligibility in the case file.
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Finding 2023-054
Children’s Basic Health Plan Controls Over Eligibility
Determinations

The Department is responsible for ensuring that all federal CBHP expenditures are appropriate, and
that the State complies with federal and state program requirements. In Colorado, the responsibility for
determining recipient eligibility for CBHP program benefits is shared between local counties,
designated MA sites, and the State. For CBHP, individuals and families apply for benefits in person at
their local county departments of human/social services and designated MA sites, or online through the
PEAK system. When applying in person, the local counties and MA sites are responsible for
administering the benefits application process, entering the required data for eligibility determination
into CBMS, and approving or denying applicants’ eligibility. The CBMS eligibility data feeds into
Colorado interChange, which pays providers for the services that they provide to CBHP beneficiaries.
Once eligibility is determined, the county or MA site is responsible for maintaining records on each
applicant in a case file, and then retaining those case files for the periods required by federal and state
laws. The Department provides eligibility staff copies of all policy and operational training documents
and guides for reference. These documents are meant to provide staff with consistent and accurate

program information, and are posted online for all county and MA sites to use.

For CBHP, the Department contracts with managed-care entities, which are groups or organizations of
medical service providers that serve CBHP beneficiaries, to provide capitation payments to CBHP
providers. Capitation payments are lump-sum monthly payments made to managed care entities, which
contract with providers for services. These capitation payments are paid regardless of whether the
providers serve beneficiaries during the month or not. Colorado interChange is programmed to pay
capitation payments only on behalf of beneficiaries that are deemed eligible in Colorado interChange,
based on eligibility information received from CBMS and requirements specified in federal and state

regulations.

During the COVID-19 PHE, the State was required to maintain continuous enrollment for CBHP-
eligible beneficiaries enrolled as of March 1, 2020. The CCA—enacted December 2022 and taking
effect April 1, 2023—ended the continuous enrollment condition on March 31, 2023, which meant the

State could begin the unwinding process, returning to normal eligibility and enrollment operations.

What was the purpose of our audit work and what work was
performed?

The purpose of our audit work was to review the Department’s internal controls over the CBHP
eligibility determination process as well as to determine whether the Department complied with
applicable federal and state CBHP eligibility requirements during Fiscal Year 2023.
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During our audit, we reviewed the Department’s CBHP eligibility internal controls in place during
Fiscal Year 2023. In addition, we performed testing on a random, non-statistical sample of 60
beneficiaries to determine if they were properly determined eligible and received CBHP benefits during
Fiscal Year 2023. The Department operated under the continuous enrollment condition from July 1,
2022 to March 31, 2023, or 75 percent of the fiscal year. We obtained a list from the Department of
7,978 beneficiaries who were determined to be newly-eligible for CBHP during this period and who
had a capitation payment made on their behalf to a CBHP provider between July 1, 2022 and March 31,
2023. From that listing we selected 45 beneficiaries (75 percent of the total sample) to determine
whether those individuals’ CBHP eligibility determination was appropriate.

The Department started its unwinding process in April 2023 and continued the process through June
2023 (25 percent of the fiscal year). We obtained a list of 3,006 existing CBHP beneficiaries whose
eligibility was reviewed as part of the Department’s renewal unwinding process and who had a
capitation payment made on their behalf to a CBHP provider between April 1, 2023 and June 30, 2023.
From that list, we selected 15 beneficiaries (25 percent of the total sample)—whose eligibility was
ultimately reapproved during the renewal unwinding process—to determine whether those individuals’

CBHP eligibility determination or redetermination was appropriate.

Our testing included reviewing supporting documentation, including case files, information in CBMS
data fields related to eligibility determination/redetermination, and CBHP payment information in
Colorado interChange. We performed testwork to determine whether the Department ensured that
local county and MA site caseworkers obtained and maintained the required documents supporting
eligibility determinations in the case files, correctly entered eligibility data into CBMS, and determined
eligibility in a timely manner.

Additionally, we reviewed the Department’s progress in implementing our prior audit recommendation
related to CBHP eligibility. During our Fiscal Year 2020 audit, we reported that the Department lacked
sufficient internal controls to ensure that it complied with federal and state eligibility requirements. At
that time, we recommended that the Department strengthen its internal controls over CBHP by
providing adequate training to caseworkers to ensure they properly determine eligibility when

processing beneficiary applications.

What problems did the audit work identify and how were the
results measured?

We identified at least 1 error in 6 of the 60 CBHP case files tested (10 percent). These errors resulted in
a total of $7,912 in known questioned costs for Fiscal Year 2023. Specifically, we found the following:

e Timely Processing. In 3 cases, the caseworkers did not process the application within the 45-day

requirement. One case was processed 48 days late, one case was 34 days late, and the third case was
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4 days late. No questioned costs were identified in these instances because the beneficiaries were

appropriately approved for benefits.

o State regulation [10 CCR 2505-3, 170.4] notes that eligibility sites shall make an eligibility determination
within 45 days from the date of the application.

e Ineligible for Program. In two cases, beneficiaries with third-party health insurance at the time of
application were not determined ineligible, as required. This error resulted in known questioned
costs of $6,361.

o State regulation [10 CCR 2505-3, 120.1.A] notes that in order to be eligible for the CBHP program, an
eligible person shall not be covered under a group health plan or under health insurance coverage, excluding
coverage under the Consolidated Omnibus Budget Reconciliation Act (COBRA).

e Missing Case Documentation. One case file was missing documentation necessary to support
the CBHP eligibility determination, as required by federal and state regulations. Specifically, the case

file was missing support for the applicant’s income. This error resulted in known questioned costs
of $1,551.

o Federal regulation [42 CEFR 457.965] notes the state must include in each applicant’s record facts to support
the State’s determination of the applicant’s eligibility for the Children’s Health Insurance Program.

o State regulation [10 CCR 2505-3, 110.1] requires all individuals who apply for CBHP to have a household
income not exceeding 260 percent of the Federal Poverty 1evel, adjusted for housebold size.

Why did these problems occur?

We determined that the Department did not fully implement our prior audit recommendation related to
ensuring caseworkers determine eligibility appropriately and in accordance with federal and state
regulations. Specifically, caseworkers did not process applications timely, confirm that applicants were
not covered under other health insurance, and ensure that the required eligibility documentation was

maintained within the case file.

Why do these problems matter?

As the State department responsible for ensuring that all expenditures under CBHP are appropriate, it
is essential for the Department to ensure that eligibility determinations are made appropriately and in
accordance with federal and state regulations. This includes ensuring that processing of information
used to determine CBHP eligibility does not result in CBHP benefits being provided to, and paid on
behalf of, ineligible individuals, or eligible individuals being denied benefits. Ultimately, the federal
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government may disallow federal funds for CBHP program expenditures that do not adhere to

regulations, and the State would be required to bear the cost of these errors.

Federal Agency(ies)

Federal Award Number(s)

Federal Award Year(s)
Pass Through Entity

Assistance Listing Number(s)

COVID-19 Funding

Compliance Requirement(s)

Classification of Finding
Total Known Questioned Costs

Known Questioned Costs
Related to COVID-19 Funding

Department of Health and Human Services

CHIP21*
CHIP22*
CHIP23*

2021, 2022, and 2023
None

93.767%*, Children’s Health Insurance
Program, COVID-19 — Children’s Health
Insurance Program

Yes

Activities Allowed or Unallowed (A)
Allowable Costs/Cost Principles (B)
Eligibility (E)

Material Weakness
$7,912

$459

This finding applies to prior audit recommendation 2022-050B, 2022-050D,
2021-049B, 2021-049D, 2020-036B, and 2020-036D.
*|tems associated with known questioned costs.

Recommendation 2023-054

The Department of Health Care Policy and Financing should strengthen its internal controls over

Children’s Basic Health Plan eligibility to ensure compliance with federal and state regulations by

addressing the issues identified in the audit. This should include ensuring that local counties and

Medical Assistance site caseworkers are appropriately trained and are held to required timelines for

processing beneficiary applications, eligibility requirements related to applicants that have other health

insurance, and requirements for maintaining the required documentation to support eligibility in the

case file.
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Response
Department of Health Care Policy and Financing

Agree
Implementation Date: January 2025

The Department recognizes that the training already exists so the Department will work with the
individual eligibility sites to develop a Corrective Action plan for timelines for processing beneficiary
applications, eligibility requirements related to applicants that have other health insurance, and

requirements for maintaining the required documentation to support eligibility in the case file.

Finding 2023-055
Medicaid Eligibility—Social Security Numbers Associated with
Multiple State IDs

Each beneficiary’s Medicaid application must contain specific information, including the beneficiary’s
Social Security Number (SSN), a copy of their birth certificate, and support for their income in order
for a caseworker to determine their Medicaid eligibility. The local counties and MA sites are responsible
for administering the benefits application process, including entering the required data for eligibility
determination into CBMS and approving or denying an applicant’s eligibility. CBMS is a shared
eligibility system between the Department and the Department of Human Services.

As each beneficiary has one SSN, similarly, the State Identification Module (SIDMOD)—managed by
the Governor’s Office of Information Technology (OIT)—assigns a unique State ID for each
beneficiary. CBMS interfaces with Colorado interChange on a daily basis to update eligibility
information, such as a beneficiary’s eligibility status or termination of benefits. Colorado interChange
uses this information to process and pay claims for services provided to eligible Medicaid beneficiaries.
When a medical provider submits a claim to the Department, Colorado interChange checks the State
ID and the date of birth, but not the SSN, submitted with the claim against the beneficiary’s
information on file. If the State ID and the date of birth match an eligible beneficiary within Colorado
interChange and the claim is otherwise appropriate, then the claim will be processed and paid through
the system. The Department requires local counties or MA site caseworkers to call the OIT Service

Desk to obtain approval for changing or updating a SSN in CBMS.

What was the purpose of our audit work and what work was
performed?

The purpose of the audit work was to determine whether the Department made claims payments on

behalf of beneficiaries with the same SSN but different State IDs, including determining the
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Department’s progress in implementing our Fiscal Year 2021 audit recommendation related to this

area. At that time, we recommended the Department ensure only eligible beneficiaries receive Medicaid
benefits by monitoring and correcting any instances of multiple State IDs associated with the same
SSN. Specifically, we recommended the Department improve its internal controls in this area by
continuing to develop a report that can be used to identify SSNs associated with multiple State IDs, and
then establishing and implementing written policies and procedures to outline how the Department will

use the report to effectively monitor and correct those discrepancies.

As part of our testing, we reviewed the Department’s Medicaid eligibility internal controls in place
during Fiscal Year 2023. We requested a list of all Medicaid claims that were submitted by providers
and paid by the Department for the fiscal year, including the beneficiaries’ names, SSNs, and State IDs.
The Department provided a list that included approximately 1.4 million beneficiaries who received
benefits during the fiscal year. We analyzed this listing to identify any beneficiaries whose SSN was
linked to more than one State 1D, and to determine if any claims payments were made on behalf of
those beneficiaries for Fiscal Year 2023.

How were the results of the audit work measured?

Federal regulation [42 CFR 435.910] states that the Department must require, as a condition of
eligibility, that each individual (including children) seeking Medicaid services furnish a SSN. Federal
regulation [42 CFR 435.914] further requires that the Department obtain and maintain documentation
to support each beneficiary’s Medicaid eligibility determination.

Federal regulation [42 CFR 447.56(e)(2)] states that federal funding will not be provided for payments
made by the Department to providers for services provided on behalf of individuals who are not
eligible for Medicaid. Further, the Department is required by federal regulations to repay the federal
government the federal share of any overpayments within 1 year. Specifically, pursuant to 1903(d)(2)(C)
of the Social Security Act [42 U.S.C. 1396b], states have up to 1 year from the date of the overpayment
discovery to recover or attempt to recover the overpayment before the federal share must be refunded

to CMS, regardless of whether recovery is made from the provider.

According to federal regulation [45 CFR 75.303(a)], the Department, as a recipient of federal funds,
must establish and maintain effective internal controls over its federal awards that provide reasonable
assurance that the Department is managing its federal grants in compliance with federal statutes,
regulations, and the award terms and conditions. These internal controls should be in compliance with
guidance in Standards for Internal Control in the Federal Government (Green Book), published by the U.S.
Government Accountability Office. Under Paragraph 16.01 of the Green Book, the Department should
establish and operate monitoring activities for its internal control system and evaluate the results.

Monitoring activities include reviewing 