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1. Types of Users

1.1. Roles and access- Agency Admins, Program Admins and Users

You will need to assign all invited users/staff to be a user or one of two types of
admins. Please see the descriptions below to determine their assignments.

User

Agency users are staff completing screenings. Users can add client profiles, edit
client profiles, conduct screenings, and see a client's screening history. If the
Program feature is enabled, they can only see clients in their assigned program.

Admin

Agency admins manage the entire account. Agency admins invite and archive
users, have access to the full client list, create and edit programs (if the Program
feature is enabled), and have access to account data. Agency admins can also
perform the same functions as a user (add clients, conduct screenings, and see a
client's past screenings).

Program admins are available if your account has the Program feature enabled. A
larger agency with multiple departments or a shared account with different
agencies/organizations should consider this role. The Program Admin can be
assigned to a staff who can provide administrative support, but is required to have a
restricted view of clients in the account. This could be a supervisor or director within
an agency, or staff from different organizations/agencies (defined as a program) so
their view is limited only to their organization/agency.

Program Admins can do the same functions as an Agency Admin, but are restricted
to only the program(s) they are enrolled in. They can invite and archive users, have
access to their program(s) client list, can view the account programs (cannot edit or
add), and have access to client data for those enrolled in their program(s) only.
Program admins can also perform the same functions as a user (add clients,
conduct screenings, and see a client's past screenings).
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2. Agency and Program Admins

Agency admins manage the entire account. Admins invite and archive users,
have access to all client info, create and edit programs (if the Program
feature is enabled), and have access to account data. Agency admins can also
perform the same functions as a user (add clients, conduct screenings, and
see a client's past screenings).

Program admins are only visible if the Program feature is enabled. They

manage the program(s) they are assigned to in the CSE-IT Online account.
Program admins can invite and archive users in their same program, have
access to their program'’s client's info, and have access to their program'’s
data. They can add and remove clients from their program only. Program
admins can also perform the same functions as a user (add clients, conduct
screenings, and see a client's past screenings).

2.1. Set Up Your Account

2.1.1. Create a password

WestCoast will create your agency’s account. WestCoast or an admin will send an
email invite via cseit.org to create your admin login. Click on the link in the email
to create your password. You have 72 hours to create a login before the link
expires. If you use the link after it expires, the website will have an error message.

CSE-IT App Invitation (Extemal Inbox x

no-reply@cseit.org
@ 'ocgreigrdemopa ~

cse-it

You have been invited to join CSE-IT

The new user invite link is available for up to 72 hours

To create your account click here.

Thank you
CSE-T
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You will be redirected to the following page:

cse-it

Change Your Password

Enter a new password below to change your
password.

New password [©]

Re-enter new password @

Reset password

Set your password by filling in the Password field. After re-entering, press submit.

Once you successfully set up your password, you will be redirected to the page
shown below.

@

Password Changed!

Your password has been changed successfully.

Open a new tab on your browser and type in cseit.org. You can bookmark
this page for ongoing use.

2.1.2. Log in

To access CSE-IT Online, use the following url: cseit.org. To log in, enter your login
credentials and press Log In (make sure you created your password from the invite
email following the steps in 2.1.1. Create a password). Check the Remember me
box to save your email and password credentials.
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Note: If you receive an error message, clear your browsing history and refresh your
browser.

cse-it

CSE-IT Log In

Email

info@westcoastcc.org

Password

Remember me Forgot Password?

For support contact screening@westcoastcc.org

Privacy Policy

2.1.3. Enroll in Multi-Factor Authentication

CSE-IT Online requires use of an authenticator app for Multi-Factor Authentication
(MFA). Your organization may require a specific app. Talk to your IT team to
determine your authenticator app and confirm if you need administrator access
to download an authenticator app to your phone or computer.

If your organization already uses an authenticator app, you can add another
token specifically for CSE-IT Online to that app. Skip to Step 2: Register for MFA
through CSE-IT Online.

Step 1. Download an app for your phone or computer.

Choose a preferred authenticator app based on your device (type of phone, type of
operating system on your computer) or based on the recommendation from your
organization/agency.
o Phone: You can search the App Store or Google Play Store (search:
Authenticator).
o Computer: You can search for a specific authenticator app in your browser
and download from their site.

Below is a list of authenticator apps with details to help guide your decision.
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Note: This is not an exhaustive list. Any authenticator app will work if it supports
OATH, TOTP, or HOTP algorithms.

App Computer [ Compatible with Notes
or phone (Windows, MacOS,
iPhone, Android,
Google):
Authenticator Computer [ Windows/Mac Only works on Chrome browser
Chrome extension How to install and set up the
chrome extension
AuthO Guardian Phone Android and Iphone How to install and set up the
app
Duo Phone Android and Iphone How to install and set up the
app
Google Both Android and Iphone How to install and set up the
Authenticator app
Microsoft Phone All How to install and set up the
Authenticator app
Sophos Intercept X | Phone Android and Iphone How to install and set up the
app
Step Two Both MacOS Can use across multiple devices
Iphone Download the app for your
computer or phone
Twiolio Authy Both All Can use across multiple devices
Authy info and download access
WinAuth Computer [ Windows How to install and set up the

app



https://authenticator.cc/docs/en/quickstart
https://authenticator.cc/docs/en/quickstart
https://auth0.com/docs/secure/multi-factor-authentication/auth0-guardian
https://auth0.com/docs/secure/multi-factor-authentication/auth0-guardian
https://guide.duo.com/enrollment
https://guide.duo.com/enrollment
https://support.google.com/accounts/answer/1066447
https://support.google.com/accounts/answer/1066447
https://support.microsoft.com/en-us/account-billing/download-and-install-the-microsoft-authenticator-app-351498fc-850a-45da-b7b6-27e523b8702a
https://support.microsoft.com/en-us/account-billing/download-and-install-the-microsoft-authenticator-app-351498fc-850a-45da-b7b6-27e523b8702a
https://docs.sophos.com/esg/smsec/help/en-us/esg/Sophos-Mobile-Security/concepts/Authenticator.html#:~:text=To%20start%20Authenticator%2C%20touch%20and,the%20next%20code%20is%20calculated.
https://docs.sophos.com/esg/smsec/help/en-us/esg/Sophos-Mobile-Security/concepts/Authenticator.html#:~:text=To%20start%20Authenticator%2C%20touch%20and,the%20next%20code%20is%20calculated.
https://steptwo.app/
https://steptwo.app/
https://authy.com/features/multiple-devices/
https://winauth.github.io/winauth/download.html
https://winauth.github.io/winauth/download.html
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Step 2. Register for MFA through CSE-IT Online.
New user/admin:
e Set up your credentials (email and password) for CSE-IT Online using the

invitation email link (2.1.1. Create a password). After logging in, you will be
prompted to enroll in MFA.

Current user/admin and your MFA was reset:
e If you already have an account but have not set up MFA or need to re-enroll
in MFA, enter your email and password to login to CSE-IT Online. You will
then be prompted to enroll in MFA.

cse-it

Secure Your Account

Sean the QR Code below using your preferred
authenticator app and then enter the provided
one-time code below.

Trouble Scanning?

THEN

‘~E'!Lr3r your one-time code¢ —8M8 —
Continue

Scan the QR code with your authenticator app.
o Your authenticator app will provide a one-time code. Enter the code into
the CSE-IT Secure Your Account page in the Enter your one-time code box.
o Click the red Continue button.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new code.



CSE-IT Web App User Guide

10

If you cannot scan the code, click ‘Trouble Scanning?.

Trouble Scanning?

THEN

‘- Enter your one-time code 4'
Continue

You will be provided with a code to manually enter into your authenticator app.
Type the provided code into the authenticator app on your phone OR click the white

Copy code button to copy and paste the code into the authenticator app on your
computer.

cse-it

Secure Your Account

Manually enter the following code into your
preferred authenticator app and then enter the
provided one-time code below.

MNZUMMBZ JTRSGR2UKEUSUU2NOBBEU

Copy code

Your authenticator app will provide a one-time code. Enter the code into the
CSE-IT Secure Your Account page in the Enter your one-time code box. Click the
red Continue button.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new code.

Step 3. Save your recovery code.

What is a recovery code? The recovery code is for one use only when you don't
have access to your usual authenticator app.

o You forgot your phone that day
o You no longer have access to your app and need to get into the
account (new phone or new computer)
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After enrolling the authenticator app with the one-time code, CSE-IT Online will
provide a recovery code. Store the recovery code somewhere safe for future use as

needed, such as a password manager. You can manually write out the recovery code
or click the Copy code button.

Please note: the recovery code is NOT the one-time code. It is a backup
option in case you cannot access your authenticator app.

Check the box for I have safely recorded this code. Click the red Continue button.
You will be logged into CSE-IT Online.

L]
cse-it
Almost There!

Copy this recovery code and keep it somewhere

safe. You'll need it if you ever need to log in
without your device.

EHJFUMC28144BSHS8K6C25EE

Copy code

(7] 1have safely recorded this code

Step 4. Login using MFA.

Enter your email and password on the CSE-IT Online login page.

cse-it

LogIn

Email address

Password [}

Forgot password?

For support contact screening@westcoastcc.org « Privacy Policy
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If your email and password are entered correctly, you will be brought to the MFA
page.

cse-it

Verify Your Identity

Check your preferred one-time password
application for a code.

‘~ Enter your one-time code

[] Remember this device for 30 days

Try another method

Use your chosen authenticator app (on your phone or desktop) to enter the
one-time code it provides for CSE-IT Online.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new one.

Check the box for Remember this device for 30 days to delay needing to use MFA
on the same device for 30 days. Click the red Continue button.

12
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2.1.4. Forgot password?

If you forgot your password, click Forgot Password?
cse-it

CSE-IT Log In

Email

info@westcoastcc.org

Password

Remember me Forgot Password?

For support contact screening@westcoastcc.org

Privacy Policy

This will redirect you to a new page where you can enter your login email. Type
your email correctly or you will not receive the reset email and link.

cse-it

CSE-IT Forgot
Password

Email
Email Address

Back to Login

For support contact screening@westcoastcc.org

Privacy Policy

A link to reset your password will be sent to your email. Click the link; the
process to reset your password is identical to the process to setting your initial
password (see section 2.1.1. Create a password).

13
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CSE-IT Password Reset (External Inbox x

[ no-reply@cseit.org 10:47AM (1 mit

@  tocgreigrdemouser2 v

cse-it

Password Change Request

You have submitted a password change request.

If it wasn't you please disregard this email and make sure you can still login to your account. If it
was you, then confirm the password change click here.

Thank you
CSE-IT

2.2. Manage Users in the Account

2.2.1. Add a new user
Upon logging into CSE-IT Online, you will see the Dashboard page. In order to add a
new user, click on the Users tab at the top of the page.

Cse-it Dashboard Users Clients Programs Reports

Next, click on the red button that says Invite a New User.

Cse-it Dashboard Users Clients Programs Reports Logout

Agency Users Invite a New User

Determine if the user will be an agency admin, program admin, or user. Agency
admins have full access to the account. Program admins have limited access to the
account based on the program(s) they are enrolled in. A user creates clients and
performs screenings (see section 1.1 Roles and Access).

14
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Note: The user's email cannot be edited once the invite is sent. Please confirm the
email before sending the invite (see section 5.2. User's email was entered incorrectly

or section 5.6. Qur emails have changed).

Fill out the required fields in the Invite User form and click the red Send Invite
button. The user will receive an invite in their email with a link to set their password.
They have 72 hours to create an account before the link expires.

Invite User

First Name
Last Name
Email Address

Programs

Program Admin 1

v User
L

2.2.2. Resend the invite

Some staff may miss the 72 hour window to set up their account. An admin will
need to resend the invite- an agency admin or a program admin if they are in the
same program as that user.

To resend a new user invite email, click the Users tab to see the Agency Users list.
Find the user, select the three horizontal dots, and click Resend Invite. The user
will receive another invite email with an active link. They have 72 hours to create
an account before the link expires.

15
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Agency Users

Name
u Staff 2
u Staff 3
u Staff 4
u Staff 5

Email

demoUser@westcoastcc.org

demoUser2@westcoastcc.org

demoUser3@westcoastcc.org

User@westcoastcc.org

Screenings

9

0

0

0

Invite a New User

Programs Invited At A
Program 2 2/24/2023
Program 2 Program 1 2/24/2023
Edit User
Program 2 Resend Invite

Archive User

Promote to Agency Admin
Program 1

If you do not see the option to Resend Invite, that user already set up their
password and most likely forgot. Ask them to use the forgot password

button.

2.2.3. Edit an

existing user

To make changes to a user’s information, click the Users tab to see the list of users.
Select the three horizontal dots, and click Edit User.

Agency Users
Name
u Staff 2
U Staff 3

16

Email
demoUser@westcoastcc.org

demoUser2@westcoastcc.org

User Information

First Name

Staff

Last Name

2

Programs

Program2 X

Cancel

Screenings Programs
9 Program 2
0 Program 2 Program 1

Invite a New User

Invited At A

2/24/2023

Edit User
Archive User
Promote to Agency Admin
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You can make changes to the user's first and last name and/or adjust their program
enrollment if this feature is enabled (See section 2.4.1. Create, edit, and archive

programs).

Note: You cannot edit a user/admin email address once the invitation is sent. You
will need to archive the user and create a new profile (see section 2.2.5. Archive
and unarchive a user). If the email changes over time, please reach out to discuss

options (see 5.6. Our emails have changed).

Press Save Changes to implement the changes or Cancel to disregard the changes.

2.2.4. Promote users and demote admins

To promote a regular user to an agency or program admin, click the three
horizontal dots and select Promote to Agency Admin or Promote to Program
Admin.

Agency Users

Name A Email Screenings Programs Invited At

u Caroline Greig cgreig+demouser4@westcoastcc.org 0 Program 2 3/13/2024

Edit User
David Admin dperry+demoaadmin@westcoastcc.org 0 Resend Invite
Archive User
Promote to Program Admin

Program Admin cgreig+demopa@westcoastcc.org 0 Program 1 Promote to Agency Admin

Sarah Admin sciamhrone+demonadmin@westcnastee org 2 41417023

Similarly, to demote from agency admin to regular user or program admin, select
the three horizontal dots and select Demote to Agency User or Demote to
Program Admin.

ﬂ Program Admin cgreig+demopa@westcoastcc.org 0 Program 1 4/29/2024
Edit User
n Sarah Admin sciambrone+demoadmin@westcoastcc.org 2 Archive User

Promote to Agency Admin

Demote to Agency User
U Sarah Staff sciambrone+demouser@westcoastcc.org 5 Program 2 Program '
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2.2.5. Archive and unarchive a user

An archived user no longer has access to CSE-IT Online, but their screening data will
remain available. When a staff leaves your organization or no longer requires
access to CSE-IT Online, archive their user account.

Start on the Users tab. Find the user you need to archive. Select the three
horizontal dots and select Archive User. A pop up window will ask you to confirm
that you wish to archive the user. The archived user will now appear under the
Archived tab.

Agency Users Invite a New User

Name Email Screenings Programs Invited At A
u Staff 2 demoUser@westcoastcc.org 0 Program 2 2/24/2023
Edit User
u Staff 3 demoUser2@westcoastcc.org 0 Program 2 Program Archive User

Promote to Agency Admin

Similarly, you can Unarchive a User. Click the Archived tab next to Agency Users.
Find the user, click the three horizontal dots, and select Unarchive User. The
unarchived user will now appear under the Agency Users list and their account will
be reactivated.

Archived Invite a New User

Name Email Screenings Programs Invited At A

u Staff 2 demoUser@westcoastcc.org 9 Program 2 2/24/2023

Unarchive User

18
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2.3 Merging Duplicate Client Profiles
The merge duplicate client profiles feature allows agency and program admins to
merge client profiles together, two at a time. Once selected, client data from one
profile will be kept while the other will be discarded and no longer visible on the
client list. However, all screenings and programs from both client profiles will be
incorporated into the new client profile. This feature can help agency and
program admins to better manage their client lists and reduce client duplication,

19

while maintaining a record of all screenings conducted for a particular client. Please

note: merging clients cannot be reversed.

How to Merge Duplicate Clients:

In the Clients tab, click the three dots on the clients you would like to merge. Then

click "Select for merge".

ALL CLIENTS

Q
Client ID Name Programs
AC444568 AC444568 ;rogram C, Program
AB444657 AB444657 Program A
AB1118 caroline Program B, Program

A

Screenings

Current CSE-

IT Score

12 - Clear
Concern

8 - Clear
Concern

0-No
Concern

Last

Screening

7/29/2024

2/12/2024

7/19/2024

Add New Client

Added v

7/19/2024 =

Edit profile

Select for merge

8/22/2023

Once two client profiles are selected for merging, they will show up to the right of
the search bar. Next, click on the "Start Merge" button.

ALL CLIENTS
SELECT 2 CLIENTS TO MERGE
AC444568 X Caroline X
Q AC444568 AB1118

Client ID Name Programs Screenings Current CSE-

IT Score

Program C, Program oy

AC444568 AC444568 8 ! 8 2 Concern

Last
Screening

7/29/2024

Start Merge

Add New Client

Added v

7/19/2024
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REVIEW CLIENT MERGE

You will then be taken to the "Review Client Merge" page. Choose which client
profile you would like to keep (“Profile to Keep,” on the left) and which is the
duplicate (“Profile to Merge,” in the middle). All screenings and programs from both
client profiles will be incorporated into the final client profile. You can switch these
profiles by clicking on the double arrow button.

The "Final Profile" on the right will be the new profile that will be kept in the system.
Once you are ready to merge the two profiles, click on the "Confirm Merge" button.

Confirm Merge

Choose a client profile to keep. Use the arrows to swap profiles. Programs and screenings will be merged and included in the final client
profile. The duplicate will no longer be visible in the account. Please note: This process cannot be reversed.

Profile to Keep

AC444568 AC444568

Alternate Name:

DOB: 1/4/2006

Race/Ethnicity: african_american_black
Transgender: Unknown

Gender Identity: female
Disability/Impairment: cognitive

Sexual Orientation: heterosexual

Did the youth or the youth's No
parents immigrate to the US?
Additional No information was
Information: entered

Programs:

Profile to Merge

AB1118 Caroline

Alternate Name:

DOB: 2009

Race/Ethnicity:

Transgender: Unknown

Gender Identity:
Disability/Impairment: Unknown
Sexual Orientation: Unknown

Did the youth or the Unknown
youth's parents
immigrate to the US?

Additional No information
Information: was entered

Programs:

Final Profile

AC444568 AC444568

Alternate Name:

DOB: 1/4/2006

Race/Ethnicity: african_american_black
Transgender: Unknown

Gender Identity: female
Disability/Impairment: cognitive

Sexual Orientation: heterosexual

Did the youth or the youth's No
parents immigrate to the US?
Additional No information was
Information: entered
Programs:

Program B

reversed! Carefully review your decision before merging.

Confirm you want to merge the two profiles. Please note: this process cannot be
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Are you sure? X

Once you click "yes" you cannot reverse the client merge. Do you
wish to proceed?

2.4 Using the Programs Feature

21

The Programs feature is an optional feature that allows admins to segment clients
and users. Clients/users are enrolled in your created programs. The programs make
smaller client lists, allowing only users in the same program as the client to view
their information, instead of viewing all clients in the entire agency account. Contact

screening@westcoastcc.org to enable your account’s Programs feature.

Program admins are only available if the Program feature is enabled. They manage
the program(s) they are assigned to in the CSE-IT Online account. Program admins
can invite and archive users in their same program, have access to their program'’s
client's info, and have access to their program'’s data. They can add and remove
clients from their program only. Program admins can also perform the same
functions as a user (add clients, conduct screenings, and see a client's past
screenings).

2.4.1. Create, edit, and archive programs
Click on the Programs link. On the Programs page, click on Create New Program.


mailto:screening@westcoastcc.org
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Cse-it Dashboard Users  Clients Programs  Reports Logout

All Programs Create New Program

Program Name Users Clients Notes

Enter a Program name and any notes you wish to include. Click Create Program.

Pr‘ogr'am Information

Program Name

Program A

Notes

Enter program details here

Create New Program

Your new program will display in the All Programes list. You can see the number of
users and clients in each program.

You can edit and archive programs using the three horizontal dots to the right of
the program name.

All Programs Create New Program

Program Name Users Clients Notes

Program 1 1 1

Edit program
Program 2 2 1 Archive program

To edit, find the program, click the three horizontal dots, and click Edit program.
You can edit the name or notes for a program. Click Save Changes at the bottom of
the page.

22
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Program Information

Program Name

Program 1

Notes

Additional information

‘ Cancel Update Program

To archive, click Archive program. This will remove the program from view, but
screenings will remain available and identifiable in the data report. Clients and
users will need to be assigned to a different program once it is archived. You can
view previously archived programs by clicking Archived next to All Programs. If
needed, you can also unarchive a program and return it to your programs list.

Archived Create New Program

Program Name Users Clients Notes

Program 1 3 2

Unarchive program
Program X 0 0

2.4.2 Add users to a program(s)

After you create programs, you can assign users and program admins to one or
more programs at a time. They will only be able to view clients that are in the same
program. Please note, agency admins are not assigned to programs as they have
access to the entire client list.

Note: Users that are not assigned to a program will only see clients that are also not
assigned to a program. Only program and agency admins can assign a user to a
program.

There are two ways to assign users and program admins to a program:
Invite a new user
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The Invite User form includes a Programs dropdown list. Select the
appropriate program, then click Send Invite.

Invite User

First Name

Last Name

Email Address

Programs

Program 2

x
<

O program 1

@® No

Assign an existing User to a program
Go to the Users page. Look for Assign to program in the Programs column
to identify the staff that are not assigned. Click Assign to Program to be
brought to the user profile. You can also add or change a program by editing
their profile (see section 2.2.3. Edit an existing user).

Agency Users
Name
U Staff 2
U Staff 3

Name

u Staff 2

u Staff 3

Email Screenings

cgreig+demoUser@westcoastcc.org 15

cgreig+demoUser2@westcoastcc.org 0

Programs

Program 1 Program 2

Assign to program

Invited At A

2/24/2023

2/24/2023

Go to the Users page. Click on the three horizontal dots and select
Edit User. Click Assign to Program to be brought to the user profile.
You can also add or change a program by editing their profile (see

section 2.2.3. Edit an existing user).

Email

Screenings
demoUser@westcoastcc.org 9
demoUser2@westcoastcc.org 0

Programs

Program 2

Program 2 Program 1

Invite a New User

Invited At A

2/24/2023

Edit User
Archive User
Promote to Agency Admin

Add one or multiple programs from the Programs dropdown list. Click Save
Changes. The change will be reflected on the Agency User list.
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User Information

First Name

Staff

Last Name

2

Programs

Program2 X

2.4.3. Change a user’s program(s)
You can change a user's program(s) on the Users tab. Find the user, click the three
horizontal dots, and select Edit User.

Agency Users Invite a New User

Name Email Screenings Programs Invited At A
U Staff 2 demoUser@westcoastcc.org 9 Program 2 2/24/2023
Edit User
U Staff 3 demoUser2@westcoastcc.org 0 Program 2 Program 1 Archive User

Promote to Agency Admin

Agency Admins: Add or change the user’s assigned programs from the Programs
dropdown list. Click Save Changes. The change will be reflected on the Agency User
list.

Note: Agency Admins can add or remove any program for any type of user in the
account.
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User Information

First Name

Staff

Last Name

2

Programs

=N

Program Admins: Add or change the user's assigned programs from the Programs
dropdown list. Click Save Changes. The change will be reflected on the User list.

Note: Program admins can only add or remove to/from the programs the program
admin is also assigned to.

User Information

First Name

Staff

Last Name

3

Programs

=D .

O Program 1

Program 2

O Program 3

2.4.4. Assign a client to a program(s)

After you create programs, you can assign clients to one or more programs at a
time. Users will only be able to view clients that have been assigned to the same

program(s).
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Note: Clients that are not added to a program will be seen by all users.

There are two ways to assign a client to a program:
1. Create a new client- Go to the Clients page. Click Add New Client to
create a new client profile. It will show a Programs dropdown list.
Select the appropriate program(s), then click Save Changes.

Client Information

Fill out the client's information as best as you can.

Programs

[ Program1 X X | v

Program 1

O Program 2

oo

2. Assign an existing Client to a program- Go to the Clients page.
Look for Assign to program in the Programs column to identify the
clients that are not assigned. Click Assign to Program to be brought
to the client profile. You can also add or change a program by editing
their profile (see section 3.2.3. Edit a client profile).

Client ID Name Programs Screenings Current CSE-IT Score Last Screening Added A
. 5 - Possible Concern

AB1111 AB1111 Assign to program 3 3/19/2023 2/24/2023
23 - Clear Concern

AB1112 AB1112 Program 2 1 3/19/2023 2/24/2023
CGED
5 - Possible Concern

AB1113 Jane Doe Program 2 5 3/20/2023 2/24/2023

Add or change the program from the Programs dropdown list. Click Save Changes.
The change will be reflected on the Agency User list.
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Client Information

Fill out the client's information as best as you can.

Programs

I ProgramA X X | v

Program A

O Program B

—rT

Client name

2.4.5 Change or remove a client from a program

Please note, only agency and program admins can remove clients from a
program. Navigate to the Clients page. Select the client you would like to remove
from a program(s). Click Edit Profile. De-select the program they should be
removed from on their profile page. You can also add them to a different program
on this same page.

Note: Clients that are not added to a program will be seen by all users.

AB1112 AB1112 Edit Profile

Agency admins can add or remove any client from any program.

Client Information

Fill out the client's information as best as you can.

Programs

Croverr - =

Program A

[ Program B

T

Client name

Program admins can only add and remove clients that are in their same program.
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Client Information

Fill out the client's information as best as you can.

Programs

D =

Program 1

O Program 2

O Program 3

Tip: At this time, client profiles are not able to be deleted or archived in CSE-IT
Online. If you wish to remove clients from view for users, create a new program with
no assigned users. Assign all desired clients to this program only. These clients will
only be visible to agency admins and on the data spreadsheet (their old screenings).

2.5 CSE-IT Screening Data

29

2.5.1. Data dashboard

The data dashboard is the first page admins see when they log in. The Dashboard
page has Insights including visualizations of screening scores in relation to client
demographics and program(s) if applicable.

Set the time frame by changing the From and To dates. The charts and graphs will
only include screening data within the selected timeframe.

.

Insights

From To

01/01/2023 ] 04/20/2023 ]
April 2023 ¥ N
s M T W T F s

Overall Concern 26 27 28 29 30 31 1
2 3 4 5 6 7 8

No Concern Possible Concern |l |

9 10 11 12 13 14 15
16 17 18 19“

Clear Today
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Hover over charts and graphs to see the number of screenings and percentages for
each concern level.
Overall Concern

No Concern | Possible Concern |l Clear Concern

lNo Concern: 8, 44%

2.5.2 Print or save a PDF of the dashboard

To print or save a PDF copy of the Dashboard, use your browser’s Print command.
Please note this guide shows printing in Google Chrome. Your browser’'s menu may
look different.

New Tab ®T
New Window #N
New Incognito Window 3N
Reopen Closed Tab GBT
Open File... #0
Open Location... ®L

Close Window TEW
Close Tab ew
Save Page As... #S

>

P

To

06/04/2021 B 05/04/2022 |

Overall Concern

No Concern [l Possible Concern [l Clear Concern

Use your browser’s Print dialog box to select your options. We recommend selecting
the “Landscape” layout. It will print one chart per page.
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| % = Announcement email - Google X [ CSE-IT <N+
< c staging.cseit.org,
Insights Print 10 pages
From To Destination Save as PDF
06/04/2021 B 05/04/2022 [m]

Pages Al

Overall Concern

n - Concern I Clas Concern
Layout Landscape

More settings

Concem by Program S
v Cancel m
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2.5.3 Download a raw data .csv report

Take a look at our CSE-IT Partner Sites folder, CSE-IT Online folder for a key for the
raw data report.

Agency admins can access a raw data .csv report of the full client list including
demographic information and CSE-IT screening scores.

Program admins can access a raw data .csv report of the client list for their
program (and clients they share with other programs) including demographic
information and CSE-IT screening scores.

Click on Reports. Set your desired timeframe and version of the CSE-IT, then click
Download Reporting CSV.

o Dashboard Users  Clients  Programs Reports

CSV Reports

Start Date

mm/dd/yyyy O

End Date

04/20/2023 i

Screening Type

Standard CSE-IT Screening
[] Ma&d screening

E H&l Screening

Download Reporting CSV

Data in the report includes user info, agency info, a de-identified unique ID, ID
number entered in the client profile, client age at the time of screening and current
age, program at the time of screening and current program (if applicable),
demographic information, and CSE-IT statement and indicator scores.
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Note: Clients must have an ID number entered in their client profile to be identified
by your agency on the .csv report. The report will not include the client name or date
of birth. The ID number enables you to use the report as a case list.

Client Information

Fill out the client's information as best as you can.

Programs

Program2 X

ID number (optional)

AB1112

Client name (or other identifier)
Please consult your agency's policy for entering a client name or ID
number

AB1112

Alternate name

Note: Information added to the final text box on the client profile page will be
added to the .csv report. Information entered is determined by your agency
protocol. Do not include PIl in this text box.

Include any additional information relevant to the client's
vulnerability to commercial sexual exploitation.

If you are looking for support with data summary or interpretation with your raw
data, reach out to us at screening@westcoastcc.org.

3. All Users

The following are features that any user, including admins, can access.
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3.1. Set Up Your Account

34

3.1.1 Create a password

Your agency admins are responsible for adding users to the CSE-IT Online account.
They will send an invite email via cseit.org. Click on the link in the email to create
your password. You have 72 hours to create a login before the link expires.

WCC‘Appanitation External  Inbox x
® no-reply@cseit.org

® v

You have been invited to join WCC-App. Click here to create your account.

The new user invite link is available for up to 72 hours.

The link will redirect you to the following page:

®@

Set Password

Re-enter Password

SUBMIT

Set your password by filling in the Password field. After re-entering, press submit.
Once you successfully set up your password, you will be redirected to the following
page where you can press Login to access the platform.
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@

Password Set

Your password has been set.

LOGIN

3.1.2. Log In
To access CSE-IT Online, use the following url: cseit.org.

Note: Once you set your password, the original invitation link will expire. If you click
or favorite the invitation link, you will receive an error message. For ongoing access
to CSE-IT Online, use cseit.org

To log in, enter your login credentials (email address and password from step 2.1.1.
Create a password) and press Log In.

Check the Remember me box before logging in to save your email and password
credentials.

cse-it

CSE-IT LogIn

Email

info@westcoastcc.org
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3.1.3. Enroll in Multi-Factor Authentication

CSE-IT Online requires use of an authenticator app for Multi-Factor Authentication
(MFA). Your organization may require a specific app. Talk to your IT team to
determine your authenticator app, and if you need administrator access to
download an authenticator app to your phone or computer.

If your organization already uses an authenticator app, you can add another
token specifically for CSE-IT Online to that app. Skip to Step 2: Register for MFA
through CSE-IT Online.

Step 1. Download an app for your phone or computer.

Choose a preferred authenticator app based on your device (type of phone, type of
operating system on your computer) or based on the recommendation from your
organization/agency.
o Phone: You can search the App Store or Google Play Store on your phone
(search: Authenticator).
o Computer: You can search for a specific authenticator app in your browser
and download from their site.

Below is a list of authenticator apps with details to help guide your decision.

Note: This is not an exhaustive list. Any authenticator app will work if it supports
OATH, TOTP, or HOTP algorithms.

App Computer [ Compatible with Notes
or phone (Windows, MacOS,
iPhone, Android,
Google):
Authenticator Computer [ Windows/Mac Only works on Chrome browser
Chrome extension How to install and set up the
chrome extension
AuthO Guardian Phone Android and Iphone How to install and set up the
app
Duo Phone Android and Iphone How to install and set up the
app
Google Both Android and Iphone How to install and set up the
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Authenticator

Microsoft
Authenticator

Phone

All

How to install and set up the
app

Sophos Intercept X

Phone

Android and Iphone

How to install and set up the
app

Step Two

Both

MacOS
Iphone

Can use across multiple devices

Download the app for your
computer or phone

Twiolio Authy

Both

All

Can use across multiple devices
Authy info and download access

WinAuth

Computer

Windows

How to install and set up the
app

Step 2. Register for MFA through CSE-IT Online.
New user/admin:
e Set up your credentials (email and password) for CSE-IT Online using the

invitation email link. After logging in, you will be prompted to enroll in MFA.

Current user/admin and your MFA was reset:
e If you already have an account, enter your email and password to login to
CSE-IT Online. You will then be prompted to enroll in MFA.
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cse-it

Secure Your Account

Scan the QR Code below using your preferred
authenticator app and then enter the provided
one-time code below.

Trouble Scanning?

THEN

‘~C'=mr your one-time cod¢ —8
Continue

Scan the QR code with your authenticator app.
o Your authenticator app will provide a one-time code. Enter the code into
the CSE-IT Secure Your Account page in the Enter your one-time code box.
o Click the red Continue button.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new code.

If you cannot scan the code, click ‘Trouble Scanning?'.

Trouble Scanning?

THEN

‘~['Hm your cne-time code 4'
Continue

You will be provided with a code to manually enter into your authenticator app.
Manually type the provided code into the authenticator app on your phone OR click
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the white Copy code button to copy and paste the code into the authenticator app
on your computer.

cse-it

Secure Your Account

Manually enter the following code into your
preferred authenticator app and then enter the
provided one-time code below.

MNZUMMBZ JTRSGR2UKEUSUU2NOBBEU

Copy code

‘>:'m,-x your one-time code
Continue

Your authenticator app will provide a one-time code. Enter the code into the
CSE-IT Secure Your Account page in the Enter your one-time code box. Click the
red Continue button.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new code.

Step 3. Save your recovery code.

What is a recovery code? The recovery code is for one use only when you don't
have access to your usual authenticator app.

o You forgot your phone that day
o You no longer have access to your app and need to get into the
account (new phone or new computer)

Please note: the recovery code is NOT the one-time code. It is a backup
option in case you cannot access your authenticator app.

After enrolling the authenticator app with the one-time code, CSE-IT Online will
provide a recovery code. Store the recovery code somewhere safe for future use as
needed, such as a password manager. You can manually write out the recovery
code, or click the Copy code button.

Check the box for I have safely recorded this code. Click the red Continue button.
You will be logged into CSE-IT Online.
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cse-it

Almost There!

Copy this recovery code and keep it somewhere
safe. You'll need it if you ever need to log in
without your device.

EHJFUMC28144BSHS8K6C25EE

Copy code

[ 1have safely recorded this code

Continue

If you do not have your authenticator app and need to use your recovery code to
get access to CSE-IT Online, please see Troubleshooting section 6.3. 1 can’t access

my authenticator app.

Step 4. Login using MFA.
Enter your email and password on the CSE-IT Online login page.

cse-it

LogIn

Email address

Password ©

Forgot password?

For support contact screening@westcoastcc.org - Privacy Policy
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If your email and password are entered correctly, you will be brought to the MFA
page.

cse-it

Verify Your Identity

Check your preferred one-time password
application for a code.

‘~ Enter your one-time code

[] Remember this device for 30 days

Try another method

Use your chosen authenticator app (on your phone or desktop) to enter the
one-time code it provides for CSE-IT Online.

Note: The one-time code is time sensitive. If you delay, the code on the app will
change and you will need to type in the new one.

Check the box for Remember this device for 30 days to delay needing to use MFA
on the same device for 30 days. Click the red Continue button.

3.1.4. Forgot password?
If you forgot your password, click Forgot Password? on the login page.

41



CSE-IT Web App User Guide

cse-it

CSE-IT LogIn

Email

info@westcoastcc.org

Password

Remember me Forgot Password?

For support contact screening@westcoastcc.org

Privacy Policy

This will redirect you to a new page where you can enter your email.

cse-it

CSE-IT Forgot
Password

Email
Email Address

Back to Login

For support contact screening@westcoastcc.org
Privacy Policy

Asana

A link to reset your password will be emailed. Click the link; the process to reset your
password is identical to the process to create your password (see Section 3.1.1.

Create a password).
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Reset your password External Inbox x

® no-reply@cseit.org
® v

You forgot your password? Click here.

3.2 Clients
3.2.1. Search for a client

When you log in, you will see the All Clients page. Search for a specific client profile
using the search bar or by scrolling through the list of clients. You may search for
the client using their first name, last name, their first and last name, or their Client
ID number.

Clients Logout

Q

Client ID Name Programs Screenings Current CSE-IT Score Last Screening Added W
13 - Clear Concern

N/A AB1112 1 4/20/2023 4/18/2023
(|
16 - Clear Concern

AB1111 AB1111 5 4/18/2023 2/24/2023
(|

3.2.2. Add a client

If you can't find the client, you can create a new client profile. Click the large red
button Add New Client on the top right of the page.
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®

Q
Client ID Name Programs Screenings Current CSE-IT Score v Last Screening Added
23 - Clear Concern
AB1112 AB1112 Program 2 1 — 3/19/2023 2/24/2023
18 - Clear Concern
N/A AB1112 Program 1 4 5/2/2023 4/18/2023

Fill in the required fields for a new client. Please be sure to consult your agency’s
policy for how to enter client information.

Add a Client

ID number (optional)

Client name (or other identifier)
Please consult your agency's policy for entering a client name or ID
number

Date of Birth
Please consult your agency's policy for entering a client's date of birth

Year
Month

N/A v ‘
Day

N/A v ‘

When adding a new client, CSE-IT Online will search the entire account to see if the
information matches an existing client. This helps prevent duplicate client profiles. If
it finds the same ID number or client name, you will be shown the Existing Clients

page.
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If you realize the client you are trying to add already exists, select the client by
clicking on their name/text in red, or press Cancel. If the client you are trying to
add is indeed a new client and doesn't already exist, press Add new client.

Existing Clients

The data you entered may match an existing client.

Client ID Name DOB Date Added

AB1115 AB1115 2005-09-02 2023-03-20T04:31:22.653Z

Cancel Add new client

If you click Add a new client, you will be taken to the Client Information page to
create a new profile. Fill in the demographic information as best you can.

Note: Client info can be left as unknown and edited at any time. The profile can be
edited at any time (see section 3.2.3. Edit a client profile).

Is the youth transgender?

() Yes

@® No Does the youth have any of the following?
O unknown Please check all that apply.

What is the youth's gender identity? ( -:3 Physical disability

() Female — -

- () Cognitive disability

® Male

() Unknown () Physical and Cognitive disability

() Youth identifies as &) Unknown

(® None

What best describes the youth's race/ethnicity?

Please check all that apply. Did the youth or the youth's parents immigrate to the US?

[ African American or Black () Yes
[} American Indian or Alaska Native (6:] No
[ Asian, Pacific Islander, or Native Hawaiian Pt

) Unknown
Hispanic or Latinx

D Middle Eastern or North African

[ south Asian Include any additional information relevant to the client's
[} white or Caucasian vulnerability to commercial sexual exploitation.

[] unknown

D Youth identifies as: CW history

What is the youth's sexual orientation?

() Heterosexual

() Homosexual

(O Bisexual

() Pansexual 7~
() Asexual

() Questioning

@ Unknown

/> feuidentes e

Be sure to click the Save changes button on the bottom of the Client Information page.
This will save the client profile and add them to your All Client list.
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3.2.3. Edit a client profile

You can edit a client’s profile at any time. On the All Clients page, click on the three
horizontal dots and select Edit profile.

2 - No Concern
AB1114 AB114 Program 2 1 3/19/2023 2/24/2023

Edit profile

2_Na Cancarn

Or, on the All Clients page, click on the name of the client in red text.
This will bring you to the client’s profile. You can make changes to the client's profile by
clicking Edit Profile.

AB1112 AB1112 Edit Profile

Alternate Name: DOB: 1/2/2008

Race/Ethnicity: white_caucasian, hispanic_latinx_spanish Transgender: No

Gender Identity: male Disability / Impairment: None

Sexual Orientation: Unknown Did the youth or the youth's parents immigrate to the US? No

Additional Information: History of CW in CA

This will bring you to a new page where you can make changes to the client’s profile. After
making the changes, click Save Changes at the bottom of the page or Cancel to disregard
the changes.

3.2.4. Add a client to your program

You can add a client to your program when creating a new client or from the Existing
Clients list.

New Client- Search for your client. If you cannot find them, click Create New Client. After
entering their initial information, you will be brought to the Client Information page to
create their profile. Select your program from the drop down list. Fill in the client
information and click Save Changes at the bottom of the page.
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Client Information

Fill out the client's information as best as you can.

Programs

D e

Program 1

O Program 2

Existing Client- Search for your client. If you cannot find them, click Create New Client.
CSE-IT Online will search the entire agency account. It will bring up a list of Existing Clients
that might be the same client. If you do not see your client on this list, click Add new client
to be brought to their client information page. If you do see your client on the Existing
Clients list, select the existing client by clicking on their name/text in red to prevent client
duplicates.

Existing Clients

The data you entered may match an existing client.

ClientID Name DOB Date Added

AB1114 AB114 2010-05-02 2023-02-24T23:45:01.584Z

Add new client

A pop up window will appear with a dropdown to add the client to your program. Check the
box for your program, and click Add to Program & Continue to save this client to your
program. They will now be included on the client list of this program for all users assigned
to this program.

Add Client to one of your program(s) X

You may only add this client to a program you belong to.

Programs

Coovr: <] <]

Program 2

Add to Program & Continue
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Note: Users can only add clients to their own program. Only agency admins can remove
clients from a program or add them to a program you are not in. A program admin
can only remove a client from their program. Please contact an admin for your agency's
CSE-IT Online account if the client needs to be removed from your program/client list.

3.3 Screening
The CSE-IT in CSE-IT Online is the same as the paper version. It should be scored based on
your training. Your CSE-IT Online account should have the CSE-IT versions by your agency.
e Standard CSE-IT Screening - standard/2.0
e H&Il Screening - Hotline & Intake
e M&I Screening- Healthcare version, Medical & Intake

3.3.1. Complete a screening

Click on the client you would like to screen. Once in the client’s profile, click Perform
Screening. Select the version of the CSE-IT you need (varies by agency).

A" c“ents i AB1115

All Clients » AB1115
Create New Standard CSE-IT Screening
Create New M&I Screening
Create New H&I Screening
AB1115 AB1115 Edit Profile

Complete the screening by scoring each statement (please refer to your CSE-IT Training).

The Screening Date will automatically populate the current date. If you are entering a
screening completed on a prior date, click the calendar icon to change the date.

Tips:

e The screening will be saved automatically as a draft in the client screening
history.
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e Multiple staff can work on the same screening. Leave it as a draft for
other staff to access in the client screening history.

e Look for missed statements shown in gray on the left side.

e C(lick on the indicators on the left to jump between indicators.

C. Youth has a history of sexual exploitation. @

100%

0 0 1 2

No Information No Concern Possible Concern Clear Concern

Screening Date (edit)

05/04/2022 o ‘ _

D. Youth is forced to give the money they earn to another

person.
Housing and Caregiving v 0 0 1 2
No Information No Concern Possible Concern Clear Concern

Prior Abuse or Trauma v
Physical Health and v
Appearance

Environment and Exposure v

| e This item asks about current and past events and therefore should be

Relationships and Personal v scored with the youth'’s fifetime in mind

Belongings

Signs of Current Trauma v Exploitation Score

Coercion & This indicator is no concern based on the answers
provided.

Exploitation v

View Single Question |

= Prev section Screening Summary

When you are done with the screening, make sure you are in the Exploitation

indicator. If the Screening Summary button is gray, you missed a statement. Look
on the left to find the statement and click it to complete. If the Screening Summary
button is red, you have answered each statement.

Click the Screening Summary button to be brought to the Screening Summary
page. The screening is still a draft at this point.
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Tips:
e Use the visual to understand your client’s level of concern.
e Click on the key indicators to see how you scored each statement.
e Enter information into the Notes box. This will show up on the exported PDF
of the screening. Please consult your agency's policy for entering information
into the Notes box.

100% Risk score
|

Possible Concern

Housing and Caregiving v POSSible Concern
There is a possible concern for this individual based on the answers

Prior Abuse or Trauma v provided.

Housing and Caregiving: 1 v

Prior Abuse or Trauma: 2 v

Physical Health and Appearance: 0 v

Environment and Exposure: 1 v

Relationships and Personal Belongings: 1 v

Signs of Current Trauma: 2 ~

A. Youth appears on edge, preoccupied with safety, or hypervigilant.
No Concern

B. Youth has difficulty detecting or responding to danger cues.
Possible Concern

C. Youth engages in self-destructive, aggressive, or risk-taking behaviors.

Possible Concern

D. Youth has a high level of distress about being accessible by cell phone.

Possible Concern

Once you are done with this page, you can submit the screening by pressing the
Submit Screening button located at the bottom of the page. A pop up window will
appear asking Are you sure? Once you submit the screening, it cannot be edited or
deleted.
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Are you sure? X

Once you click "submit" you cannot change your responses. Click
"submit" again to confirm.

Cancel Submit Screening

Click Submit Screening and you will be taken to the client profile. You will see your
screening on the client profile screening history.

AB1112 AB1112 Edit Profile

Alternate Name: DOB: 1/2/2008

Race/Ethnicity: white_caucasian, hispanic_latinx_spanish Transgender: No

Gender Identity: male Disability / Impairment: None

Sexual Orientation: Unknown Did the youth or the youth's parents immigrate to the US? No

Additional Information: History of CW in CA

Screenings All Screenings
Screening Date Last Updated Screened By Status Completion Score
0-No C
12/6/2022 412072023 Admin 1 complete 100% © toncern

3-No Concern

3/6/2023 4/20/2023 Admin 1 complete 100% a

0 - No Concern
4/20/2023 4/21/2023 Admin 1 complete 100%

3.3.2. Resume an incomplete screening

Screenings automatically save as a draft. To resume a screening, go to your Clients
list. Identify the client, click the three horizontal dots on the right-hand side, then
click Resume screening.

4/7/2023 4/7/2023 Admin 1 draft 16% Incomplete o

Resume screening

Export PDF
4/7/2023 4/7/2023 Admin 1 draft 0% Incomplete
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3.3.3. Export a PDF of a screening

You can export a PDF of any screening in the client’s history. To export a PDF of a
screening, go to your Clients list. Go to the client profile, identify the screening you
would like to export, and click the three horizontal dots on the right-hand side. Then
click Export PDF. Both drafts and completed screenings can be exported.

Screenings All Screenings

Screening Date Last Updated Screened By Status Completion Score

7 - Possible Concern
4/21/2023 4/21/2023 Staff 2 complete 100%

Archive Screening

9 - Clear Conce Export PDF

4/20/2023 4/20/2023 Admin 1 complete 100%

3.3.4. View a screening

Screenings can also be viewed both in completed and draft forms within the CSE-IT
Online web app without having to download a pdf. To view a screening, go into the
client’s profile and click the three dots next to the screening you would like to view.
Then click "View PDF":

Josie Doe Edit Profile

Programs: @eILIINICTETL 4

Alternate Name: DOB: 1/4/2009

Race/Ethnicity: white_caucasian Transgender: No

Gender Identity: other:gender non-conforming Disability / Impairment: None

Sexual Orientation: Unknown Did the youth or the youth's parents immigrate to the US? No

Additional Information: No information was entered

Screenings All Screenings
Screening Date Last Updated Screened By Status Completion Score
5 - Possible Concern
3/14/2023 3/14/2023 Caroline Greig complete 100%

View PDF

: Export PDF
. 8 - Possible Concern
2/7/2023 2/9/2023 Caroline Greig complete 100%
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You will then be able to review the screening in the app. From this view, you can
download the screening as a pdf or print it out. You can also choose to navigate
back to the client profile or the client search page.

cse-it Clients

/ Navigation Bar
All Clients » Josie Doe »|Standard CSE-IT Screening » 3/14/2023

=  1f06e8ba-7387-40b7-2920-6c1975985a64

ial Sexual
Josie Doe

1. Housing and Caregiving

a. Youth or frequently
periods of time (overnight, days, weeks)

b,
home placements.

eg

c
o couch surfing.

d. Youth el porary
needs, e hygiene, shelter, food, medical care.

[ e
prolonged tardiness or absences.

9
Indicator 1 score: No Concern 0

d. Youth has witnessed domestic violence.

Indicator 2 score: No Concemn 0

3. Physical Health and Appearance

a. Youth presents a significant change in appearance, e.g.dress,
hygiene, weight

3.3.5. Delete an incomplete screening or archive a completed

screening
If you need to remove a screening (for example, one entered for training purposes
or with incorrect information), click the three horizontal dots to the right of the
desired screening.

For an incomplete screening, you can click Delete Draft.

Screening Date Last Updated Screened By Status Completion Score
4/21/2023 4/21/2023 Staff 2 draft 25% Incomplete
Resume screening
. . Delete Draft
4/20/2023 4/21/2023 Admin 1 complete 100% Export PDF

For a submitted screening, you can click Archive Screening.
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Screenings All Screenings

Screening Date Last Updated Screened By Status Completion Score

7 - Possible Concern
4/21/2023 4/21/2023 Staff 2 complete 100%

Archive Screening

9 - Clear Conce Export PDF

4/20/2023 4/20/2023 Admin 1 complete 100%

Selecting either option will remove the screening from the client’s profile and all
data reports. We advise that screenings not be archived unless there is a clear
problem with the screening. Screenings for a client that is no longer with your
agency, for example, should not be archived in order to maintain records during the
timeframe that their case was open.

4. T3 Certified Trainers
4.1. Use your site’s CSE-IT Online account to train staff

T3 certified trainers can use CSE-IT Online to both demo scoring the CSE-IT as well as train
new staff in how to enter a screening per their agency's protocol. This can be incorporated
into your internal training.

4.1.1. Create a Demo/Training Client

You can create a demo or training specific client to your CSE-IT Online account to
use for each training. Follow the process to create a new client (see section 3.2.2.
Add a client).

Tips:

e Make sure to enter Test or Demo as the ID number so it can be easily
identified in data reports pulled by your agency.

e Never use a real client's PII/PHI when creating a demo client.

e You can keep the screening history for the demo client to show the
functionality of CSE-IT Online. They can be left as drafts or finalized.

e Determine if you will need to archive screenings or if your data point of
contact will remove them in reports. Note: This is relevant if you submit the
screenings and will impact the data dashboard as well as the raw data report.

e Confirm your agency's protocol for how to enter client info (ID, name, DOB,
demographic info, etc). This can be shared during your training for new staff.
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4.1.2 Create a Demo/Training Program

If the Programs feature is enabled in your CSE-IT Online account, you can create a
Training program to specifically use to demo scoring the CSE-IT and entering
screenings based on your agency’s protocol. You can assign multiple trainers to the
Training program.

Tips:

e Make sure to enter Test or Demo as the ID number so it can be easily
identified in data reports pulled by your agency.

e Never use a real client's PII/PHI when creating a demo client.

e You can keep the screening history for the demo client to show the
functionality of CSE-IT Online. They can be left as drafts or finalized.

e Determine if you will need to archive screenings or if your data point of
contact will remove them in reports. Note: This is relevant if you submit the
screenings and will impact the data dashboard as well as the raw data report.

e Confirm your agency's protocol for how to enter client info (ID, name, DOB,
demographic info, etc). This can be shared during your training for new staff.

5. Troubleshooting

Start with your agency admin or program admin and look at the potential
troubleshooting tips below. The problem may be easily resolved within your own agency. If
the issue is not resolved, reach out to screening@westcoastcc.org.

5.1. Never received the invitation email
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You create your login credentials via a link from an invite email from cseit.org. If
you have not received the email, contact your agency admin. They should confirm
your email in the account and resend the invite if needed.

If you still don't receive the invite email, restart your computer, log back into your
email account, and check your junk and spam folders.

If you still don't receive the invite email, reach out to your agency IT department. It
might be stuck in the firewall. They should add cseit.org to their white list to ensure
staff get the invite email.
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If you still don't see the invite email, reach out to screening@westcoastcc.org.

5.2. User’'s email was entered incorrectly
If an email is entered incorrectly for a user, the agency or program admin can
archive the user then create a new profile. It is not possible for an admin to edit a
user email if it is entered incorrectly (2.2.5. Archive and unarchive a user).

5.3. Missed the invitation window
You have 72 hours to create your login credentials before the link in the invite

email expires. Please reach out to your agency or program admin and ask them to
resend the invite (section 2.2.2. Resend invite).

5.4. Error message on the login page

Please clear your browsing history and refresh your browser. Confirm you are
using Chrome. Type in cseit.org. This should fix the error message.

If it does not, it might be that your invite email link has expired and you did not yet
set a password for your account. Email your agency admin to resend the invite email
and use the new link.

5.5. We found a duplicate client
UPDATE: This feature will be rolled out in August 2024.

Unfortunately, there is currently no way to combine duplicate clients. The screening
histories will need to be combined manually.

Encourage users to search for their client and check the Existing Clients pop up
window when creating new clients (see section 3.2.2. Add a client).

5.6. Our emails have changed
1. You can archive the users with old emails and invite users again with updated
emails.
2. You can reach out to WestCoast who has the ability to edit emails. Please note:
Depending on the number of user emails that need to be changed, WestCoast may
need to charge an hourly fee for Technical Assistance.

56


mailto:screening@westcoastcc.org

CSE-IT Web App User Guide

5.7. When | try to invite a new user, it says they already exist

It could be that this user was in a different CSE-IT Online account with a different
agency. CSE-IT Online will not allow a user with the same email to be entered into
CSE-IT Online more than once, even if they are archived in the original account.

1. Use plus addressing
(https://learn.microsoft.com/en-us/exchange/recipients-in-exchange-online/plus-ad

dressing-in-exchange-online) to add a variation to their current email address.

CSE-IT Online sees this as a new email, but the communication will still go to the
original email account.
Ex: jsmith@westcoastcc.org to jsmith+cseit@westcoastcc.org

2. If the user has done 0 screenings in the old account, WestCoast can ask the
developer to remove that staff from CSE-IT Online. You will then be able to invite
them as a new user. Please note: Depending on the number of user emails that
need to be removed, WestCoast may need to charge a fee for Technical Assistance.

6. Troubleshooting Multi-Factor Authentication

Start with your agency admin and look at the potential troubleshooting tips below.
The problem may be easily resolved within your own agency. If the issue is not
resolved, reach out to screening@westcoastcc.org.

6.1. Where does my one-time code come from

Your one-time code comes from your chosen authenticator app. You should
have enrolled in MFA with your authenticator app by scanning the QR code after you
entered your email/password. The one-time code will now be listed in your
authenticator app to enter after your email/password.

Please note: it will not be texted or emailed. The one-time code is found in your
chosen authenticator app.

6.2. The one-time code from my authenticator app isn’t

working
There could be a few reasons why the one-time code isn't working.
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e Confirm that you enrolled your authenticator app specifically for CSE-IT
Online. You cannot use the same one-time code for different accounts
(eg your work email). See section 2.1.3. Enroll in MFA to get your app set up.

e Enter your one-time code quickly! The codes rotate within a certain
timeframe. The one-time code visible in your app must be the same code
when you hit continue. If the code changes before you click the red
continue button on CSE-IT Online, you will need to retype it with the new
one-time.

e The authenticator app and your computer may not be synced to the same
time zone. Some authenticator apps have an option to sync in the settings.
Your IT department can help you resolve this issue if it's your authenticator
app and your computer.

6.3. | can’t access my authenticator app
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There is a backup method to use a single use recovery code which is provided
during your enrollment in MFA. You were prompted to copy the recovery code and
save it.

Enter your email and password on the main Login page. You will be brought to the
Verify Your Identity page. Click Try another method under the red button.

[ ]
cse-it
Verify Your Identity

Enter the recovery code you were provided
during your initial enroliment.

‘— Enter your recovery code —————————
Continue

Try another method

Choose Recovery code as your method.
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Other Methods

&) Google Authenticator or similar

& Recovery code

Enter your recovery code and click the red Continue button.

cse-it

Verify Your Identity

Enter the recovery code you were provided
during your initial enroliment.

Try another method

‘~ Enter your recovery code

After entering your recovery code, you will be provided with a new one and your old
code will become invalidated. Recovery codes are single-use.

Copy this new recovery code and save it somewhere safe. Check the box
acknowledging you recorded it. Click continue.
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cse-it

Almost There!

Copy this recovery code and keep it somewhere
safe. You'll need it if you ever need to log in
without your device.

2HQRQKK97GHD9SUCDCE7B2NB

Copy code

D | have safely recorded this code

You will now be logged into CSE-IT Online.

Note: The recovery code is a backup code for single use when you do not have
access to your usual authenticator app. For everyday use, use your chosen
authenticator app on the one-time code.

6.4. | no longer have my authenticator app and can’t do MFA
If you have lost access to your authenticator app and do not wish to keep cycling
through recovery codes, you need to contact CSE-IT Online support at
screening@westcoastcc.org to reset your MFA enrollment. After doing so, you will
be able to re-enroll with an authenticator app of your choosing.
Email- screening@westcoastcc.org

Example:
Subject: CSE-IT Online- MFA reset

| need my MFA to be reset. | no longer have access to my authenticator app
and need to re-enroll.

6.5 | lost my recovery code and can’t access my authenticator
app

If you will not have ongoing access to your authenticator app AND you do not have

your recovery code, reach out to screening@westcoastcc.org and ask for your MFA
to be reset.
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Example:
Subject: CSE-IT Online- MFA reset

I need my MFA to be reset. | can't access my authenticator app and | do not
have my recovery code. | need to access CSE-IT Online today.
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