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COBB COUNTY INTERNAL AUDIT Latona Thomas, CPA

Marietra, Georgia 30090
phone: (770) 528-2559 « fax: (770) 528-2642
latona.thomas@cobbcounty.org

November 3, 2014

MEMORANDUM
TO: David Hankerson, County Manager
FROM: Latona Thomas, CPA, Director 4 e y—

SUBJECT: Final Letter Report — OnBase Security Investigation

In August 2014, Information Services (I.S.) performed an analysis of accesses to the Department
of Transportation (DOT) documents in a response to an inquiry from the Agency Director. In
their analysis, they determined that one non-DOT employee had configured the OnBase' system
to allow themselves full access to all DOT documents (approximately 780,000). I.S. also noted
the employee had given themselves rights to access all documents in the Community
Development (ComDev) repository (over 2.6 million). We were asked to investigate whether any
of the DOT or ComDev documents in the OnBase repositories had been accessed and misused
by the employee.

Executive Summary

We confirmed the employee configured their profile to allow access to the DOT documents. We
did not have the records to confirm what actions were taken to gain access to the ComDev
documents. Only two accounting related DOT documents and three ComDev documents have
been accessed using the employee user name since April of 2007. The access to DOT
documents appear related to a business need, and the ComDev director justified the employee’s
access to ComDev documents.

The employee had an improper security profile that allowed her to perform the configuration
actions necessary to access the documents. The profile has been modified to provide the
employee with rights to adequately maintain current departmental solutions. The employee must
submit requests to the OnBase project team to conduct any other modifications to the
department’s current OnBase solution.

This report contains the results of additional security testing and steps taken by I.S. to strengthen
the security controls so that all OnBase users have the proper security profile and their actions on
the system are properly recorded for future review.
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Recommendations

We recommended that 1.S. give high priority to developing a security plan for the OnBase
project. Other recommendations included acquiring and coordinating proper training, adherence
to System Development Life Cycle principles, restoring the lost configuration log data and
including in the future development of the enterprise-wide OnBase project, the non-DOT
employee who has advanced OnBase knowledge and training.

Response

The Acting Information Services Director provided an initial response to our draft report. After
discussion with the County Manager, I.S. was asked to modify their response to provide
additional detail on the corrective action with proposed timelines. The new I.S. Director
provided the modified response. She concurred with three of our five recommendations and
proposed an acceptable alternative solution to the remaining two. The complete response to the
draft report is included as Appendix I11.

We thank employees in the Information Services, DOT, and Finance Departments for their
cooperation in this review. We will perform a follow-up in six months on the implementation of
the proposed corrective actions. In addition, Information Services will provide periodic updates
on the corrective action directly to the County Manager. Copies of this report will be distributed
to the managers affected by the report recommendations. Please contact me at (770) 528-2559 if
you have questions or Barry Huff, Auditor-in-Charge at (770) 528-2558.




Results of Review

Inappropriate Access to Documents

We met with LS. and identified the employee user name and the system location of the
documents in question. We then independently validated the configuration log report, which
provided a record of when and how the employee gained access to the DOT documents. We
were unable to validate the same actions for the ComDev documents because the information
was not available. Per I.S., the configuration data for some users was lost during an April 2014
system upgrade, and a request had been submitted to the software vendor to recover this data.

Using another systemic analytic tool, we reviewed the document history® for each of the
documents in DOT and ComDev. This tool scans each document’s history and lists what actions
the document has been subject to including whether the document has been accessed, copied,
modified or deleted.

Department of Transportation Documents

We determined that although the employee had access to all DOT documents, only two
documents had been accessed. One accounts payable document was viewed and exported in
August 2014; the other was viewed in December 2012. Based on the OnBase configuration and
document history logs, there were no other actions taken on any other DOT documents using the
employee’s user name. I.S. informed us the employee had no other ‘user name’ on the system
but did have access to another generic ‘user name'. See ‘Use of the ‘Manager’ and ‘Admin’
User Accounts’ section for additional discussion.

Community Development Documents

We also reviewed the document history report on ComDev documents and determined that the
employee created or viewed three Business License documents in November 2013. The
employee stated that there was a business need for accessing the documents as ComDev had
requested assistance with the system development of their OnBase solution. 1.S. confirmed this
request with the Community Development Director. Our assurance regarding these documents is
limited to the document history available.

Configuration Changes

After becoming aware of the I.S. analyses, configuration transaction logs showed the employee
removed the changes made to the OnBase configuration that allowed access to both the DOT and
ComDev documents. The employee acknowledged the negative appearance of such actions and
acknowledged that, in hindsight, accessing the complete repository of DOT and ComDev
documents was not necessary to respond to the requests for assistance.

21.S. confirmed that the earliest entry date for the document history log is April 2, 2007.




Access to DOT Documents by Non-DOT Employees

We also requested and obtained a listing of 10 additional non-DOT employee users who
recently® accessed the DOT documents. We reviewed the document histories for these users and
determined that they had a business need to access the DOT documents. In addition, DOT
management recently approved the continued access to the documents for nine of the 10
employees. One of the 10 employees did not have access rights to DOT documents but was
emailed and then subsequently forwarded a DOT document to the employee in question. This
employee made no direct accesses to DOT documents.

A synopsis of the accesses by these 10 employees is as follows: Information Services employees
(3) provide support; Finance/Risk Management employees (2) need to process accounts payable
documents and have access to lane closure permits; Water employees (4) need access to Utility
Permits and one ComDev employee (two user names) is an ex-DOT employee who was granted
extended permission by DOT to access their documents.

Security Profile Allowed Access to Documents

In our review, we evaluated the circumstances that allowed the employee access to documents
outside of their department. Some of the documents have information and data that could be
classified as ‘Internal Use Only’, ‘Confidential’ or ‘Restricted Information’ and should not be
made readily available to anyone who does not have a business need.

We determined that the employee’s system security profile allowed for substantial rights and
permissions to configure the OnBase system. These rights, established in 2012 as a member of
the initial OnBase project team, were too permissive for the user level, and were never monitored
or modified. For example, the employee could set up user groups and establish security rights
and permissions for themselves as well as for other users. Given this ability, the employee was
able to establish themselves as a user in multiple groups carrying with them the inherited* rights
received as an initial project team member. 1.S. tried to limit the employee’s access rights by
modifying their rights in the main user group, but the employee was able to cancel the I.S.
changes and reestablish the previous rights using their user identity established under a different
group. The employee stated the rights and permissions were needed to balance and gather
statistics on the department’s workflow.

Corrective Actions Taken

The OnBase Project Manager has since modified the employee’s rights and permissions to be in
line with the business needs to oversee their department’s solutions. This modification required
the adjustment of rights to every occurrence of the employee’s user account on the OnBase
system. Moving forward, the employee is required to work with the OnBase Project team to
make any further development changes or modifications to their solutions.

% Between July 22 and August 8, 2014,
4 Unless restricted, when a user is assigned to another user group, they maintain the rights and permissions given when their
initial user account was set up.




Additional Security Control Weakness

Use of the *Manager” and ‘Admin’ User Accounts

According to 1.S., the OnBase system comes configured with two user accounts: ‘Manager’ and
‘Admin’.  Any employee who knows the account password can utilize these accounts. Under
these accounts, the user has high-level user rights that give them access to any document and
permission to configure the OnBase system. Since the rights for these accounts are so
encompassing, they should be assigned to one individual and used to perform actions other users
cannot.

Our review showed the “Manager’ account password was known by at least six employees —
four 1.S. OnBase team members, one Finance department representative, and one Circuit
Defender office representative. Any of the six could have used the account to access documents
and reconfigure the system.

I.S. performed a document history analysis for the ‘Manager’ account and it showed the
‘Manager’ account accessed DOT documents between August 16, 2007 and September 8, 2014.
Documents were exported, mailed, viewed, deleted, created and undeleted by an employee using
the ‘Manager’ account. 1.S. had no way to determine who was using the ‘Manager’ account
during this period, although the project manager noted, after reviewing the report, that there were
instances where team members could have used the account to provide support to DOT. We
cannot provide any assurance as to the work performed on the documents by the users of
the ‘Manager’ account.

Allowing multiple employee access to the ‘Manager’ account negates the benefit of the
configuration and document history reports because anyone reviewing the reports can tell what
actions were taken by the ‘Manager’ but the actual user is unknown. Those responsible for the
system security cannot be assured the ‘Manager’ account is used appropriately.

According to a document history report, the *Admin’ account was used on seven dates, between
May 1, 2007 to May 24, 2013, to view 17 documents and create two. 1.S. informed us that the
2007 actions (three dates) were related to the initial set up and testing of the OnBase system. We
were unable to validate the other fourteen accesses.

A National Institute of Standards and Technology article® stated:

“The most effective way to protect information and information systems is to integrate security
into every step of the system development process, from the initiation of a project to develop a
system to its disposition. The multistep process that starts with the initiation, analysis, design,
and implementation, and continues through the maintenance and disposal of the system, is
called the System Development Life Cycle (SDLC).

Security planning should begin in the initiation phase with the identification of key security
roles to be carried out in the development of the system. The information to be processed,
transmitted, or stored is evaluated for security requirements, and all stakeholders should have
a common understanding of the security considerations. The Information System Security
Officer (ISSO) should be identified as well.

% Shirley Radack, Editor, Computer Security Division, Information Technology Laboratory, National Institute of Standards and
Technology. http://csrc.nist.gov/publications/nistbul/april2009_system-development-life-cycle.pdf



http://csrc.nist.gov/publications/nistbul/april2009_system-development-life-cycle.pdf

Configuration management (CM) and control activities should be conducted to document any
proposed or actual changes in the security plan of the system. Information systems are in a
constant state of evolution with upgrades to hardware, software, firmware, and possible
modifications in the surrounding environment. Documenting information system changes and
assessing the potential impact of these changes on the security of a system are essential
activities to assure continuous monitoring, and prevent lapses in the system security
accreditation.”

Corrective Actions Taken

I.S. informed us that they have reconfigured the OnBase system where project team members
have the same rights as the *‘Manager’ account, but their individual activity on the system will be
recorded under their respective user names. The password for the ‘Manager’ and ‘Admin’
accounts have been changed and secured between the OnBase Project Manager and Division
Manager as backup. 1.S. has also allocated funding from the Fiscal Year (FY) 2015 budget for
the vendor to perform an overall security assessment of the OnBase security system including
advice on the proper way to set up and use the ’Manager’ and >Admin’ accounts.

In addition, 1.S. has requested each department with OnBase to validate their current users. An
assessment of each user’s rights and permissions will be a part of the comprehensive security
analysis that the vendor will provide. Written justification of business need and approval is now
required for all added users to the OnBase system.

Recommendations
The Information Services Director should:

Recommendation 1: Make the development of a security plan for the OnBase project a
priority issue to ensure that as the project is developed, security of the information stored on the
system is properly protected from improper disclosure and accesses by individuals that do not
have a need to review the information.

Auditee Response: Information Services concurs with this recommendation.

Planned Actions and Projected Completion

Funding was obtained in FY15 to address OnBase security in a phased approach within the ECM
OnBase Program. The ECM Sponsors Group previously approved two priority Security projects
for OnBase. The ECM Program Manager will now take back a recommendation to the sponsors
to approve five priority Security projects. An Application Security Plan will be developed by
Information Services which will include OnBase as the first application in the plan as noted
below in Security Phase 3.

In addition, Information Services has reviewed and implemented revised configuration access
rights in production. Configuration rights are now restricted to the ECM Team only which is in
compliance with standard access protocols for all applications where Information Services is the
system administrator.




The ECM Program Manager will continue to collaborate with Information Services Technical
Operations and Client Services Divisions according to established security standards within the
department per Information Services policy. Security, taxonomy, change control administration,
and change management are included as priorities in the OnBase Expansion RFP (section 5
OnBase Service Deliverables) and EIA Report (section 2 Ready the Environment).

A four point approach to Program controls is available in EIA Report (section 5.3.2 Investing in
Program Controls). This approach incorporates security among the standard controls for the
Cobb ECM Program at the initiation of an OnBase project.

Actions included in each priority Security project are listed below:
e Security Phase 1 — Implement Periodic Self Audit of OnBase System
o 1% audit completed on 8/15/2014

0 Provide quarterly updates to ECM Sponsors Group (user security updates/
changes)

0 Conduct OnBase Documents Audit by Department (semi-annually)

e Security Phase 2 — Implement Security Controls for OnBase Documents, Vendor/User
Accounts and the Production Environment (Targeted completion 10/30/2014)

0 An OnBase Document Audit by Department was conducted for the 20
departments who currently use OnBase. (completed for 18 of 20 departments, 2
departments did not respond)

o0 Vendor/User Account Security (completed)
0 Secure Production Environment (completed)
See Appendix 111 for further details on Phase 2 of the security project.

e Security Phase 3 — Develop Information Services Application Security Plan to include the
OnBase application (Target completion by 1/31/2015)

o Develop ‘Draft’ Information Services Application Security Plan — by 12/31/2014
0 Approve ‘Final’ Information Services Application Security Plan — by 1/31/2015

o0 OnBase will be the first application incorporated into the Information Services
Application Security Plan

o0 Integrate application system security best practices into System Development Life
Cycle (SDLC) based on the National Institute of Standards and Technology
(NIST) Security guidelines

o0 Document, publish, and incorporate standards as they are defined

e Security Phase 4 — Conduct previously identified Vendor led Audit (as requested in RFP).
Implement security guidelines for each OnBase project throughout 2015.

0 Interim security guidelines and SOPs were implemented and distributed to the
ECM OnBase project team (until the Information Services Application Security
Plan is completed)

o0 Vendor led audit - See Appendix Il for further details on vendor led audit




e Security Phase 5 — Establish SOPs and compliance requirements for: Security,
Taxonomy, Change Management and Change Control Procedures. Security will be
implemented on the security requirements of the specific project.

0 Interim security guidelines and SOPs were implemented and distributed to the
ECM OnBase project team until the Information Services Application Security
Plan is completed (completed 10/30/2014)

Final standards to be initiated during individual ECM Project implementations.
See Appendix 111 for further details of Phase 5 of the security project.

Recommendation 2: Ensure that the OnBase Project Team follows up with the software
vendor to restore the missing portions of the configuration transaction log lost during the April
2014 system upgrade. Periodic status reports should be provided until the issue is resolved.

Auditee Response: Information Services concurs with this recommendation;
however, the vendor has confirmed that we are unable to recover the missing
configuration transaction logs.

Planned Actions and Projected Completion

Information Services escalated this matter through vendor support. The vendor advised that
recovery is only possible if the logs are found on backup files. We conducted a search through
database backups in an effort to recover the configuration transaction logs prior to April 2014.
The prior logs were not found and cannot be restored.

Note: while the configuration transaction logs prior to April 2014 are not available, the actual
OnBase configuration is intact within the OnBase database.

Actions taken and future plan to ensure no recurrence of this issue:

e Immediate removal of ‘configuration transaction log purge’ security rights to prevent
future loss of configuration transaction logs (completed 8/13/2014)

e Investigate recovery of missing Configuration Transaction Logs — completed 10/30/2014

e Develop Configuration Transaction Log SOP — Targeted completion 11/30/2014

Better Coordination of OnBase Solution Development is Needed

Not all stakeholders in the development of the enterprise-wide OnBase document retention
solution were collaborating to ensure that best project development practices were followed.

e Not all application solutions were created in the test environment prior to moving into the
production environment.

e Change procedures were not being followed.
e Use of software licenses was not properly coordinated.

The employee in question developed several OnBase solutions to eliminate paper and create
more efficient systemic workflows. These solutions were developed without much collaboration
with the OnBase project team.




The employee obtained additional training, coordinated with the local OnBase vendor, and took
the initiative to develop these solutions. At the time of initial development, an OnBase project
team had not been identified and there were no centralized enterprise-wide collaboration efforts.
The delay in establishing a centralized function and lack of synergy with the project team
allowed development without conforming to established best practices and system development
controls.

According to I.S. and review of transaction logs, it appears that most of the design and
development of the solutions were done in the ‘production’” mode of the OnBase system rather
than in the ‘test’ environment. 1.S. has established a test environment for the development of
OnBase solutions that mirrors the production environment. The test environment should be used
to perform testing of proposed OnBase solutions and changes to established solutions. 1.S. also
established a change protocol that requires all changes to established solutions be tested and
analyzed by the project team to ensure its compatibility with OnBase and other network
applications. According to I.S., changes were made in the production environment without
adhering to the change protocol.

The Document Import Processor software is used to import large volume of documents into the
system. The license for the software must reside on the server or workstation using the software.
Coordinating the DIP license use was not performed to ensure the enterprise-wide operation of
the OnBase application. The employee in question assigned the license from the enterprise
server to their workstation without coordination with the project team; this could have affected
the operation of the enterprise-wide OnBase application. Although the employee contends that
the license can be reassigned without much effort, for the benefit of the enterprise-wide
application, the assigning of software license should be under the control of the project team.
Reassigning the license without knowledge of how it affects the operation of other enterprise-
wide applications is negligent.

We believe including the employee in the enterprise-wide implementation of OnBase is essential
to take advantage of the additional training and working knowledge of OnBase and working
within the framework of the project development best practices and controls is essential for the
successful enterprise-wide implementation of OnBase.

Recommendations
The Information Services Director should:

Recommendation_3: Discuss the inclusion of the employee with their expertise, advanced
training and working knowledge on the enterprise-wide implementation of the OnBase solution.
They should be utilized to help the County achieve its enterprise-wide goals and projects. A
specific time commitment to the project should also be negotiated.

Auditee Response: Information Services concurs with this recommendation.

Planned Actions and Projected Completion

In addition, multi-departmental project core teams will be included in OnBase projects to
leverage institutional business knowledge, advanced training, technical experience and expertise
from employees across the county. Subject Matter Experts (SMEs) and Business Process
Owners are essential to a successful enterprise ECM solution. Inclusion of these resources will
be utilized to help the County achieve its enterprise-wide and department specific goals and
projects.




Appropriate time commitments to each OnBase project is required as a critical success factor
from the Core Team members.

See Appendix Il for the complete response to Recommendation 3.

Recommendation _4: Ensure training for all members of the OnBase project team are
commensurate with the system development needs. The training and knowledge of the team
members should be coordinated with project development goals.

Auditee Response: Information Services concurs with this recommendation and
proposes additional training guidelines.

Planned Actions and Projected Completion
Information Services concurs with the recommendation regarding training for all members of the
OnBase project team.

In addition, to ensure Program continuity, adequate support, appropriate infrastructure build out
and configuration; Information Services proposes that all OnBase training be coordinated
through the ECM Program Manager, or their designee, which is similar to the training program
found within the county’s GIS program. Training will be scheduled to compliment skills
requirements for the projects and priorities as set by the ECM Sponsors group. This will ensure
just in time training for all Cobb resources.

Information Services included training at all levels of the organization in the OnBase
Enhancement RFP and EIA Report. A summary of the training component of the ECM Program
is available in the EIA Report (section 5.3.1 Investing in the Internal Team).

See Appendix Il for the complete response to Recommendation 4.

Recommendation 5: Ensure the OnBase Project team follows established SDLC principles in
providing oversight and guidance to the development of all OnBase projects. A thorough
knowledge of the security requirements of the system should be obtained and integrated in all
future system development.

Auditee Response: IS Concurs with this recommendation and proposes SDLC
principles be followed by all participants on OnBase projects.

Planned Actions and Projected Completion

Established SDLC principles are included in the OnBase Enhancement RFP (section 5 Service
Deliverables & 6 Professional services) and in the EIA Report (section 3.6 Shared Solution
Attributes and 3.7 Common Project Tasks). The OnBase Enhancements RFP specifically required
PMBOK or similar SDLC methodology which outlines clearly defined phases. Each project in the
ECM Program will utilize either the waterfall, agile, or hybrid approach. These are all examples of
SDLC.

In addition, Information Services recommends adherence to SDLC guidelines as a requirement for
all OnBase Administrators, OnBase Liaisons, Project Core Team Members, Business Process
Owners, SMEs, End Users, etc. Everyone involved in an OnBase Project must adhere to these
standards to ensure a successful and timely implementation.

10




Additionally, compliance with change management and change control standards is essential to
ensure the OnBase Project Team is fully briefed on all changes introduced into the Enterprise
ECM system. The project manager will take the lead in assigning and tracking task completions
on projects, and is empowered to escalate to management as needed to mitigate risks. The ECM
Program Manager is authorized to implement SOPs and oversee cross-training as needed to ensure
compliance with the methodology.

e Establish SDLC SOPs (include required artifacts, design reviews, change management,
change control, etc.) (11/30/2014)

e Cross-train OnBase Administrators and project participants in SDLC (included with each
project)

e Monitor compliance with SDLC methodology (i.e. signed acknowledgements, review
artifacts, provide feedback/guidance, etc)

11




Appendix |

Abbreviations and Glossary

OnBase In addition to document imaging, OnBase is a
collection of technologies (100 plus tools) used
to capture, store, access, process, integrate and
measure business information across an
organization.

ComDev Community Development

DOT Department of Transportation

I.S. Information Services

SDLC System Development Life Cycle is a

conceptual model used in project management
that describes the stages involved in an
information system development project, from
an initial feasibility study through maintenance
of the completed application.
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Willie Hopkins, Support Services Agency Director

Sharon Stanley, Information Services Director

Ed Biggs, Acting Information Services Director

Julia Levesque, Information Services Division Manager
Yolanda Rucker, OnBase Project Manager

Jim Pehrson, CPA, Comptroller/Finance Director

Faye DiMassimo, Transportation Agency Director

Rob Hosack, AICP, Community Development Agency Director
Deborah Dance, County Attorney

Internal Audit Department File
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Appendix Il
Auditee Response

INFORMATION SERVICES

100 Cherokee Street, Suite 520
Marietta, Georgia 30090-7000

Phone: (770) 528-8700 Fax: (770) 528-8706 Sharon A. Stanley
Director
DATE: October 31, 2014
TO: Latona Thomas, CPA, Director, Internal Audit

FROM: Sharon Stanley, Information Services Director y/ R
SUBJECT: Response to the Internal Audit Division’s Letter Report — OnBase Security Invesit

This memo is in response to the subject report dated October 8, 2014, In the analysis found in the report, you
determined that although an employee had inappropriately accessed another department’s OnBase document
repository, only two documents had been accessed, and those documents were related to a request for assistance
from that department. Also, though all other documents were fully available to the employee, no other documents
were determined to have been accessed and used in an inappropriate manner. Your analysis also determined that the
security prolocols and privileges within the OnBase system were such that misuse of the documents, whether or not
on purpose, was a risk. You made several recommendations to help ensure the security and integrity of the OnBase
system and to provide for a successful and repeatable project management approach for the further development of
the OnBase system. Our responses to those recommendations are found below.

The Information Services Director should:

Recommendation 1: Make the development of a security plan for the OnBase project a priorily issue to
ensure that as the project is developed, security of the information stored on the system is properly protected from
improper disclosure and accesses by individuals that do not have a need to review the information.

Response: Information Services concurs with this recommendation:

Planned Actions and Projected Completion
Information Services concurs with this recommendation. Funding was obtained in FY15 to address OnBase
security in a phased approach within the ECM OnBase Program. The ECM Sponsors Group previously
approved two priority Security projects for OnBase. The ECM Program Manager will now take back a
recommendation to the sponsors to approve five priority Security projects, An Application Security Plan will be
developed by Information Services which will include OnBase as the first application in the plan as noted below
in Security Phase 3.

In addition, Information Services has reviewed and implemented revised configuration access rights in
production. Configuration rights are now restricted to the ECM Team only which is in compliance with
standard access protocols for all applications where Information Services is the system administrator.

The ECM Program Manager will continue to collaborate with Information Services Technical Operations and
Client Services Divisions according to established security standards within the department per Information
Services policy, Security, taxonomy, change control administration, and change management are included as
priorities in the OnBase Expansion RFP (scction 5 OnBase Service Deliverables) and EIA Report (section 2
Ready the Environment).

A four point approach to Program controls is available in EIA Report (section 5.3.2 Investing in Program
Controls). This approach incorporates security among the standard controls for the Cobb ECM Program at the
initiation of an OnBase projeet.

Actions included in each priority Security project are listed below:

14




o

o

Security Phase 1 - Implement Periodic Self Audit of OnBase System
= 1" audit completed on 8/15/2014
= Provide quarterly updates to ECM Sponsors Group (user security updates/changes)
= Conduct OnBase Documents Audit by Departments(semi-annually)

Security Phase 2 — Implement Security Controls for OnBase Documents, Vendor/User Accounts and
the Production Environment (Targeted completion 10/30/2014)
*  An OnBase Document Audit by Department was conducted for the 20 departments who
currently use OnBase. (completed for 18 of 20 departments, 2 departments did not respond)
= Distributed three Audit Reports to department heads
1. Report 1 - Identify who has access to department documents
2. Report 2 — Summary Report to remove anyone who should not have access
to department documents
3. Report 3 - Identify who has viewed department documents within 1 month
= Vendor/User Account Security (completed)
+  Develop User account request forms (to add, modify, deactivate OnBase Users)
o Develop Vendor account request form (eliminate generic accounts, create unique
vendor user accounts with access to TEST environments)
»  Secure Production Environment (completed)
* Restrict configuration access in production database (limit access to OnBase Change
Control Administrators)
e Secure passwords for administrative accounts (Manager, Administrator); restricted to
ECM Program Manager and OnBase Change Control Administrator
e Resirict rights to view transaction logs (OnBase Core Team only}
+ Llininate security access to purge transaction logs (remove security rights)
« Sensitive Documents SOP - remove access to county sensitive documents (such as
HR, Medical Examiner, Juvenile Court, ctc)
«  Retire Obsolete User Groups SOP ~ delete user security groups no longer in use and
groups with excessive privileges

Security Phase 3 — Develop Information Services Application Security Plan to include the OnBase
apphcanon (Target completion by 1/31/2015)
Develop ‘Draft’ Information Services Application Security Plan — by 12/31/2014
= Approve ‘Final’ Information Services Application Security Plan — by 1/31/2015
=  OnBase will be the first application incorporated into the Information Services Application
Security Plan
v Integrate application system security best practices into System Development Life Cycle
(SDLC) based on the National Institute of Standards and Technology (NIST) Security
guidelines
»  Document, publish, and incorporate standards as they are defined

Sccurity Phase 4 — Conduct previously identified Vendor led Audit (as requested in RFP). Implement
security guidelines for each OnBase project throughout 2015
= [Interim security guidelines and SOPs were implemented and distributed to the ECM Onbase
project team (until the Information Services Application Security Plan is completed)
»  Vendor led audit will include
e Analysis of current user security model and recommend best practice standard
for an enterprise OnBase implementation
s Specific emphasis on Active Direclory/OnBase user group synch, user group
privileges, network authentication options
¢ Recommendations for support team model (roles/responsibilities) for enterprise
implementation

15




s Recommendations of best practice approach for security migrations across
environments (TEST, QA, Production)

o Security Phase 5 - Establish SOPs and compliance requirements for: Security, Taxonomy, Change
Management and Change Control Procedures. Security will be implemented on the security
requirements of the specific project.
»  Interim security guidelines and SOPs were implemented and distributed to the ECM Onbase
project team until the Information Services Application Security Plan is completed
(completed 10/30/2014)
= Final standards to be initiated during individual ECM Project implementations.
*  Examples:
= Separate privileges across user security groups (i.e. view, print, create, modify, delete,
configure, etc)

»  Change Control (migrating changes across environments - advanced notification &
documentation requirements)

= Configuration Management (who is authorized to configure various application
features/functions such as: users, user groups/rights, keywords, scripts, disk groups, etc)

=  Remove default naming convention for web servers, application servers, application
pools (establish secure, unique naming convention)

= File security (manage file shares using advanced utilities — to restrict ability to navigate {o
files using unc paths )

Recommendation 2: Ensure that the OnBase Project Team follows up with the software vendor to restore
the missing portions of the configuration transaction log lost during the April 2014 system upgrade. Periodic status
reports should be provided until the issue is resolved.

Response: Information Services Concurs with this i dation; the vendor has confirmed that we
are unable to recover the missing configuration transaction logs.

Planned Actions and Projected Completion
Information Services escalated this matter through vendor support. The vendor advised that recovery is only
possible if the logs are found on backup files. We conducted a search through database backups in an cffort to
recover the configuration transaction logs prior to April 2014, The prior logs were not found and cannot be
restored.

Note: while the configuration transaction logs prior to April 2014 are not available, the actual OnBase
configuration is intact within the OnBase database.

Actions taken and future plan to ensure no recurrence of this issue:

o Immediate removal of ‘configuration transaction log purge’ security rights to prevent future loss
of configuration transaction logs (completed 8/13/2014)

o Investigate recovery of missing Configuration Transaction Logs — completed 10/30/2014

o Develop Configuration Transaction Log SOP — Targeted completion 11/30/14

Recommendation 3: Discuss the inclusion of the employee with their expertise, advanced training and
working knowledge on the enterprise-wide implementation of the OnBase solution. They should be utilized to help
the County achieve its enterprise-wide goals and projects. A specific time commitment to the project should also be
negotiated.

Response: Information Services Concurs with this recommendation

Planned Actions and Projected Completion
Information Serviees concurs with this recommendation. In addition, multi-departmental project core teams will
be included in OnBase projects to leverage institutional business knowledge, advanced training, technical
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experience and expertise from employees across the county. Subject Matter Experts (SMEs) and Business
Process Owners are essential to a successful enterprise ECM solution. Inclusion of all these resources will be
utilized to help the County achieve its enterprise-wide and department specific goals and projects.

Appropriate time commitments to each OnBase project is required as a critical success factor from the Core
Team members. Listed below are examples of active projects with multi-departmental resources. The Core
Team has been notified for each project and requested to identify potential schedule conflicts for the next
quarter. Detailed project plans and project calendars are being finalized at this time.

o ePlan for Site Plan Review Project — multiple departments (Target completion Spring 2015)
o Circuit Defender Case Management Project— 2 departments (Target completion Spring 2015)
o Finance/Advanced Capture Project- 6 pilot departments (Target completion Spring 2015)

Recommendation 4: Ensure training for all members of the OnBase project team are commensurate with the
system development needs. The training and knowledge of the team members should be coordinated with project
development goals.

A e di

Response: Information Services Coneurs with this rec anid prop additional training guidelines

Planned Actions and Prajected Completion
Information Services concurs with the recommendation regarding training for all members of the OnBase
project team.

In addition, to ensure Program continuity, adequate support, appropriate infrastructure build out and
configuration; Information Services proposes that all OnBase training be coordinated through the ECM
Program Manager, or their designee, which is similar to the training program found within the county’s GIS
program, Training will be scheduled to compliment skills requirements for the projects and priorities as set by
the ECM Sponsors group. This will ensure just in time training for all Cobb resources.

Information Services included training at all levels of the organization in the OnBase Enhancement RFP and
EIA Report. A summary of the training component of the ECM Program is available in the EIA Report (section
5.3.1 Investing in the Internal Team).

o Training for OnBase project team (ongoing)
o Training at all levels within the County (ongoing)
o Registration for OnBase Training coordinated through Information Services

Recommendation 5. Ensure the OnBase Project team follows established SDLC prineiples in providing
oversight and guidance to the development of all OnBase projects. A thorough knowledge of the security
requirements of the system should be obtained and integrated in all future system development.

Response: Information Services Concurs with this recommendation and prop SDLC principles be followed
by all participants on OnBase projects

Planned Actions and Projected Completion

Information Services concurs with this recommendation. Established SDLC principles are included in the
OnBase Enhancement RFP (section 5 Service Deliverables & 6 Professional services) and in the EIA Report
{scction 3.6 Shared Solution Attributes and 3.7 Common Project Tasks). The OnBase Enhancements RFP
specifically required PMBOK or similar SDLC methodology which outlines clearly defined phases. Each
project in the ECM Program will utilize either the waterfall, agile, or hybrid approach. These are all examples
of SDLC.

In addition, Information Services recommends adherence to SDLC guidelines as a requirement for all OnBase
Administrators, OnBase Liaisons, Project Core Team Members, Business Process Owners, SMEs, End Users,

4
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etc. Everyone involved in an OnBase Project must adhere to these standards to ensure a successful and timely
implementation. Additionally, compliance with change management and change control standards is essential
to ensure the OnBase Project Team is fully briefed on all changes introduced into the Enterprise ECM system.
The project manager will take the lead in assigning and tracking task completions on projects, and is
empowered fo escalate to management as needed to mitigate risks. The ECM Program Manager is authorized to
implement SOPs and oversee cross-training as needed to ensure compliance with the methodology.

o  Establish SDLC SOPs (include required artifacts, design reviews, change management, change control,
etc.) (11/30/2014)

o Cross-train OnBase Administrators and project participants in SDLC (included with each project)

o Monitor compliance with SDLC methodology (i.e. signed acknowledgments, review artifacts, provide
feedback/guidance, etc)
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Attachments

Recommendation 1: Security Plan
Reference: OnBase Expansion RFP (section 5 OnBase Service Deliverables)

5 “OnBase" Services — Service Deliverables

As part of the professional services requested in this RFP, the Cobb County Information Services request the selected
vendor to do the following:

501 Documentation

The selected vendor shall create and provide the following d ion in the course of the ptojecl

1) Dy tati ded nmh’or performed Ccnf‘ iguration changes so that Cobb may gain expertise in-house of
the application

2) A Communications Plan

3) A Formal Project Implementation Guide (Project Plan)

4) Curriculum of recommended End User Classes along with training materials

5) Training plan for the impl tation of new mod
6) ‘I‘mmmg plan for administration training
R dations for ing OnBase support team

8) Recommendations for change ccmrol management

s Infrastructure

Create a finalized infy lysis with dations regarding:

1) N I for anticipated growth

2) Londbn}ancmgasneeded

3) Number of environments needed to support business p and impl ion of additional modules

503 Configuration Set Up
1) Conduct an audit and analysis of current configuration and recommend best practices
2) Implement best practice configurations

Recommendation 1: Security Report
Reference: EIA REPORT (section 2 Ready the Environment)

Ready the OnBase Environment / Team
Before work on system configuration can begin,
CobbfHarvest will need to prepare the technical
environment and begin the process to expand the
OnBase team at Cobb. Development of the OnBase
team is critical to ensure Cobb is capable of
maximizing OnBase investments.

Toam

Hyland Notea: This activity aligns with strategic goals to
provide sound technology infrastructure and maintain
highly skilled resources, Investment in the OnBase team
will allow Cobb to expand OnBase more rapidly.

Ready the Envitonment |

Recommendation 1: Security Plan

Page 1of 7
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Attachments

Reference: EIA REPORT (section 5.3.2 Investing in Program Controls)

Recommended Aclions:

of sueh f;cml.lulf though they are num
(:m\lwlh 1 plice will allow Cobly Id houghilfully watrodieco and suppor now OnlBase solulions n produckon sallings.

Uising the 1able bolow. the oasies! woy to
Iy Cabb, such as axstng LOG

a conlrals i a AopHng (Onknsal |

3 5 o mode A after progians apphed o albe
s Assuming thoese conliols moet Cobb mequirements, Coble can reuse such policies for e managament ond suppon ol OniEaso
The key her s 1o have lhe sialegy n p!'.n“w and mieke suie o provess 15 place 10 guide coach of the aclivilies
Dabonw il el Lo protect the avleqrity of pinnned solulbois

s (eonioks) 1o ansure solubions are on-point, 1L s commaon for
N o by and

ainadie (OnBaose) program. Having the prope

critfeal systoms used

Bl e bl below, Rireduction of he conboks

Myland Note Al grogram conbiols aie not sequired day 1, Bul shoukd be addiessed over he be cycle of the 200 Roadmap  Start this aclivity a5 pan of Step 2 Ready the

Example (OnBasa) Program Controls:
IS I Business

1 Standard IS Controls

Bumaness Continuty andion BIR Plisning
Capaity Plannsg

Secuty Plnaing
1._;1\!)050”\‘ Rowd Riap
Technical Vininewg
Work Criser Process

2 Standard Business Controls

Access and Securily
Entenpis Road KMap
Liser Tosting Pl

Ehser Tramng

ECM / OnBase

3 Standard ECM Controls

= Classilications Taxonomy (see nexl seetion)

s Indormabion Inveniory

= Records Retestion (Management) Policy

4 important OnBase Controls
Change Management Policy

Incren

Tean T TNy
Upgrade Strategy

FE
-§-
El

51.5PRODY

Hyfand Note: Regarding Secunty - (1) If departmental meounces epoit to 85, they may be granted secunly sghts m geeduction, based on change coniod procedures. (23 1
ehepantmental resonaroes repan Lo the depadment, they will be granded secuily nghts n TEST, based on change conlrol proceduzes 55 dilmned by Colib

Recommendation 2: Restore Missing Transaction Logs
No reference for this section

Recommendation 3: Include Employees Expertise / Knowledge
Reference: EIA REPORT (section 3.7 Common Tasks Key Participants/Actions)

implementing OnBase.

Common Project Tasks:

1 Discovery

Thes 1ask will requen: Cobb IS and Mamves) Servec
to meel with mpacted busness users
Sollion requireiens Solulon fe
Lo define the Tull scope of the project, valickie b
eshmates awd compleleiupdale the detaided project

2 Design/Build .
This task will requue Cobb I apvesl Services teams :
desegn and bukd the Onlas ubon using lowbevel
solshon requirements, N
3 User Acceptance Testing (UAT) .
r Cobl 15 and SMES to design and :

e the Cobiase solition |

ey for oo .

3.7 Common Project Tasks (OnBase Solutions)

The following table contains a listing of project tasks to be applied during steps 3, 4 and 5 of the Roadmap. Though duration per activity will
change based on the solution being defivered, Cobb divisions can expect the following methodology (approach) to be followed by the teams

Key Participants /Actions

Cobl SME . Harvest
Lead: Cobb 15 & Harvest
Hey Contebutors: Cobls SHME
Decument B cument process, requiements
Agree o solulon scope, inchsions

Finvlize budgel, professional scivices estimales

Codils SKES, 15, Hasvest

Sohion
m Onllase DEV

Solulions are configu
Execue functional besti
Presenl progress (weekly) 1o colbect feediyck

ol SMEs, I%
Lexinel” Colib [
Serlubicks are migie:
Disigmn and Goecute | o
Diesign and exeoute pedormance st
Cobla IS/ o mnagedenedy osue os

Qutputs / Dependencie

Solten Requinem
A i of {23 SH
Mansgement i user pa uiunpmmn s e y
Business asers should expect G- 10 days
Pariicipaion per sohdlon

PR

suhtion Requinements Document”
+  Onitase Soltion delivered for L
o Business users shoud expeel 3
participaion o walicile e
progress and confam the SR

. (S

[Closedy Solution Requeemnents Docuiment
Dhehivesresed OnlBase Soluton

Putinss users shondel ffl porticipation (5- 10 days)
LEAT 5 o ssvinnirnniens af 100 cinys

Hytand Note: Ths stegp i the methodology s diven
prmaiity by Cobb Harw rodez in s slep will be
iy o jesohae any s hat surface during ke

Sy
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Attachments

Recommendation 3: Include Employees Expertise / Knowledge
Reference: EIA REPORT (section 3.7 Common Tasks Key Participants/Actions)

tputs / Dependencies’

4 Tralning, Release

s fask wall fequere Cobb 15, Cobb SMES and Harvest 1o
migrateinelease the Cnfinse solulson to produglon

Thes 135K wi also iequite Cobb o commemicate updales
ton M husmess and et vsees as necdid 1S highly
recommnded T W toke place Iy degatment and
inchates SMES to suppot the Wansinn 1o new

Cotibs S sl

Leiwd: Cobily SMEs, Coblf1S & Havas!
Design and execute communicitg pang
Dertagn and execute emd used Wnmng

anch execube solfon nese

Sokibins are migrated 1o PROD (OnlBase leam)

Ercule posttoke

st fappros. . 10 days)

o (Approved) User Acceplance Teslig

s Business users shoukd expeet & 10 days of
prrEticipation b L end users and prowde suppon
oo i ke OF the salution

Hyland Nete TI.IHDNJ e users 15 3 CHRical Lask fod Ihe
OnBiase leam when new solubans ane snglémented  Ths

.
.
o Provide ‘exlia’ raning to desgnated SHAGsS
.
.

ctalig b days 1o answer sk vl f
y i ovalnale solule  CelRasi

heslth n liu‘ adoplew) business ared

Hevisd tramed

e Coli Lo dedi g pUOCedtEes whien
capaldes 1t BUSHIESS,

" The achual nunber of days for each sk will vy by poject, Cobb 15 and Harvest will estimale Bee daationteflon duning gropet pianning seps.
= W ell By very impotton for C SR TUR TR k peopencl sovpee. Dt ds bed practice s 1o give wses e 1o uge the solulion for o penod of ke as non-essential
requerenments bend lo change alter use

Recommendation 4: Training
Reference: OnBase Expansion RFP (sections 5.04 Training OnBase Team)

504 Training (Details in Section 6.03)

1) Provide Certification Training for Cobb County OnBase support team. :

Certification Training can be performed or ded in any combination of the following ways:
a) A “public” centification class hosted at Cobb and attended by both County employees and people outside
of the County which defrays some of the cost
b) Performed by Hyland at another facility as part of their regular certification training
¢) Performed by Hyland at Cobb facility specifically for only Cobb
d) Via training.OnBase.com - As specified by Vendor.
¢} Via Hyland Premium Subscription — As specified by Vendor. (Cobb already has a subscription)
f) If centified, the selected vendor may lead the certification classes at a Cobb facility.
Proposer shall provide cost for option recommended in proposal.

2) Recommend, Develop and Provide curriculum and initial classes for End User training utilizing the train-the-trainer
approach. Vendor would initially teach the end-user classes and provide materials to us to continue training.

3) Develop training materials to be used by the various classes.

Reference: Recommendation 4: Training
Reference: OnBase Expansion RFP (sections 6.03 Training County Staff)

6.03  Coumty Staff Training

The proposer shall prepare a training plan for County staff that will enable them to operate and support the system.
Developing a full training curriculum and executing training is part of the deliverables of this project. For evaluation and
cost purposes, the proposer will give a draft training plan for the planning and teaching the following:

a. Certified Administrators (OCSA) - 5 people

b. Additional Certified Training as Recommended by Vendor — 4 people

¢. EndUser Training within Selected Departments (Identified in Section 5.06: Train-the-Trainer Approach
for their specific modules/solutions) — 5-10 People in each department

d. End User Training for End Users outside of Selected Departments for features/functionalities as
recommended by Vendor in curriculum (20 hrs — Specific curriculum to be determined) - 75-100 people

The proposed plan shall be refined as a final deliverable upon project initiation.

It shall include any courses to be provided off-site, classroom training, and on-the-job training necessary for OnBase
Certified and End User training. End User training shall be conducted at Cobb County’s facilities that support 12-15
students per class.

The training plan provided shall includ for time spent in each type of training and what method will be used to
execute the training. It shall also indicate how the required certification training shall be performed. See section 5.04 for
list of options.
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Attachments

Recommendation 4: Training
Reference: EIA Report (sections 5.3.1 Training Internal Team)

0. of lestig

5.3 Keys to a Sustainable OnBase Program (People, Process, Technology)

Ivestment in poopie, process and lechnoiogy will be enticad to encournge document management and workllow growth, execule the ncluded roadmag and enable

long-lerm success (siobdity) This section quickly miroduces the commitmants and aclvilies commonly adopled by (s org
delivery of OnBase and ralolod workllow campaigs.

lons seaing succasses n o

ol will need to build an mtemal (OnBase) leamn o fully benehl fem avaitalie solutions and ultimately, lower the 1ol coslt of ovnersiup, This team shoukd
consis of members on the (Core) 1S team 1o support the program os a wholo, and also include indiiduals willin each depatimentidivision ot Cobb as necessuy
o be a main poind of contact when peifaming discovery,

h

Lead

1 Executive Sponsor

*  Sponsors e Ondase progeam

. Sel sirategy. Goals and wision

* CommMEmCEs value 1o users

= Inspires depatmiental conmibimenls
+ Sel hudgels and Secure neeshinents

Dinero Sowee, 157 Buminess A

2 Buginess Sponsor

- Sponsors the Oullase progism oy

. Detnes busness goais

. INSPRES wSer conkilments

= Onwes Lasiness Wimsioniialesn
e Sownee. Busiess Area

3 Program Lead

Set (OnBase) sitategy, goals and wsion
Set (Onlase) lechnical acidloclne
Overseds e OnBase leam

Oversees CnBase contiols

Ovelses OnBase Deohouy

nleviil Souce’ 15

PR

Hyland Nefe'. lavest in s foe early. kost
Onbase peecls ae mpacted  negatvely
withoul visilde suppatibacking of internal

aponsors  thal ae wollbked aooss  the
busmess

Hyland  Note?  Infkence 5 a0 key
differentinlor Resouces fespiecsly

SponSerE) will ensie hat DUSIness decisions
are minde quickly  This Bail = ako very
hefpiul t0 encourge Dusiness iransionmation
fehange) hat is olen common wilh the
IEREAUCTon of new 1eChnoiopies

Leadership Roles and Expected Responsibilities:

i {OnBase] Sys Admin
(Cahb; Load Cullase At Onllage Aduin

. Manage the genetal comlguialon of

Onbase

- fanage he general pertonanoe of
CnBase

* Proviie tegly bevel aomadstrabion,
mamienance and supporl

v ks {CNBRYSC) solubans Rcally
Traming  Onflase combed  feahaeal
Al
mlediny Seiwee. 15 £ Alsmess Atea

# (OnBase) Work Mgt Admin
(Cobb: Worktiow Engineor}

e Mbanage warkiow configuralions n
Onase

. Proveicdie igh leviel adminztraton.
nnnlenpnce and supporl

o Owas (OnBase) workBow solulong
Incally
Tramig Onidase  cedified
fease mge ) dchmmEinto
Infernal Source 15 7 Buskess Area

wivkRew

3 (OnBase) Imaging & Index Team
{Cobb: Doc. Imaging Speclalisy)

. Bt caplune conbp s i
Onfase

o Expeule caplue prociss s
{scasung) in Onfkase

*  Classdy (idex) coment mapated il
Omilase
Tramdng: Ifeus g oy Sys or
Wgekfiow Advng
Ibernal Souee

157 Busmess Area

Build

1 Project Manager
(Cohb: Profect Manager)

. Prijerct leswd and fean coondnalon

= Mapage scope. msources, ke i
project budgets

o Adimnisten propect controls, status, sl
changeassue mgl
Infernal Source 15/ Buskiess Avea

2 Functional Analyst
(Cobb: Busingss Analyst)

. Suppoits decoviry antd recoading of
ISHIeSS T i1

+ Brokers commimscalions balween
business and i

. Leaas sokilon testing. balning and
PefEase aclvilies

. fopton) Suppons solalon discovery,
cofligueation
Intermad Source

15 ¢ Business Anea

3 Solution Engineers
(Cobb: Werkflow Admimstrator)

1Povede Solubion discovery and design
Pyowite Conhigueations (¢ . doc
lypes, Keys, secunty)

+  Configuee system caplure, enpoil
delvery methods

- Configuee work i
&g, Workliow)

* Frowide Tunchonal, regression and
ko esting
Infernal Soapce 15/ Busmess Aled

agement Sysiem

Supporting

[

Business SME {OnBase Lialson)
Brsimess process and req defedion
Testing, Uamnyg and felease support
Ful process ownarshgy ior he dopt
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Application Analyst
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Manageisuppoit bus. appbcabions
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Network/infrastructure Analyst
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Security/Compliance Analyst
Sel compodale comphance shiategy
Setiegal, polity & PIoCodure reqms
Set secunly rales, nghls and resticlons
Il Source 15/ Bismess A
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Recommendation 5: SDLC
Reference: OnBase Expansion RFP (section 5 OnBase Service Deliverables)

5 “OnBase" Services — Service Deliverables

As part of the professional services req d in this RFP, the Cobb County Information Services request the selected
vendor to do the following:

501 Documentation

The selected vendor shall create and provide the following documentation in the course of the project:

1) D ionofr ded and/or performed Configuration changes so that Cobb may gain expertise in-house of
the application

2) A Communications Plan

3) AFormal Project Implementation Guide (Project Plan)

4) Curriculum of recommended End User Classes along with training materials

5} Training plan for the impl tation of new modul

6) Training plan for administration training

7) Recommendations for structuring OnBase support team

8) Rec dations for chang | g

502 Infrastruciure

Create a finalized infrastructure analysis with r dations regarding:

1) N y changes for anticipated growth

2) Load balancing as needed

3) Number of envir ded to support business p and impl ion of additional modules

503 Configuration/Set Up
1) Conduct an audit and analysis of current configuration and recommend best practices
2) Implement best practice configurations

507 Support Reconnnendations

We expect the Vendor to recommend industry best practices for internally supporting the OnBase solution across the
County. This would include recommendations on how to best manage change control either through workflow and/or
configuration migration. We want the Vendor to revisit these recommendat ions at the end of the engagement that considers
our unique business constraints and deliver final recommendations in a written report.

509  Best Practices Recommendations

The selected vendor would make Best Practices Recommendations from an enterprise support perspective for the following
during the course of the project:
1)Evaluat ber of 1i ry for each module based on anticip use.
2)Evaluate current configuration setup and make recommendations that best suit the business needs of Cobb.
3)Review security setup to ensure it effectively meets the needs of an enterprise solution for the County.
4)Evaluate additional functionality for use in various business processes. Additional functionality may be
impl d along with module impl jons to achieve goals as explained in Section 5.06. Or it might be

recommendations as a method to achieve future goals.

A
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Recommendation 5: SDLC
Reference: OnBase Expansion RFP (section 6 Professional Services)

6 Professional Services
Cobb County wishes to find a vendor that has application expertise; we require the following d to be included in
the proposer’s response.

601 Praject Definition
Jrid.

The proposal should i an i v deseribing an overall imy
refined as a final deliverable upon project initiation.

plan. This proposed plan shall be

A sample of previous Implementation Plans shall be included. Either by the sample or by list, the proposer shall indicate
why types of artifacts are normally produced in their Final Implementation Plan.

The prop must include hours to eval the current system/business pi and p: b and d
necessary changes to effectively and most efﬁt:lently expand On.Base ﬁmchomhty These services shall be extensive with
the proposer providing most of the effort in both d and configuration of the
system. However, there should be emrugh |mnmg during the unpiemematmn to allow the County to change and support

the system as needed after i is

6.02  Project Management
Cobb County uses the Project Management Institute’s (PMI) Project Management Body of Knowledge Guide (PMBOK)
hodology as a project t best practi

k)

The proposer should descnbe their experience in impl ting and ging projects using PMBOK or a similar project
( gy. The proposer should also include what tools or techniques they will use to effectively manage

this projeet

The county is particularly interested in how the proposer’s project management approach utilizes the following or similar
key process groups when lmplementmg a project. Also, the proposer should provide documentation which shows their

ding of the application of such de ts within each key process group.
1} Initinting - Semngup the pmject for success by identifying the right team (especially the project manager) and scope,
as well as determining the i p between the project and its alignment with the client’s overall objectives.
2) Phuming - Developing the relevant , timelines and milestones, and aligning project deliverables tol
priorities (i.e. risk management, communications, quality, cost/budgeting, duration and sequencing, external
dependencies).

3) Executing - Assigning a project team and distributing information to ensure the proper pmject activities are

Ad

undertaken. This process also includes ensuring quality assurance methods are inplace to g

4) Controlling smd Monitoring - Ensuring the resulting project activities is in check with the original project charter and
plan, and risk from lled external actions is mitigated.

a.  Monitor quality, costs and schedule;

b. M keholder relationships, risk and contract monitoring;

c. Identify discrepancies (or variations) within the project schedule to ensure project schedule is met.
d. Ensure proper project communications

5) Closing — Making sure you have delivered everything expected of the project.
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Recommendation 5: SDLC

Attachments

Reference: EIA Report (section 3.6, 3.7 Shared Solutions & SDLC Methodology)

3.6 Shared Solution Attributes

Shared Solution Tasks:

1 Taxonemy

le. |.ask mH ruqu.

The following takle contains a listing of solution tasks andfor features expecled to provide value across individual OnBase

aut to reduce replication in the tables above {sections 3.3, 3.4 and 3.5). CobbiHarvest teams are
the delivery of new or updated OnBase selutions al Cobb (e.g. CONTRACTS - Files & Folders, HR — Capture, Access, Files & Felders).

n:lrmdy <.L\‘hmgrs_ A
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implementing OnBase.

Common Project Tasks:

1 Discovery
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3.7 Common Project Tasks {OnBase Solutions)
The following table contains a listing of project tasks 1o be applied during steps 3. 4 and 5 of the Roadmap. Tl\ougl\ duration per activity will
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	System Development Life Cycle is a conceptual model used in project management that describes the stages involved in an information system development project, from an initial feasibility study through maintenance of the completed application.
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