
 

 

INTERNAL AUDIT DEPARTMENT 

Report Number: 2022-04 
 

FINAL CONSULTING REPORT –  Electronic Fund 
Transfer (EFT) Payment Diversions  

 

April 7, 2022 
 
 

 
Latona Thomas, CPA, CIA Director 

Tenaye Francois-Arneson, CIA, CFE, Senior Internal Auditor 
Erica Brooks Peters, CPA, Senior Internal Auditor 

Margarite Benevento, Senior Internal Auditor 



 

 

 
Table of Contents 

 
Transmittal Memorandum ............................................................................. Page    i 
Background .......................................................................................................... Page   1 

Results of Consulting Review ........................................................................ Page   3 

The Internal Control Framework over Vendor Modifications Need 
Improvement .................................................................................................... Page   4 

Vendor Modification Policies and Procedure are Needed  
(Control Environment) ............................................................................................ Page 5 

Recommendation 1:  ................................................................................ Page 6 

Countywide Policy or Guidance Needed re: Vendor Information  
(Control Environment) .......................................................................................... Page   6 

Recommendation 2: ............................................................................ Page 7 

Additional Staff Training is Needed (Risk Assessment) ..................................... Page   7 

Cybersecurity Awareness Training (Risk Assessment) ............................. Page   7 

Risks and Internal Controls Training (Risk Assessment) .......................... Page   8 
Recommendations 3 - 4: ..................................................................... Page 9 

Adherence to Vendor Modification Authentication Process Needed  
(Control Activities) ................................................................................................. Page   9 

Recommendation 5:  ......................................................................... Page 11 

Segregation of Duties in the Vendor Master Management and Payment Process   
(Control Activities) ............................................................................................... Page   11 

Recommendations 6 - 7: ................................................................... Page 12 

Recording of Vendor Payments (Control Activities) ........................................ Page   13 
Recommendation 8: .......................................................................... Page 14 

Countywide Fraud Notification Protocols are Needed (Information and  
Communication) ................................................................................................... Page   14 

Recommendations 9 - 10: ................................................................. Page 15 

Record Maintenance and Retention Guidelines (Monitoring)  ........................ Page   16 

Vendor Master Audit Trial Functionality (Monitoring) ......................... Page   16 

Record Maintenance and Retention (Monitoring) ................................. Page   16 
Recommendations 11 - 13: ............................................................... Page 17 

 

 
 



 

 
 
Appendices 

Appendix I – Detailed Objectives, Scope, and Methodology ..................... Page   18 

Appendix II – Abbreviations  ..................................................................... Page   19 

Appendix III – Major Contributors to This Report ..................................... Page   20 

Appendix IV – Final Report Distribution List ............................................ Page   21 

Appendix V – Outcome Measures .............................................................. Page   22 

Appendix VI – Auditee’s Response  ........................................................... Page   23 

 

 

 

 



 

 

 

 
April 7, 2022 

 
 

MEMORANDUM  
 
TO: Dr. Jackie McMorris, County Manager 
 

FROM: Latona Thomas, CPA, CIA, Director   
  
SUBJECT: FINAL CONSULTING REPORT –  Electronic Fund Transfer (EFT) Payment 

Diversions  
 
Attached for your review and comments is the subject final consulting report. The overall objective 
of this consulting project was to gain an understanding of how a fraudulent electronic transfer of 
funds discovered on November 3, 2021 occurred and assess the related control weaknesses.   

Impact on the Governance of Cobb County 
The recommendations, when implemented, will improve and strengthen the internal control 
framework over vendor modifications and payments.  County leadership, vendors, stakeholders, 
and citizens can be assured that vendor modifications are properly authenticated, reviewed, 
documented, and monitored to minimize, if not eliminate, the fraudulent redirection of vendor 
payments.  

Executive Summary 
During our review, we identified weaknesses in the overall internal control framework for the 
vendor modification and payment process that contributed to the fraudulent transactions.  In 
addition to the initial fraudulent instance, two additional instances of fraud were identified relating 
to two separate vendors.  The loss due to the three incidents of the fraudulent redirection of vendor 
payments totaled $988,862 and occurred in FY2021 and FY2022.  The accompanying pages 
include a summary of the weaknesses noted and the corresponding recommendations to improve 
and/or strengthen various components of the County’s internal control framework.   

Recommendations 
We made thirteen (13) recommendations to strengthen the internal control framework over the 
vendor modification process.  The recommendations are documented in the ‘Results of Consulting 
Review’ on Pages 3 - 17. 

 
 



 

 ii 

 
Responses 
The Chief Financial Officer provided a response to our draft report and concurred with all 13 
recommendations. The complete responses to the draft report are included in Appendix VI.  The 
Finance Department has initiated the referenced corrective actions, with an expected completion 
date of April 30, 2022.  The Accounts Payable Division Manager is the position responsible for 
implementation unless designated in the respective responses.  Although the corrective actions 
provided are not presented in a comprehensive format, we expect that each will be implemented 
as recommended and concurred.  Otherwise, the Finance Department assumes the risk thereon.   

We will perform a follow-up on corrective action in one year from the date of this report. A copy 
of this report will be distributed to those affected by the report recommendations, as reflected by 
the distribution list in Appendix IV.   Please contact me at (770) 528-2559 or Tenaye Francois-
Arneson at (770) 528-2642 if you have questions.    
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Background 
 

Vendor Enrollment Process1 
All vendors wishing to do business with Cobb County (County) must register with the County in 
order to be paid for goods and services provided to the County. In 2005, the Purchasing Department 
launched a Vendor Self Service (VSS) portal , a convenient way for vendors to register with the 
County and to search for current business opportunities. The VSS is currently undergoing critical 
security updates and is unavailable.  Prior to the suspension of the VSS for upgrades, vendors 
could submit their application to register online via VSS, and existing vendors could update their 
account information. Currently, vendors wishing to register with the County are required to submit 
a completed Cobb County Manual Vendor Registration Form and an IRS Form W-9 to a vendor 
enrollment email account managed by the Accounts Payable (AP) Division of the Finance 
Department.  Per the Purchasing webpage, the manual vendor registration process was updated 
following the discovery of the fraud with the following message: “Due to a recent change in 
procedure, vendors will be required to verbally verify their application, including EFT2 
information (if applicable). Vendors will not be activated in the system until verbal verification is 
completed”.   

Vendor Information Modification Process1 
Vendors wishing to modify their information, after completion of the initial vendor enrollment, 
are required to submit a completed and signed Vendor Information Form and a newly completed 
IRS Form W-9 to the AP Division. In some instances, vendors may contact the County department 
they are contracted with for assistance in making changes to the vendor information.  In these 
instances, the contracted department staff  provides vendors with the AP Division contact 
information,  forward email requests to the AP Division staff handling vendor enrollment, and/or 
provide the required forms to vendors.   
 
Roles and Responsibilities  
Accounts Payable Division 
Accounts Payable (AP), a division of the Finance Department, is responsible for vendor enrollment 
and vendor payment. The vendor enrollment and modification requests are received and reviewed 
by an Accountant in the AP Division to ensure the vendor has submitted all required documents. 
The Accountant uploads the submitted documents to OnBase3 for validation and approval by the 
AP Division Manager.  

Purchasing 
The Purchasing Department (Purchasing) is responsible for all functions related to the procurement 
of equipment, goods, and services for user departments.  The role of Purchasing is limited to 
assisting vendors with navigating the VSS registration system, when it is in operation.  Purchasing 
staff also guide vendors on where to find the manual registration forms and/or direct vendors to 
contact the AP Division via vendor enrollment email or phone.   

 
1 Source: Purchasing Department Webpage re: Vendor Registration and ‘How To Do Business With Cobb County Government’ 
[www.cobbcounty.org/purchasing]. 
2 An electronic funds transfer (EFT) are processed as direct deposits.  [Source: Cobb County Vendor Information Form] 
3 The County’s electronic content management system. 
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Treasury Division 
The Treasury Division’s payment process includes but is not limited to ensuring that there are 
adequate funds available to settle invoices via EFT transactions.  EFT transactions are also used 
for direct payments to vendors processed via the County’s AP Division within the financial system. 
 
Trend Analysis  
The count of active vendors registered to do business with the County during the three-year 
calendar periods CY2020 – CY2022 were as follows:  
 

Calendar Year 
End Active Vendors  

2020 25,446 
2021 26,101 
20224 26,171 

                             Table 1 – Source: Finance Department Accounts Payable Division reports.   

 
The changes in number of registered vendors is net of both newly registered and deactivated 
vendors. We were unable to determine the specific count of vendor modifications because the 
system only maintains the last modification record.  As such, this information is presented for 
contextual purposes only, as we did not perform any audit procedures and do not provide any 
assurance thereon.  
 
 
Purpose of the Project 
This consulting project was initiated at the request of the County Manager’s Office after becoming 
aware of an instance involving three (3) fraudulent transactions totaling $822,470.40.  The scope 
of this project initially covered the identified fraudulent transactions in August and October 2021; 
however, the scope was amended to include two additional instances during September and 
October, 2020 .  Detailed information on our audit objectives, scope, and methodology is presented 
in Appendix I.  Major contributors to the report are listed in Appendix III. 

  

 
4 The vendor count for calendar year 2022 was as of February 1,2022 and does not reflect a full calendar year. 
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Results of Consulting Review 
 

The overall objective of the consulting project was to gain an understanding of how a fraudulent 
electronic transfer of funds (EFT), discovered on November 3, 2021, occurred and assess the 
related control weaknesses. Internal Audit was notified of the fraud on November 10, 2021 and in 
collaboration with Risk Department, we interviewed the Chief Financial Officer, Assistant Finance 
Director, Accounts Payable (AP) Division Manager, AP Division staff who handle vendor 
enrollment and general inquiries, and a Buyer from the Purchasing Department who received a 
direct inquiry from the fraudster.  Our review of documents related to the fraudulent transactions 
included, but was not limited to email correspondence, documents submitted by the fraudster, 
vendor modification evidence, system changes, evidence of the fraudulent transfer of vendor 
payments, subsequent remittance of payments to the actual vendor, and transaction postings to the 
County’s financial system. 

Based on the  procedures performed, we were able to gain an understanding and assess the overall 
control environment surrounding modifications to vendor 
payments to include the electronic transfer of funds.  As 
indicated above, on November 3, 2021, Finance was made 
aware of and subsequently confirmed that an instance of 
fraud had occurred.  The referenced instance included a 
fraudster changing the EFT payment instructions for one 
vendor.  This instance impacted three separate vendor 
payments totaling $822,470.40.  See Table 2 to the right 
for details.  
 
During the process of assessing the control environment, two additional instances of fraud were 
identified relating to two separate vendors.  Both instances were perpetrated in September and 
October 2020, included two separate vendor payments each, and totaled $105,784.31 and 
$60,607.08, respectively.  See Tables 3 and 4 below for details.  In each of the three instances, the 
vendor contacted the AP Division regarding missing payments, and after internal research, the 
fraudulent payments were identified.  Our review indicated that all three fraud instances were 
executed in similar manner and communications between the fraudster(s) and County staff were 
via email. Payments were re-issued to all three vendors.  

 

 

Remittance 
Date

Remittance 
Amount to 
Fraudster

Remittance 
Amount to 
Vendor B

10/15/2020 102,959.31$          

10/29/2020 2,825.00$               

12/17/2020 105,784.31$     

Total: 105,784.31$          105,784.31$     

Table 3 – Source: Advantage Financial System reports.

Vendor B

Remittance 
Date

Remittances 
Amount to 
Fraudster

Remittance 
Amount to 
Vendor A

8/26/2021 518,490.61$          

10/14/2021 244,264.49$          

10/28/2021 59,715.30$            

11/5/2021 822,470.40$       
Total: 822,470.40$          822,470.40$       

Table 2 – Source: Advantage Financial System reports.

Vendor A

Remittance 
Date

Remittance 
Amount to 
Fraudster

Remittance 
Amount to 
Vendor C

9/17/2020 27,875.00$            

10/15/2020 32,732.08$            

11/12/2020 60,607.08$       

Total: 60,607.08$            60,607.08$       

Table 4 – Source: Advantage Financial System reports.

Vendor C
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During our review, we identified weaknesses in the overall internal control framework for the 
vendor modification process that contributed to the fraudulent transactions.  The accompanying 
pages include a summary of the weaknesses noted and the corresponding recommendations to 
improve and/or strengthen various components of the County’s internal control framework.   
 

The Internal Control Framework over Vendor Modifications Need 
Improvement 
There are five key components (Figure 1) in an effective 
internal control framework that work to support the 
County’s mission, strategies, and related business 
objectives:  the control environment, risk assessment, 
control activities, information and communication, and 
monitoring.  The control environment requires that 
organizational policies and guidance be established to 
ensure that the County’s goals and objectives are being 
accomplished.  The risk assessment component requires 
that periodic reviews/assessments of the established 
organizational policies be implemented for ongoing 
applicability and practicality.   
                       Figure 1 - Source: COSO5 Internal Control Framework 
Control activities include all preventative and detective controls (i.e. approvals, reconciliations, 
segregation duties, etc.).  Information and communication are an underlying thread throughout the 
internal control framework to ensure that timely, complete, and accurate information is readily 
available to make quality business decisions.  This component also includes periodic training and 
other reporting functions.  Monitoring is the final component that includes functions to ensure that 
controls are adequate, operating effectively and efficiently, and meeting the established goals and 
objectives.  The monitoring component should also be implemented at varying levels and includes 
the use of the internal audit function.   
While the framework is traditionally used in enterprise-wide assessments, it is quite useful in 
assessing individual functions.  As such, we found weaknesses in each component to include, but 
not limited to:   

• Control Environment 
o Vendor modification policies and procedures; and 
o Countywide policy or guidance re: vendor information. 

• Risk Assessment 
o Additional Staff Training – Cybersecurity awareness; and  
o Additional Staff Training – Risks and Internal Controls.  

 

 
5 Committee of Sponsoring Organizations of the Treadway Commission (COSO) is a joint initiative of five organizations that 
provides thought leadership through the development of frameworks and guidance on enterprise risk management, internal control 
and fraud deterrence.  One of the sponsoring organizations is the Institute of Internal Auditors.  

Control Environment

Risk Assessment

Control Activities

Information and Communication 

Monitoring

Key Components in an Effective Internal Control Framework 
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• Control Activities   
o Adherence to the vendor modification authentication process;  
o Segregation of duties in vendor master management payment process; and 
o Recording of vendor payments.  

•  Information and Communication 
o Countywide fraud notification protocols. 

• Monitoring 
o Record Maintenance and retention guidelines 
 Vendor master audit trial functionality; and  
 Record maintenance and retention.  

These improvements will strengthen the internal control environment, increase staff awareness of 
risk factors and importance of controls, and minimize the risk of theft, misuse or fraud. The areas 
improvements are detailed in the accompanying pages.  

 
 
Vendor Modification Policies and Procedures are Needed (Control Environment)  
There were no written policies and procedures for vendor modifications.  The AP Division did not 
have a comprehensive, written vendor modification procedures tool readily available for staff. 
Vendor modification process changes were communicated via email to AP Division staff.  The 
initial fraudulent redirection of vendor payments was discovered in October 2020 (See Table 4 for 
Vendor C on Page 3) and the second fraudulent redirection of vendor payments was discovered 
November 2020 (See Table 3 for Vendor B on Page 3); however, we noted no email 
communication regarding procedural changes until March 2021.  That email communication , from 
AP Division Manager, instructed staff to call vendors to validate requests to modify vendor 
information, and we noted no subsequent evidence of training provided.  In addition, the 
communication occurred three months after the successful occurrence of four instances of 
fraudulent payment diversions.  In April 2021, the AP Division Manager sent a follow-up email 
with instructions for all EFT modifications to include a completed Vendor Information Change 
Form (VICF) and documented evidence of validation steps taken.  The third instance of fraudulent 
payment diversion occurred eight months after these email notifications of changes in the 
procedures (See Table 2 for Vendor A on Page 3). 

Vendor modification policies and procedures are a critical component of a strong internal control 
framework and essential to, but not limited to: 

• Ensuring that adequate internal controls are established to safeguard vendor information 
and vendor payments; 

• Providing rules and guidelines for vendor enrollment/modification processing;  
• Providing guidance to ensure duties are performed in a consistent manner;  
• Assisting employees in understanding what is expected of them and places accountability 

for carrying out their duties as outlined in the policies and procedures; 
• Ensuring employees have resources to clarify the vendor information modification process, 

vendor authentication, and maintain required documentation; and 
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• Ensuring that any changes to the vendor modification process is formally documented and 
employees are notified of the changes and requested to acknowledge they understand the 
change.  

The lack of clear, documented policies, procedures, and corresponding training contributed to a 
weakness in the AP Division control environment resulting in the redirection of vendor payments 
totaling $988,862 in FY2021 and FY2022 combined. The implementation of comprehensive, 
written vendor modification procedures along with staff training will minimize the risk of future 
fraudulent redirection of vendor payments.  

Recommendation 
The Chief Financial Officer or designee should: 

Recommendation 1:  Consolidate the current vendor modification instructions into a written 
policies and procedures document to ensure the safeguarding of vendor information and ensure 
any changes made to vendor information is obtained from actual vendor. The revised policies and 
procedures document should include each component of the internal control framework over 
vendor modifications, the related expectations, and staff training.  Other recommendations and 
corresponding corrective actions included in this report should be incorporated into a written 
procedures document.  
Auditee Response: Concur 
We are currently on the second draft with an expected final completion of April 30, 2022.  

 
Countywide Policy or Guidance Needed re: Vendor Information (Control Environment)  
No countywide policy or guidance exists to limit the type of vendor information provided.  During 
the email correspondence with the fraudster in the Vendor A incident, two AP Division staff 
provided EFT remittance advice that was previously identified as information critical to the vendor 
modification authentication process.  In the Vendor B incident, the user department doing business 
with the vendor provided information about the vendor’s EFT enrollment status to the fraudster. 
In the Vendor C incident, the user department provided confirmation of payment related to three 
invoice numbers.     

One of the authentication steps implemented by the AP Division in March/April 2021, is to require 
vendors to verify the last three payments made to them by the County. Remittance advices contain 
key vendor information, such as vendor name, County vendor number, remittance number, 
invoice/voucher number paid, payment date, payment amount, County accounting posting detail, 
and a description of the services rendered.  This information is critical to the AP Division’s revised 
authentication process and was used to facilitate the fraudulent actions being discussed. The 
fraudster in the Vendor C case was unaware if the Vendor C was enrolled in EFT payment process 
prior to being provided that information by the user department. We even noted that Purchasing 
Department staff often provide key vendor invoice and payment information as requested, 
although not in either of these incidences.   
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Phishing scams succeed by obtaining information about the targeted vendor or individual to use in 
manipulating and redirecting vendor payments.  County staff should be trained and made aware 
that key information disclosed about County vendors could contribute to fraudulent actions against 
the County and its vendors.  Information provided to vendors should be sent via pre-established 
communication methods, only after authenticating that the request originated from the County’s 
vendor and should be done by authorized staff only.  

As discussed on Page 3, between August, 2020 and November, 2021, Cobb County lost a total of 
$988,862 to three phishing email frauds, where the fraudster(s) used the same technique to change 
vendor bank account/vendor payment method and redirect vendor payment to fraudulent bank 
accounts. In each of the three incidents County staff provided vendor information without properly 
vetting the requester and disclosed vendor information which was helpful for the phishing fraud 
to succeed.  Implementing a countywide policy or guidance on what type of vendor information 
can be provided during vendor modification requests including which positions are authorized will 
minimize the risk of fraudulent redirection of vendor payments and loss of County funds.  

Recommendation 
The Chief Financial Officer or designee should: 

Recommendation 2:  Implement a countywide policy or guidance on what type of vendor 
information can be provided as requested, to include which County positions are authorized to 
provide said information.  The countywide policy or guidance should also be reviewed with the 
County Attorney’s office to ensure that no open records compliance violations exists prior to 
implementation.  

Auditee Response: Concur 
This will be included in the policy referenced in our response to recommendation 1. 
 

Additional Staff Training is Needed (Risk Assessment) 
During our review of the fraudulent vendor payments, we observed that the AP Division staff was 
not adequately equipped with the training to properly carry out the duties needed for an effective 
control environment.  Specific responses obtained during in-person interviews and follow-up 
questions indicated a need for additional staff training in the area of cybersecurity, fraud risk 
identification, and internal controls.  

Cybersecurity Awareness Training (Risk Assessment) 
Several common fraudster techniques were missed during each of the three fraudulent vendor 
modification requests.  Specifically, the email requests received to make changes to Vendor A’s 
payment information contained a number of inconsistencies that was not recognized by staff prior 
to responding to the request.  

In the fraudulent transaction with Vendor A, an email account had been altered to resemble that of 
Vendor A, and no previous vendor email address was available in the County’s master vendor file 
to authenticate.  The fraudster was also unable to provide invoice information to look up requested 
payment information.  The fraudster asked to make financial changes because they had moved 
their banking to a new bank; when Vendor A had no banking account information on file because 
they were paid by a paper check.  When requested, the fraudster submitted an older version of the 
Vendor EFT Enrollment Form which required vendors to provide less authentication information. 
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AP Division staff subsequently emailed copies of previous remittances despite the vendor not 
being able to provide the corresponding invoice information. Internal Audit observed similar email 
communications and techniques used by the fraudster(s) relating to Vendors B and C.   
AP Division staff did not adequately review the email requests by the fraudster and/or validate the 
request against existing vendor information on file.  In the instance of Vendor B, the fraudster 
indicated that Vendor B was no longer accepting checks as payment and wanted to enroll in the 
Electronic Funds Transfer (EFT) payment method, when Vendor B was already enrolled in the 
County’s EFT payment process.  In each instance, the multiple inconsistencies within the email 
correspondence should have resulted in red flags or increased skepticism as to the authenticity of 
the requests.  As cybersecurity threats continue to increase, additional training is needed to ensure 
that AP Division staff are equipped to identify potential vulnerabilities within the vendor 
modification process.  This additional training will minimize future potential losses to the County 
and negative impact on County vendors.    

 
Risks and Internal Controls Training (Risk Assessment) 
Additional training is needed on the importance of identifying and assessing risks and the timely 
implementation of internal control activities to prevent or detect fraudulent activities.  There was 
a three-month gap between the identification of the fraudulent redirection of Vendor B’s payments 
and documented evidence of changes to the vendor authentication process.  No adequate 
justification was provided to explain the delay in communicating the changes identified, and no 
AP Division staff could remember if and when any other instructions or training had been 
provided.  The AP Division Manager asserted that verbal communication of additional instructions 
may have been provided, but no evidence was maintained to document the assertion.   

After the initial fraudulent redirection of Vendor C and B’s payments had been discovered in 
October and November 2020, respectively, an assessment of the root causes, the impact on County 
operations and financial reporting, additional training needed, and corrective actions should have 
been performed.  The information gained could have been used to strengthen the controls over the 
vendor modification process to deter similar fraud incidences.  When we inquired about why the 
fraudulent activities were successful, the AP Division Manager indicated that the Accountant did 
not call the vendor to authenticate the request, and later added that her understanding of why the 
fraud was successful in redirecting vendor payments was irrelevant.  As such, no evidence exists 
to substantiate that a comprehensive internal control evaluation of the vendor modification and 
vendor payment process was performed to deter similar fraudulent redirection of vendor payments. 

We did note, during interviews, that County staff continuously emphasized their approach to 
providing excellent customer service and prompt responses to vendor requests.  While we 
understand and agree with this focus, we believe there should be a balance between providing great 
customer service and the detection and deterrence of fraud, protecting both Cobb County and 
vendors.  Effective internal controls can be implemented only after the assessment of processes in 
place, identification of risk, and examining objectives, and it is critical that staff understand the 
reasons/purpose for validating vendor request or any other process they are asked to perform.   
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The AP Division staff may not recognize the need for ensuring timely implementation of controls 
to deter and detect vendor payment fraud, and thoroughly review email requests and compare with 
vendor information on file prior to determining if the request is valid and a response is needed. In 
this case, not thoroughly evaluating email requests, inadequate internal controls, not consistently 
performing the process control, and inadequate supervisory monitoring of controls to ensure that 
they are functioning as designed contributed to an additional $822,470 loss to the County.   

Recommendations 
The Chief Financial Officer or designee should:  

Recommendation 3:  Provide Accounts Payable Division staff with additional training in the 
areas of cybersecurity, risks, and internal controls.  This additional training should also be made 
available to other County staff who work with vendors and respond to vendor requests.  
Auditee Response: Concur 
We have previously been trained and will continue to take cybersecurity, risk, and internal control 
training in the future. Continuing our training efforts will help the department stay on top of new 
cybersecurity threats/schemes and industry best practices. We believe additional County 
departments, including purchasing, should receive this training as well. In addition, we will begin 
to incorporate this specific training to the ‘goals’ section in performance appraisals as a way to 
track progress. 

Recommendation 4: Implement an ongoing continuing professional education requirement for 
key Accounts Payable Division staff to promote risk identification and management, maintaining 
industry knowledge, recognizing red flag and inconsistencies within the payment industry.  

Auditee Response: Concur 
Already implemented. Training has been an ongoing process for key Accounts Payable Division 
staff and will continue in the future. Training specific to the areas of cybersecurity, risks, and 
internal controls will continue to be a part of professional education going forward. The 
professional education requirements will be included in the ‘goals’ section of the annual 
Performance Appraisals.  

Adherence to the Vendor Modification Authentication Process Needed (Control Activities) 
We noted that the vendor modification request for the Vendor A6 payments was not authenticated, 
and no evidence of subsequent supervisory review was documented and maintained.  As 
referenced in the previous section, changes to the vendor modification process was noted in email 
correspondence in March and April 2021; however, the authentication process was not followed.    
Specific authentication steps instructed AP Division staff to complete a VICF and document the 
following:   

• A call to the vendor, using the phone number on file in the County’s financial system; 
• Confirmation that the requested change was initiated by the vendor; 
• Name, email address, and phone number of contact person confirming the change;  

 
6 This process was implemented after the two fraudulent redirected payments for Vendors B and C.  
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• Confirmation of the last four numbers of the current bank account numbers, for bank 
account changes;  

• Confirmation of the last three deposits; and 
• A voided check or bank note for the current account.  

A VICF was created by the AP Division Manager subsequent to the fraudulent redirected payments 
for Vendors A and B and was intended to document evidence of the AP Division’s authentication 
process.  VICFs were partially completed with the fraudulent modification request for Vendor A, 
but evidence of the AP Division’s authentication steps was missing. Internal Audit observed three 
versions of a VICF related to Vendor A’s modification: 1) The first VICF created on July 22, 2021 
had “add EFT/EPY” and “Called Vendor from number in AMS (not on form)” selected as 
completed, in addition to a comment/note “All forms from July EFT request are fraud don’t 
process”; 2) The second VICF updated on November 3, 2021 had “Change to current EFT/EPY” 
selected as completed, one prior deposit amount documented, in addition to a comment/note 
“verified the amount and check#. [Vendor A] could only verify the 1 amount from the most recent 
project the last payments were from 2019 previous projects.”; and 3) The third VCIF only included 
a comment/note “fraud already being researched.”  The prior payment amount included in the 
second VICF would not have been available to the Vendor A, as this payment would have been 
made after the July 22, 2021 verification date.  Internal Audit observed that the form was not fully 
utilized in documenting key information in accordance with the authentication steps 
communicated (i.e. the vendor phone number called, vendor staff contacted, email and phone 
number of the contact person) and no evidence of supervisory review. Control activities such as 
the VICF work only if they are utilized as designed.  

During interviews, neither the AP Division Manager nor Accountant could recall if Vendor A had 
been contacted to authenticate the modification request.  The AP Division Manager indicated that 
she relied on the Accountant, as it is the Accountant’s responsibility to authenticate vendor 
modifications.  Internal Audit noted that the Accountant had a responsibility to authenticate the 
vendor modification and document the results, and the AP Division Manager had a responsibility 
to review and validate the Accountant’s authentication documentation prior to completing the 
modification.  In addition, evidence of the AP Division Manager’s review and validation should 
be documented and maintained.  

The vendor modification process lacks adequate control to ensure fraudulent modification requests 
are detected prior to making the modification. In each of the three incidents, the email requests 
were not sufficiently authenticated prior vendor payment modifications. As such, Vendor A's 
payment method was fraudulently changed from check to EFT; Vendor B’s bank account was 
fraudulently changed; and Vendor C’s bank information was fraudulently changed twice.  If 
adequate authentication controls had been deployed, the fraudulent vendor payment diversions in 
a sum total of $988,862 could have been minimized.  The implementation of adequate 
authentication controls going forward will minimize, if not eliminate, future fraudulent vendor 
payment diversions and loss to the County.  
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Recommendation 
The Chief Financial Officer or designee should: 

Recommendation 5:  Implement adequate authentication control activities to ensure that 
vendor modification requests are carefully reviewed, authenticated, validated, approved, and 
documented prior to making changes to the vendor master file. The review and authentication steps 
taken should include, but not limited to the following:    

1. Assess the email request carefully to establish if the email request could be valid given 
known vendor information.  

2. Ensure any requests to Vendor Enrollment modification, including change to bank account 
information and address, is authenticated by using multiple resources and comparing 
vendor information on file with the request and calling the vendor using a phone number 
on file that was known to be legitimate phone number for the vendor.  

3. Perform a comparison of vendor email, phone number, and address and determine it 
matches the information on email request.  

4. Maintain documentation of all steps taken by the Finance Department to validate requests 
originated from vendor.   

5. The AP Division Manager/staff making modifications to vendor information and has final 
approval authority, should make modification to vendor information only after 
satisfactorily reviewing the request submitted by the vendor and validation steps taken by 
staff and maintain evidence of such review.  

Auditee Response: Concur 
Already implemented and will be included in the policy referenced in our response to 
recommendation 1. 

 
Segregation of Duties Needed in the Vendor Master Management and Payment Process 
(Control Activities) 
During our review of the fraudulent redirected vendor payments, we noted a segregation of duties 
control weaknesses involving one employee updating/maintaining vendor master data and 
processing vendor payments.  The AP Division Manager performs the duties of both vendor 
modification and processing of vendor payments.  More specifically, the Accountant uploads 
vendor modifications, but the AP Division Manager creates the vendor master modification 
directly in the Vendor Master Data table and then approves the modification.  The Vendor Master 
File (VMF) stores key information on County vendors, such as the vendor name, address, Tax 
Identification Number (TIN), Social Security Number (SSN), and banking information for EFT 
payments. The VMF also tracks vendors payments with Internal Revenue Service (IRS) Form 
1099 reporting requirements. The AP Division is responsible for the maintenance of the County's 
VMF, and the supporting documentation and forms are stored in OnBase, the County’s electronic 
content management system.   
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There are two essential steps that facilitate vendor payments: the creation/modification of vendor 
master file and processing of vendor invoices for payment.  One person should not have the 
responsibility and authority to create and/or modify vendor master file, process, and approve the 
vendor payment.  Additionally, vendor modifications are not periodically reviewed by a staff 
independent of the AP Division, as a compensating control, to ensure that the changes made reflect 
the vendor request and that such requests are adequately validated and documented. 

Having the authority to create or modify vendor enrollment information and approve payments 
may allow an individual to conceal errors or perpetrate vendor payment fraud without being 
detected, as they are able to create/modify vendor enrollment and approve vendor payment. The 
absence of a segregation of duties validation at the countywide finance function increases the risk 
of theft, loss, or misappropriation of assets, when coupled with the absence of other controls.  More 
specifically, a single employee could initiate and authorize a payment request to an invalid, 
unregistered vendor and/or not for payments for goods and services in connection with County 
operations.   

Recommendations 
The Chief Financial Officer or designee should:  

Recommendation 6:  Ensure the duties of vendor master creation and modification and vendor 
payment are adequately segregated.  

Auditee Response: Concur 
This has been implemented. Currently, duties are segregated within the Accounts Payable 
Division. Going forward, we would like to initiate a discussion with the Purchasing Department 
whereby they would assume vendor related duties to further segregate duties.  The segregation of 
duties within Accounts Payable will be included in the policy referenced in our response to 
recommendation 1. Any future changes with respect to Purchasing will be reflected in the 
document and updated as necessary.  

Additional Auditor Comment:  Steps to separate the vendor master creation, 
modification, and vendor payment should be specifically addressed to strengthen vendor 
management controls.   

 
Recommendation 7:  Implement an independent periodic review of vendor modification 
changes to Vendor Master File to ensure that all changes have followed the authentication process 
and been properly documented.  
Auditee Response: Concur 
This has been implemented and will be included in the policy referenced in our response to 
recommendation 1.  

 
The remainder of this page was left blank intentionally. 
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Recording of Vendor Payments (Control Activities) 
The fraudulent redirection of vendor payments and subsequent payments to the correct vendor 
were recorded inconsistently in the County’s financial system.  Upon notification of the fraudulent 
payments, the Finance Department promptly processed and disbursed payments to the correct 
vendor. Based on our review of the remittances to the fraudster(s) and the three vendors our 
observation of the payment process was as follows:  

• Vendor A: Three fraudulent EFT payments totaling $822,470.40, intended for Vendor A, 
were redirected in August and October 2021. These payments were recorded and charged 
to the 2016 SPLOST7 Fund project account.  Upon notification of the fraudulent 
transactions, Vendor A was paid the $822,470.40 owed in November 2021, with the 
payment initially recorded and charged to the same 2016 SPLOST Fund project account.  
Subsequently, in November 2021, $762,755.10 of the fraudulent payment was reclassified 
to the General Fund ‘Bad Debt Expense’ expenditure object code; however, the remaining 
balance of $59,715.30, has not been resolved and reflects an overcharge to the 2016 
SPLOST project fund.  

• Vendor B: Two fraudulent EFT payments totaling $105,959.31, intended for Vendor B, 
were redirected in October 2020. These payments were recorded and charged to 2016 
SPLOST Fund and Water Fund project accounts. Upon notification of the fraudulent 
transactions, Vendor B was paid the $105,959.31 owed in December 2020, with the 
payments initially recorded and charged to the Water Fund. Based on our review of the 
transactions, only $2,825.00 of the payment amount was attributable to Water Fund 
activities.  Subsequently, in October 2021, $102,959.31 of the fraudulent payment was 
reclassified to the General Fund ‘Bad Debt Expense’ expenditure object code, and 
$2,825.00 was reclassified to the Water Fund ‘Bad Debt Expense’ expenditure object code.  
In this instance, both the fraudulent and correct vendor payments were erroneously reported 
in the Water Fund until corrected ten months later.  Additionally, the $2,825 loss was 
described in the financial system as an adjustment to Water system receivables instead of 
as fraudulent transaction.  

• Vendor C: Two fraudulent EFT payments totaling $60,607.08, intended for Vendor C, 
were redirected in September and October 2020. Upon notification of the fraudulent 
transactions, Vendor C was paid the $60,607.08 owed in November 2020, with the payment 
initially recorded and charged to the same Transit Fund project account.  Subsequently, in 
November 2020, the $60,607.08 fraudulent payment was reclassified to the General Fund 
‘Bad Debt Expense’ expenditure object code.  

The Finance Department filed an insurance claim with the County’s insurer for the loss related to 
Vendor A and the amount of a possible insurance payment is still pending, if applicable.  Properly 
recording of financial transactions will minimize the risk of inaccurate financial reporting.  

 
 

 
7 Special Purpose Local Option Sales Tax. 
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Recommendation 
The Chief Financial Officer or designee should: 

Recommendation 8:  Implement the necessary control activities to ensure that fraudulent or 
similar transactions are properly reviewed, approved, documented, and properly recorded in the 
County’s financial system.  The control activities should include at a minimum the following: 

• Ensure that any loss due to a fraudulent transaction or double payments are paid out of 
appropriate funding sources, rather than available funding sources. 

• Ensure the remaining $59,715.30 of the double payment to both Vendor A and Fraudster, 
that was paid out of SPLOST funds is corrected and any previous financial reports revised.  

• Ensure that any insurance reimbursements are properly recorded in financial systems.   
Auditee Response:  Concur 
The Chief Financial Officer will work with the Accounting Division Manager and Accounts 
Payable Division manager to ensure transactions of this nature are property reviewed, approved, 
documents and properly recorded in the County’s Financial System. Loss due to fraudulent 
transactions will be paid out of the appropriate funding sources and fraudulent charges will be 
recorded as a bad debt expenditure. The remaining $59,715.30 paid out of SPLOST is correct. All 
insurance reimbursements, if granted, will be recorded in accordance with existing practice of 
insurance claims. 

 

Countywide Fraud Notification Protocols are Needed (Information and Communication)  
The Finance Department does not have documented fraud notification protocols.  We found 
inconsistent protocols that were limited to a variety of internal discussions among AP Division 
and Finance Department staff, notifications to the County Manager’s office, and notification to the 
BOC members.  As previously indicated, the County Manager’s office asked Internal Audit to 
perform consulting services after the discovery of the fraudulent redirection of Vendor A’s 
payments totaling $822,470.  It is our understanding that the fraud notification protocol in this 
instance included the Finance Department leadership, County Manager’s office, Risk Management 
Division, and Police/Sheriff’s office.   

During our preliminary interviews into the incident involving Vendor A,  we asked whether any 
other fraudulent redirection of vendor payments had occurred.  We were informed of a prior 
incident relating to Vendor B in the amount of $105,784.31 that was discovered nine months 
earlier.  The Chief Financial Officer indicated that the fraud notification protocol involving Vendor 
B included the County Manager’s office but could not recall whether the amount or the context of 
how much information was included in the notification.     

During our interviews and follow-up questions with multiple Finance Department staff, we were 
told that the fraudulent redirection of payments for Vendors A and B were the only fraudulent 
incidents to which Finance was aware.  However, some additional analyses of financial 
transactions revealed a third fraudulent redirection of vendor payments involving Vendor C in 
October 2020 in the amount of $60,607.08.  We were unable to determine the notification protocols 
for the Vendor C incident because the Chief Financial Officer was unaware of the incident.   
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Subsequently, we obtained documentation between the AP and Treasury Divisions on the vendor 
repayment and attempted recovery of County funds.  We noted no evidence of the notification 
protocol for the Vendor C incident, except subsequent email correspondence regarding how to 
record the fraudulent transaction in the County’s financial system.  See ‘Recording of Vendor 
Payment’ observation, on Page 11, for additional discussion on the recording of fraudulent 
financial transactions.  This email correspondence was between the AP, Treasury, and General 
Accounting Divisions, with the Chief Financial Officer copied.  The notification protocols for each 
of the three fraudulent redirection of vendor payments was handled inconsistently.   

Industry standards on fraud dictates that notification protocols be established to ensure each 
incidence is given the appropriate significance, both internal and independent investigations are 
conducted, and the necessary corrective actions implemented in a timely manner.  The County’s 
fraud notification protocols should be consistent and include at a minimum, Finance Department 
leadership, County Manager’s office, Risk Management Division, Internal Audit Department, 
Information Services Department, County Attorney’s office, and/or the Sheriff’s office.  A well 
planned out fraud response protocol would have included the applicable law enforcement agency 
and facilitated a much faster coordination to investigate the fraud. 
Recommendations 
The County Manager or designee should:  
Recommendation 9:  Establish a fraud incident response protocol and response team to handle 
various parts of the response and investigate fraud. The Team should be notified of any fraud, 
regardless of the amount of loss, so that the reason as to why the fraud was not prevented or 
undetected is determined, any internal failures contributing to the success of the fraud are 
identified, and similar future incidents are deterred. The fraud incident response team should 
include, Finance Department leadership, County Manager’s office, Risk Management Division, 
Internal Audit Department, Information Services Department, County Attorney’s office, and/or 
the Sheriff’s office.  A determination of which departments or offices needs to be involved in the 
review, in addition to Internal Audit Department and Risk Management Division, should be made 
on case by case basis by the team and should depend on the areas impacted and other factors such 
as if insurance claims are needed and any legal actions to be taken.  
Auditee Response:  Concur  
This will be included in the policy referenced in our response to recommendation 1.  

 
Recommendation 10: An executive summary report with details of the fraud, including amount 
and any impacted vendors or County departments, should be provided to the County Leadership, 
to notify them of the fraud immediately after the fraud is discovered.   
Auditee Response:  Concur  
The information was shared with County Leadership at an executive session. In addition, should a 
similar fraudulent activity take place in the future, the Chief Financial Officer will distribute a 
summary report to County Leadership following the fraudulent activity as soon as practical. 
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Record Maintenance and  Retention Guidelines (Monitoring)   
We identified weaknesses in the audit trail feature of the County’s financial system and the 
maintenance and retention of vendor modification process, to include update to the vendor master 
records.   

Vendor Master Audit Trail Functionality (Monitoring) 
During our review of the fraudulent redirection of vendor payments, we noted that only the most 
recent modification to vendor information is maintained in the County's Financial System, as all 
previous changes are not maintained. We requested vendor modification records from the 
Information Services Department, but we were informed that the financial system only keeps the 
last change made and does not keep history of all updates to vendor information.  Due to the lack 
of an audit trail of vendor information  modifications for the redirected vendor payments, we were 
unable to perform some critical procedures to fully substantiate the segregation of duties 
weaknesses.  Per discussion with Information Services Department staff, the functionality 
requested does not exist and will be considered during future system upgrades.    

An audit trail of updates to vendor master assists in tracing every steps and actions taken, 
documents the person making such changes, person approving the changes, and time and date of 
the actions taken, and other changes made. A vendor master audit trail is a tool to ensure changes 
made to vendor master and diverted payment or creation of fictitious vendor are detected and 
vendor payment fraud are deterred.  In the absence of an audit trail feature, vendor modifications 
can be made, payments redirected to non-vendor addresses or bank accounts, and vendor 
information changed back to the correct vendor information without detection. Also, changes made 
and the person making the changes will not be identified.  

 
Record Maintenance and Retention (Monitoring) 
We noted that the documentation maintained and retained during the vendor modification and 
subsequent payment process did not contain the full history of the vendor modification.  During 
our assessment of the fraudulent redirection of vendor payments, we noted that the AP Division 
did not have the complete records readily available related to the frauds. The fraudulent incidents 
related to Vendors B and C were not well documented, and AP Division staff could not initially 
remember the specific details of each. Additionally, we observed a number of inconsistencies in 
responses to our requests reflecting the absence of documentation of the actions leading to the 
redirection of vendor payments. Specific instances of inadequate record maintenance and retention 
include, but are not limited to the following:  

• Finance Department staff initially asserted that only two fraudulent redirection of vendor 
payments had occurred; however, when we discovered the third incident, AP Division staff 
indicated that they had forgotten about it and the notification protocols were inconsistent.   

• AP Division staff was unable to provide complete record of the communications with the 
fraudster(s) leading to the fraudulent modification  of vendor information.  

• Finance Department provided an incomplete VICF for Vendor A indicating the vendor was 
called, but critical vendor authentication information was not included (i.e. vendor's staff 
person, phone number was called, etc).   
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The above listed observations and other discussions indicate that there is a lack of adequate record 
maintenance and retention relating to vendor modification, fraudulent incidents, and  corrective 
actions taken.  Good business practice is to maintain an organized record of critical business 
incidences such as fraud for improving procedures, staff accountability, to support any legal 
actions against the fraudster, support for insurance claims to recover loss suffered, and evaluating 
similar incidents and possibly identifying common factors.  Proper record maintenance and 
retention assists the Finance Department/County by providing a written history of processes, 
vendor enrollment and modification procedures, actions taken, employee accountability, improve 
productivity by making documents readily available, ensure business continuity in the event staff 
with the knowledge of vendor enrollment and vendor enrollment modification process is not 
available, and adequate documentation to support insurance claim or other legal matters are 
available.  

Adequate document maintenance and retention of documents related to vendor enrollment and 
vendor information modification is a critical step in ensuring vendor information is safeguarded 
and actions taken resulting in redirected vendor payment are available for review. 

Recommendations 
The Chief Financial Officer or designee should:  
Recommendation 11: Ensure audit trail is maintained in the County’s financial system for all 
changes to vendor master file, including edits, modifications, approval of any 
modifications/changes. The record should document what has been changed/added, date and time 
of the changes, the person making the changes, and the person approving the changes.  

Auditee Response:  Concur  
This will be included in the policy referenced in our response to recommendation 1 as well as in 
the financial system and Enterprise Content Management  system. 

 
Recommendation 12: Ensure that the vendor modification audit trial is periodically reviewed 
by the Chief Financial Officer or designee to ensure all changes are appropriate and well supported 
by vendor request and applicable documentation.  

Auditee Response:  Concur  
This will be included in the policy referenced in our response to recommendation 1 and will 
involve either the Chief Financial Officer, the Assistant Finance Director, or designee.  

 
Recommendation 13: Implement a process to ensure all information relating vendor enrollment 
and vendor master modification are maintained, any fraudulent incident fully documented, and 
procedure change to vendor enrollment and vendor information modification process documented.  

Auditee Response:  Concur  
This will be included in the policy referenced in our response to recommendation 1. 
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Appendix I 
 

Detailed Objectives, Scope, and Methodology 
 
We conducted this consulting project in conformance with The Institute of Internal Auditors; 
International Standards for the Professional Practice of Internal Auditing. The overall objective of 
this consulting project was to gain an understanding of how the fraudulent electronic transfer of 
funds discovered on November 3, 2021 occurred and assess the related control weaknesses. Our 
scope period initially covered the identified fraudulent transactions in August and October 2021; 
however, the scope was amended to include two additional instances of fraud during September 
and October 2020.  Payments were reissued to each of the vendors affected by the fraudulent 
redirection of vendor payments.  

In order to accomplish our objectives, we performed the following steps: 
I. In collaboration with Risk Management Department, we interviewed Chief Financial Officer, 

Assistant Finance Director/Treasurer, AP Division Manager, other AP Division staff who 
handle vendor enrollment and general inquiries, and a Buyer from Purchasing Department.   

A. Obtained copies of AP Division’s vendor modification instructions and staff training, 
as applicable.  

B. Documented the process of vendor modifications to identify any control weaknesses in 
the process.   

II. Reviewed control activities, as applicable, to safeguard vendor information, maintain adequate 
segregation of duties within vendor enrollment and vendor payment, record maintenance and 
record retention procedures/practices, existence of audit trial related to vendor master 
modifications.  

A. Reviewed documentation related to the three fraudulent incidents. 
B. Examined email communications with the fraudster(s) and County staff. 
C. Analyzed documents submitted by the fraudster(s). 
D. Analyzed evidence of vendor modification and system changes.  
E. Concluded on process and documented recommendations.  

III. Reviewed payments to the three affected vendors and identified the remittances related to the 
fraudulent redirected payments for each of the vendors.  

A. Examined remittances to fraudster(s) and vendors. 
B. Identified funding sources to ensure compliance with funding.  
C. Examined the recording of fraudulent transactions in the financial system.  
D. Analyzed fraudulent transactions reclassified to Bad Debt Expenses.   
E. Concluded on the process and documented recommendations. 

IV. Discussed the fraud incident notification protocol, as applicable, within the County.   

 

  



 

Page  19 

Appendix II 
 

Abbreviations  
 

AP Accounts Payable 

BOC Board of Commissioners 

EFT Electronic Funds Transfer 

VICF Vendor Information Change Form 

VMF Vendor Master File 

VSS  Vendor Self Service for Vendor Registration 
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Appendix III 
 

Major Contributors to This Report 
 

Latona Thomas, CPA, CIA, Internal Audit Director 
Tenaye Francois-Arneson, CIA, CFE, Auditor-In-Charge, Senior Internal Auditor  
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Appendix IV 
 

Final Report Distribution List 
 
Bill Volckmann, Chief Financial Officer 
Curtis (Buddy) Tesar, Assistant Finance Director 
Stefani Balli, Accounts Payable Division Manager 
Ordale Randall, Risk and Safety Manager 
Jimmy Gisi, Deputy County Manager 
Cobb County Audit Committee 
Internal Audit Department File 
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Appendix V 
 

Outcome Measures 
 

This appendix presents detailed information on the measurable impact that our recommended 
corrective actions will have on County governance.  These benefits will be incorporated into our 
annual report to the Board of Commissioners, Audit Committee, and County Manager. 

Type and Value of Outcome Measure: 

• Increased Safeguards over Vendor Information & Payments   – Actual; Recommendations, 
when implemented, will provide increased safeguards over vendor information and 
payments.  The recommendations will also ensure the security of vendor information by 
restricting access to vendor information, as well as establishing and enabling existing 
controls to function as designed. (See Pages 3 – 17)  

• Reliability of Information – Actual; Recommendations, when implemented, will provide 
increased assurance on the completeness, accuracy, and integrity of the authentication 
process of vendor modifications. (See Pages 9 - 11)  

• Increased Segregation of Duties Controls – Actual; Recommendations, when implemented, 
will ensure segregation of duties in vendor master management payment process to deter 
vendor payment errors or fraud being concealed. (See Pages 11 - 12)  

• Revamped Staff Training and Development – Actual; Recommendations, when 
implemented, will ensure Accounts Payable Division and other department staff who work 
with vendors are trained on cybersecurity, risks, internal controls, etc. (See Pages 7 - 9)  

• Improved Fraud Notification Protocols  – Actual; Recommendations, when implemented, 
will ensure notification of identified fraud to select stakeholders within the County for the 
proper investigation and implementation of corrective action(s).  (See Pages 14 - 15)  

• Compliance with County Policy – Actual; Recommendations, when implemented, will 
ensure compliance with the County Policy for record retention, and ensure that the audit 
trial of information related to vendor master modifications are maintained and retained.  
(See Pages 16 - 17)   

Methodology Used to Measure the Reported Benefit: 
We noted significant improvements in the internal control framework over the vendor modification 
and payment processes that contributed to fraudulent diversion of vendor payments totaling 
$988,862 across FY2021 and FY2022.  Corrective actions will also increase the reliability of 
project, financial, and other reporting.  In addition, we assessed current fraud handling practices 
against industry standards and the County will benefit from establishing a countywide fraud 
notification protocol.  
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Appendix VI 

Auditee’s Response 
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