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Cyber Security has become an integral part of running a business in the 21st 
Century. After 2020, businesses small and large began to reprioritize their Cyber 
hygiene as stories about the Colonial Pipeline, SolarWinds, and CNA ransomware 
attack began to flood the headlines. As we enter the second half of 2022, it is 
critical that we prioritize not only our Cyber Security, but that of our Customers. 
The better our Customers are at utilizing safe online strategies, the safer our 
environments will become. We encourage you to either publish this information 
on your corresponding websites or provide handouts to Customers with these tips 
and tricks to help keep them, and your Institution, safe.  become. We encourage 
you to either publish this information on your  

 Maintain a resilient platform. Keeping computers and mobile devices up to 
date by having the latest security software, web browser, and operating 
system are the best defenses against viruses, malware, and other online 
threats. Bad Actors are implementing “attacks” via email phishing, text 
messaging, online sales, phone calls or even pop-up windows during online 
sessions. Turning on automatic updates will allow your device to receive the 
newest fixes as they become available.  

 Setting a strong password with at least eight characters that include a 
combination of lower- and upper-case letters, numbers, and special 
characters. Recalling a passphrase may lead to greater security. Be sure to 
change passwords frequently and to use different passwords on different 
platforms. Investing in a password manager is a great tool to ensure your 
password is strong and secure.  

 Roughly 90% of data breaches occur due to phishing. Phishing scams use 
fraudulent e-mails and websites to trick users into disclosing private 
account or login information. Do not click on links or open any attachments 
or pop-up screens you are unfamiliar with. Forward phishing e-mails to the 
Federal Trade Commission (FTC) at spam@uce.gov – and to the company, 
bank, or organization impersonated in the e-mail. When receiving a request 
for personal information, always verify the source by calling the Company 
at a published verified telephone number and avoid calling phone numbers 
printed on the e-mail requesting the information.  

 Be wary of urgent requests. Creating an urgent timeline is how many Bad 
Actors coerce unsuspecting users to convey sensitive data, or to grant 
access to bank accounts. A great habit is to place your cursor over the 
sender’s e-mail address and over any links embedded into the e-mail to 
verify that it is coming from a trusted source.  

 Keep personal information personal. Bad Actors use social media to 
decipher passwords and answer security questions in the password reset 
tools. Lock down your privacy settings and avoid posting information 
related to birthdays, addresses, mother’s maiden name, etc. Beware of 
requests to connect from people you do not know.  

 When connecting to a free or public Wi-Fi network, be cognizant of the 
information you are accessing and sending. Be sure to connect to a trusted 
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internet connection. Always protect your home wireless network with a 
password.  

 Multi-factor Authentication (MFA) is a critical part of online security. MFA 
requires two or more pieces of information to verify that “you” are really 
“you” when logging in to a system. We recommend agreeing to MFA on 
sites that offer it.  

 Shop securely. Before shopping online, make sure the website uses secure 
technology. When you are at the checkout screen, verify that the web 
address begins with https. Also, check to see if a locked padlock symbol 
appears on the page. 

 
If you have any further questions or concerns regarding Cyber Security, please 
contact our Risk Management Department, or Naomi Baumann at (303)721-3263 
or Naomi.Baumann@fccsconsulting.com.  
 
 

 


