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Fraud	Detection

• Defend	against	fraudulent	logins,	payments	
etc.

• Look	for	anomalies	in	activity	of	a	user,	given	
past	activity.	



Bot	Detection

• Defend	against	bots	trying	to	test	credential	
dumps,	scraping	etc.

• Bot	detection	solutions	look	for	anomalies	
across	entire	populations	and	time	periods.

Account	 Take	Over Fake	Accounts PII	/	PHI	Theft
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Inline	Deployments
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Threat	Model

• Attacker	has	full	control	over	the	browser.
• Attacker	can	craft	requests	and	modify	
responses	according	to	the	responses	from	
the	web	server.



Fundamental	Issue	I

• Attacker	can	reverse	engineer	the	entire	
sensor



Browser	Fingerprinting

https://panopticlick.eff.org/



Browser	Fingerprinting
• Hardware

– CPU Architecture	&	Device	Memory
– GPU	Canvas	Fingerprinting
– Audio	Stack	Fingerprinting

• Software
– UserAgent
– OS	Version

• Storage
– LocalStorage
– SessionStorage

• Display
– Color	Depth
– Screen	Size

• Browser	Customizations
– Fonts
– Plugins
– Codecs
– Mime	Types
– Time	zone
– User	Language

• Misc.
– Floating	point	calculations
– Add	behavior/callbacks/objects	to	DOM	to	check	a	real	JS	execution	engine



Browser	Fingerprinting	(Fingerprintjs2)

https://github.com/Valve/fingerprintjs2



User	Behavior
• Mouse

– Coordinates	of	where	the	move	moved
– Coordinates	of	clicks

• Keyboard
– Stream	of	key	presses

• Touchpad
– Coordinates	of	where	the	screen	was	

touched



User	Behavior

• Device	Orientation
– 3D	angle	of	device	whenever	the	
orientation	changes

• Device	Position
– Record	speed	of	change	of	
device’s	position.

Timing	 information	along	with	event	type	can	be	used	 to	create	a	very	accurate	
picture	of	what	interactions	took	place	on	the	webpage.



Anti-Tampering	&	Anti-Reversing

• JavaScript	Obfuscation
• XOR	based	packed	code
• Randomize	name/location	of	the	JavaScript	
file	to	load

• Dynamic	Fields



Payload

• Payload	Encoding	(Base64)
• Symmetric	Encryption	(DES)
• Custom	Encryption	Schemes



Fundamental	Issue	II

• There	are	no	guarantees	of	the	correct	
execution	of	JavaScript



Headless	Browsers

• Browser	without	a	GUI,	often	used	for	
automation	and	testing.	

• Either	render	full	JS	or	run	JS	in	a	virtual	DOM.



Stripping	Attack
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Stripping	Attack
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Stripping	Attack
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Replay	Attacks

• No	check	on	freshness	of	payload.



Dynamic	Tokens

• A	dynamic	token	is	generated,	which	is	
derived	from	the	timestamp.

• Same	logic	can	be	replicated	in	a	script.



Fundamental	Issue	III

• There	are	no	guarantees	of	the	legitimacy	of	
the	data	collected	by	the	JavaScript	sensors.	



Forging	Browser	Fingerprints

• FPRANDOM	– Modified	browser	which	
introduces	noise	during	browser	fingerprint.

• OpenWPM –Web	Privacy	Measurement	
software.	

• Database	of	Normal	Fingerprints

https://github.com/plaperdr/fprandom
https://github.com/citp/OpenWPM





Forging	Browser	Fingerprints



Bad	Guys	Are	Already	Doing	this

• Anti-Detect*	$399	in	the	underground

https://krebsonsecurity.com/2015/03/antidetect-helps-thieves-hide-digital-fingerprints/



User	Behavior

• Replay	with	changed	timestamps
• Add	ripples	and	disturbances
• Use	MITM	Proxy



Fundamental	Issue	IV

• JavaScript	can’t	protect	all	flows.



Fundamental	Issue	V

• The	mitigative action	acts	as	an	oracle	for	the	
attacker.	



Other	Issues

• Fraud/Bot	Detection	Solutions	are	themselves	
Fingerprintable.

• Similar	issues	exist	for	mobile	app	SDK	based	
solutions.



Takeaways

• Implementation	and	Architectural	Issues	in	
multiple	deployments.

• JavaScript	runs	in	an	attacker	controlled	
environment.

• Understand	the	limitations	of	such	solutions.
• Protect	all	flows.



Questions?


